What's ID Vault &
Why you can't live without it

Gabriella Davis
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gabriella@turtlepartnership.com
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Agenda

ID Vault - What It Is
Creating an ID Vault
Managing ID Vault
Resetting Passwords

Setting up a security policy for ID Vault

Auto processing requests

A bit more about how it works and limitations
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First The Why

e |D Vault removes the pain from

— Password Recovery
* by allowing password resets without access to the id itself

— Lost ids
* by re-distributing the vault copy

— Users with multiple id copies (we know you're out there)
* by keeping multiple copies in sync

— User renames

— Re-issuing the keys
* by doing both without needing any user involvement
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So...

e |t makes you happy because you can keep
your environment secure and not wait on users

to complete your work

e |t makes users happy because they have one
sync'd id and can easily get a password reset

e |t makes audit happy because you no longer
have that backup directory of id files
“just in case”
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How Does It Work - Downloading
IDs

e If no ID exists on the workstation the notes.ini
fields keyfilename and keyfilename owner are
used to identify which ID should be
downloaded

e The ID can only be downloaded if the user
knows the password for the ID stored in the
Vault

— S0 you can’t hack a notes.ini file to steal
someone’s |ID unless you already know their

password B I_U G




How Does It Work - Updating IDs

e When a user connects to their home server the client
asks for a list of servers containing a vault that
matches their security policy

— the server chosen from the list is random and is then
cached for a few sessions so think about where you are
placing your ID Vaults

e |If a change is made in the vault (such as a password
reset) that is downloaded to the client as they login

e |f a change is made on the client version of the id then
it is uploaded to the randomised ID Vault server
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How Secure Is It

ORGANISATIONAL POLICY */TURTLE

Gabriella Davis/UK/Turtle Mike Smith/US/Turtle Sam Gee/UK/Turtle

N v

/UK/Turtle Trust /US/Turtle Trust
Certificate Certificate

ID VAULT
Certifier /TurtleVault
(TurtleVault.ID)

DominoServer1/Turtle (server.id) o ) B LU G
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Let’s jump right in & create an |ID
Vault

e Verify you have the access required to create
the Vault on the server(s) you are using

e Create the Vault
e Check that everything created correctly
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Editor Access to the Domino

Access Control List to: demo’s Directory

=

| Basics

Roles

[H Log

eQ Advanced

Go to ‘People and Groups” tab

People, Servers, Groups I Show Al

=

-0 efault-

Anonymous
& Doctor Mates/dema

P Gabriella Daviz/Demo
W LocalDomainddring
[l LocalDamaing erers
[A OtherDomainSereers
i SHNT85/demo

Directory

H B
Uzer tupe IF'erscun j
Access IEu:Iitu:ur |

¥ | Create documents

v Delete documents

[ Create private agents

[ Create personal folders/views
[T Create shared folders/views

[ Create LotusScrptélava agents
¥ | Fiead public documents

¥ | wiiite public documents

v Feplicate or copy documents

File- Application - Access Control

Ensure you or your group membership has Editor access (no
specific roles)
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What rights do you need to create
an ID Vault?

People Gru:uupsl Filesl Server... I Meszaging... | Replication | Configuration |

nm Server: SNT85/demo
i H Build W85 _k2_ 03202008 on wWindows 2003 5.2 Intel Pentium

g D‘ EEWSL:HEMS rrrrr Docummen t .-’-‘-.u:lu:l Semer .EditSewer @.ﬁ.ddta Cluster @Delete Semer @Weh..." Chat™
T All Server Dacumen bz Diamain Semer Mame -~ Title Hioszt Mame

BE I:u:unflgur..atlcuns  dero
T Connec tions SMTESidermo SNTE5.dema.local

T Programs
T Extermnal Domain Metwork [nf

* Rights to create databases and templates

— Click on Configuration Tab
— Select and Open Server Document

= BLUG
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Rights to create databases &
templates

 Click on Server document ‘Security Tab’

Server: SNT85/demo SNT85.demo.local

Elasu:sl Securityl “ortz... I Server Tazks... | Internet Protocols...
Server narme : SMTBR/demo
Server fitl
Domain name : dermo
Fully qualified Internet ShT35 . demo.local
hozt name:
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Rights to create databases &
templates

 Ensure your name or group is entered in the
fields for

— Create new databases and templates

Access server : All uzers can access i hiz zemwer
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You may have to walit...

e |f you modified the server document then it will
cache

— give it up to 30 mins or exit and start the server
« don’t do ‘server restart’
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DERMO Dramain

Creating the ID Vault

People & Grnupsl Filesz | Server... | Mezzaging... | Replication I:aniguratinnl

"ril Server: SNT35/demo
I Build %¥85_k2 08202008 on tWindows 2003 5.2 Intel Pentium

Llze Directory on: ICurrentSen-'er j s Toolz

d D Server
] Cument Server Document

.ﬁ.ddSewer EditSen-'er @.ﬁ.ddtu Cluster @Deleteﬁewer @Web...‘: > @ Certificatian

T Al Server Documents

T Configurations
T Connections
T Programs

T External Domain Mebwoark [nf

Diarmain Semer Mame ~ Title Hozt Ma > @ Registration
# demo
SNTEE/derma SNT| /) Policies
> @ Hosted Qrg

e Launch Domino Administrator
e Click the Configuration Tab
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Creating the ID Vault

e Select from right hand “Tools” menu

— or top “Configuration” menu
o ) € regivato e Tools - ID Vaults - Create

- ID Waults

Create...

Fazsword Beset Autharity...

15
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Creating the |ID Vault

Create and Configure Motes ID Yault ?

|

A Matez 1D vault iz a zecure repositary for uzer [0 fles. It allows passwards on 1Dz to be easly changed i users
forget them. The Haotes [0 vault alzo zerves az a backup that provides easy recoven from lozt or damaged Dz,
For uzers who min Maotes on multiple computers, the Mates 1D vaulk ensures that all copies of their 1Dz are kept
up-to-date when any change iz made. Click 7 for more infarmation about (D waults.

Thiz tool enables vou to perfarm the following steps required to create a Motes |0 vaulk and make it operational:

Create the Motez 1D wault

Specify wault zerver and wault adminiztratars

E ztablizh which organizations truzt the 1D wault to store uzer [Dz [requirez certifier 1D access)

Authorize people or a zelf-zervice application to rezet uzer pazswords [requires certifier 1D access)

Configure policies to specify which uzer |Dz ko store in a wault

'ou mugt uge thiz toal o create the 1D wault on a zpecified server and to select at least one wault administrataor.
Y'ou can perfarm the other stepz now or later uzing the 1D Yaulks - Manage tool ar other methaod. Al zelected

stepz are performed when you click 'Create Wault' in the lazt step of this tool. If you click Cancel to exit the tool, it
remembers your selections when you resume uzing it

v Dot show Hhis panel again Hext Cancel

16




Add a name & description for this

vault instance

Create and Configure Motes ID ¥ault

Specify a name and description for the Mates 1D vault.

Matez 1D vaulk name

Drermict avlt

Matez 1D vaulk dezcription [optional - will alzo be Maotes (D wault databaze title]

The primary wault far the demo certifier and related Ol =

the last step of this tool, you cannot change itz name.

Step 1 of 10

17

The name you specify iz used ta form the hierarchical name, the database file name and the 1D file name for the Notes 1D vault, The
hame can not be the zame az any arganization or organizational unit. Example: ACMEY ault’ rezultz in the hierarchical vaulk name
YACMEN ault', the vault database file name ‘acmevault.nzf' and the vault 1D file 'acmevaulkid. Once the Naotes 1D wault iz created in

et

>|

| Cancel |

<9
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Setting a password for the |ID Vault

An ID vault id is created automatically

— the password you set must be used when Administrators attempt to
create or delete replicas of the ID Vault itself

Create and Configure Notes ID Yault HEB

| Specify a password and file location for the vault D file.

Wault 1D pazsword

Paszward: Werify:

POOOOOOOOOOOOOOOOOOO0 IMOOOOOOOOOOOOOOOOW

Wault D file location

C:MProgram FileshBkY. AD atahidzhwaultsdemowvault.id

Thiz gtep obtainz the information to create the wault 1D file. Specify a paszeword that iz at least eight characters long and that
conforms to secure password rules. Wault administrators are prompted for the vadlt 1D file and password when they add ar remave
replicas of the 1D wault. Making a backup copy of the 1D file iz recommended.

Step 2 of 10 - Ereviousl | Hext "Il Cancel |




e Backup the vault id once it's created
and any time you change its
password
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* The Vault ID and Server ID for the ID
Vault server are the 2 keys to keeping
your vault and the ids in it secure
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e Keep both your server and server id
secure by password protecting the
server id itself.
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Step 3 of 10 |"I Erevinusl | Mext 1'” Cancel I

* You can specify only one server on initial
creation but add others later *

Choosing the ID Vault Replica Server

Belux Lotus User Group




Setting up ID Vault Administrators

Create and Configure Notes ID Yault 7 |l ]

T e Your name iIs
automatically
The following adminiztrators can manage the Motes 1D wault, a d d e d a S a n
% Doctor Notes/dema | Add or Remove... | .
administrator

 You can add
other
| ] | ]
administrators
. and recovery
You muzt zelect at least one Motes [D vault adminiztrator, vYou can gelect uger names only, not group names. Only vault
adminiztrators can add and remove vault servers, delete |D files from a vault, and add and remove other wault administrators. The ngn
vault administrator names are added to the ACL of the wault databaze and to the vault document in the Dominog Directony. a u t h O rl tl e S I ate r

Step 4 of 10 .t Ereviousl | Mext 1’” Cancel
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Addlng organlsatlons to the ID Vault

/|  Select the organizations or arganizational units of the Motes 1D vault u
Organizations
: &dd or Remove
Selecttheor nal ul itsh tthe 1D wault t h er |Ds. Y st hav o the certifier |D
ofeach thl\-"IlT tEtfl b tdflthD D t_l,lY kpth tp dpf it later
ugi gthIDV ults - Manage tool.
Step B of 10 =L Previous I | Hext "Il Cancel
24

e A trust certificate is
created between the
organisation and the
ID vault

e You must use a
physical certifier not
the CA process to
do this
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Selecting certifiers to add

Trusted ¥ault Organizations EH E

Find names starting with: I Organizations that trust the [0 wault

.;}o.;} Jdemo

Auallable orgamzations

Remove I | Eemnve.ﬁ.lll

Tip: Y'ou can drag and drop names.

| QE. | | Cancel I

Later on in the process | will be prompted to point to the physical
certifier

— The list of certifiers authorised for this ID Vault can be modified later
— You can only store IDs in the ID Vault if their parent certificate is

also there 25 BLUG
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Users Authorised to Reset Passwords

Create and Configure Motes ID ¥Yault H KR

Specify names that are authorized to reset pazswords.

Drirechary: Ideml:u's Drirectary j
Available users, groups and servers Pazzword rezet autharity by organization
& Lotus MotesiDomino Fault HeplZl &5 fdemo
= Lotus MotesiDomino Smart Up i Doctor Notes/dema
8 ooney, Paul & Gabriella Davis/dema
& PMotes . Doctor A Paul Mooney/demo

ik SMTEGidermo & Warren Elsmoredemno

aon 5] [esd
Ayailable organizational units
Add Toal |

& herDomainSercers 3

Bemaowve From Al

[T | Seli-eervice password reset autharity

On the left, zelect the name of a uzer, group, sereer, or organizational unit to authonize o reset passwaords.

On the nght, add the zelected name to each user organization ar organizational unit it will reset passwords for.

Repeat to give pazsword reget authority to additional names. A Paszsword Reset Cedificate will be created for each authorized uzer,
group member, server, and arganizational unit, To allow users ta reset their own pazswaords using an agent, select 'Self-zervice
paszword reset autharity' for the user name that gigns the agent and for each server on whick the agent will run. Far more information
an paszword reset authanty, including authorizing a non-agent self-zervice application, chek 7

Step B of 10 = Previouz | | Hext ,"l | Cancel | / ‘
<9
Belux Lotus U
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Applying an ID Vault To A User

Create and Configure Notes ID Yault | ]

Create or edit 1D wault policy zettings.

How iz thiz policy assigned?
™ Create a new policy assigned to an organization
" Create a new policy assigned to specific people or groups
" Create a new policy assigned to a home server

™ Edit an existing policy

% il speciiy 2 Notes (6 vault policy st another time

This step assigns a vault ta users by creating or editing a Security Settings document and assigning it to a policy applied to users. 1t
alzo enables you to zpecify help text that users see when they click the Forgotten Passwaord button, Uzer (D are only shored in 3
weault if they are dezcended from an organization or organizational unit that haz a Vault Trust Certificate in the Domino Directom, To
skip thiz step, select | will specify a Mates [0 vault palicy at anather time' and click Mest'

Step ¥ of 10 |*( Erevinusl | Hext ?’|| Cancel |

ID Vault relationships are set up in user policies

— You can configure or edit a security policy
when you create the ID Vault. Or later.
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Summary of ID Vault Settings

Create and Configure Motes ID Yault

to zave a report of the tazks performed to the clipboard.

Waulk configuration to be applied on creation

Yerfy vour zelechionz. If the selections are carrect, chick 'Create Wault' bo commit pour choices. You will be able

Matez |0 wault name:
Doty avilt

Mates 10 waulk dezcription:
The primary wault for the demo certifier and related 0L

Matez |0 wault D pathk:
C:5Program Filesh BRSLatuzsH ateshD atabidz waultsdermowvault.id

Matez |0 waulk primary server;
SHTa5/dema

Maotez |0 wault databaze path:
SIBR_ D WALLT D emot ault. naf

MHatez |0 waulk servers:
SMTa5/demo

Matez |0 wault administrators:
Doctor Maotesz/demo

Kl

Step 9 af 10

zi

|‘( Presious I“ Create YWault |I|

Cancel

e Click ‘Create Vault’ on the summary
screen to complete the process
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Creating the |ID Vault

Create and Configure Motes ID ¥ault

The Motez 1D wault creation iz in progress.

Choose a Certifier H B

. Choose a certifier for /dema
Waulk creation progrg
Certifier ID... | IE:’\F'mgram FilezhlBM\LotuziMoteziDa

Creating waull

I 0K ; | Cancel |
Motes [0 vault name: -
Demoty ault

Mates 1D wault description:
The prirnary vault far the demo certifier and related 0z

Motes I wault 1D path:
C:%Program Files' B kYLotughMoteshD atahidzwaulthdemoval.id

Motes I wault primary server:
SMTE5/demo

Motes 1D wault database path:
SBM_ID_ WAl ILTWDenmot ault. nef

Motes D vault servers:

SMTa5/demo -
4] 3

Cancel

 As the ID Vault is created you will be prompted
for the physical certifier and password for any
organisations you specified be used

7
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Final Summary Screen

Create and Configure Notes ID ¥ault

You have succeszfully completed the creation of the Motes (D vault.

t'ou have successfully created the Nates (D vault 'Demoty ault'.

I the proceszs of creating the wault the following tazks have been min.
Created Motes 1D wault Document
Created Maotes [0V vault Trust Certificates
Created Motes 1D vault Pazsword Reset Authorities
Created Maotes [0 wault 1D file [C:5\Program Filess B \LotushMoteshD atahidzhwaultdemowault.id).
Created Maotes [0 Wault /Dematfault
" aulk databasze path: SEBM_ID_WAULTSDemaob ault. nef

Add waulk trugt certificates to the following organizations:
fdemo was successfully added.

A&dd the following paszword reset authaorities;
Dactor Matez/dema will be able ta reset passwaords for uzers in organization /dema
Gabriella D aviz/demo will be able to rezet pazswords for ugers in organization /demo
FPaul Mooney/demo will be able to reget paszwords for users in organization Ademao
SHTE5/demno will be able to zign self service password reset agents
YWarren Elzmareddema will be able to reset pazswards far ugers in arganization /demo

1| |

I | Copy to clipboard ”

30

Done
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Store a Record of the ID Vault Summary
Clipboard

|
l [P idvault.t=t - Notepad

File Edit Format ‘“iew Help

=10l x|

| |Add

Add

vou
ithe

oL
I the

VoL

1In the process of

Created Notes
Created MNotes
Created nNotes
Created MNotes
Created nNotes

vault trust certificates to the following organizations:

vou have successfully created the NoTes ID vault

creating

vault
vault
vault
vault
vault

the wvault the following tasks have been run.

Document
Trust Certificates
Password Reset authorities

I0 file (C:vProgram FileshIBMS\LotushwMoteshDatasidshwaulthdemovault. id).

SDemovault

vault database path: NIBM_ID_wvaAULT:Demovault.nsf

Ademo was successTully added.

the following password reset authorities:
poctor_notes/demo will be able to reset passwords for users in organization demo
Gahriella pavis/demo will be able to reset passwords for users in organization Ademo
Faul Mooney/demo will_be able to reset passwords for users in organization Ademo
SHNTE5,/demo will be ahle to STEH self service password reset agents

warren Elsmoresdemo will be a

"Demovault’

le to reset passwords for users in organization fdemo

can find the Motes ID wault document in the Security/ID vaults wview of

pomino directary.

can find the Notes ID wault certificates in the Security/Certificates/Certificates wiew of

pomino directory.

V can make changes to the notes ID vault configuration by using the
1in the pomino Administrator.

(|reminders:

‘lorganizations whose users can use this wault:
vault Trust Certificates to establish trust of the wault for ID storage can be added using the

lzars whn Fan rezat nasswards -

31

"ID vaults - Manage tool'

| »

"ID
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Verifying the ID Vault Created Correctly

!
People & Groups I Files “ Server... | Meszzaging... | Replication | Configuration |

Server: SNT85/demo
H Build %85_k2 03202008 on 'Windows 2003 5.2 Intel Pentium

v |5 CAProgram Files\BMALatus\Dor | | Tigle & | Filename & Physical Path & | File Fo

= dfe @ The prirmary vault for the demovaultnsf  CiProgram Files\Bh BE (42
» I= domino

= etc

=1 gtrthome

=) help

i iMotes

|\ [IBM_ID_vAULT] |
=1 rnail

=1 modems
=) properties
»o = el
= W32
& Catalog (8]

e |D Vault db with the title you specified will be in the
IBM _ID_VAULT directory on the server you selected




ID Vault Document Created Under Security

i Semwver: SNT85/demo

- Jj, Server

» .
Feople & Groups | Filez | Server.. I teszzaging... | Replication | Configuration I

Build W85_k2_ 03202003 an wWindows/ 2003 5.2 Intel Pentium

Llze Directory on: ICurrent Semve

» B4 Meszaging
» 3 Replication
v (1l Directary
# w2 Security
» [z] Centificates

D W aults
& Polizies
o \Web

¥ @ kd anitaring Configuration
» @ Health Monitoring
v B Cluster

»o Mizcellaneous

@Help

Yault Mame

Demaiyault

Administration Server

Dezcription

SHT3Rdemo The primarevaultforthe demo cedifier and related QL)

33 Q )
Belux Lotus User Group

) VOC




View of ID Vault Document

Edit Yault Dacumen t ®Cance
ID Vault :/DemoVault
Basics | Administration |
Yault name: Demotault
Dezcription: The primar vault for the demo cedifier and related Ollz
Yault Adminiztrators: Dioctor Motes/demao
Yault zervers: SrTE5demo
Fath to WVault: WBR_ID _WAULTDemoVYault.nst

e Always user the ‘Manage Vault’ process
rather than edit this document manually to

ensure all steps are completed
= BLUG
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Managing Vault Admins

e Make sure you have selected

@ @m =} the server in the bookmark
i Local Dactar Notes/dema) | b ar
o] oo |
| % — don’t use File - Open Server
Doy — if you find you have an empty
list of ‘Admins’ to choose from
- this could be why

35 BLUG




Managing Vault Admins

Server: SNT85/demo SNT85 demo.local

Bazics I Security ]F'u:urts... | Server Tazks... | Internet Protocals. . | hATAz. . I hdizcella

Full Access administrators:

Administrators: Dioctor Motes/demao
Gabriella Davizidemo t
Faul MMoonewidermo

Databaze Adminiztrators:

 Jo add someone as a Vault admin they must first

have Administrator rights in the server document
for the ID Vault server

* This setting caches on the server and without a

restart will take a while to update
% = BLUG




Managing Vault Admins

e |D Vault Admins can make changes to the
Vault itself including
— adding or removing other admins
— adding or removing certifiers
— creating or deleting ID Vault replicas

 You do not have to give someone
‘Administrator’ rights if they are simply
resetting passwords for users

— They don’t even need access to the user ids or
to know the original user passwords

37




Managing Vault Admins

e |D Vault Security document must be selected

e Select Tools - ID Vault - Manage

v D Semver

] Current Server Document

T Al Server Documents
T Configurations

T Connections
T Programs

1 Euternal Domain Mebwoark [nf

» B4 Messaging

- G Replication

» [Tl Directary

w2 Secyrty

» [] Centificates
D % aults

> & Policies

»oim Web

= Q;} k anitaring Canfigquration

& Health Moritoring

» Fl Cluster

@Help

> Certification

Yault Blame

Demaiault

Adminiztration Server
SMTE5/dema

> @ Registration

Th
th

38

| Q Policies

> % DEZ Server

- 1D Yaults

Create...
Manage...
Delete...

Fazaword Reset Authority...
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Managing Vault Admins

Manage Motes ID Yault

Iz thiz tool to manage the Motes |0 wault ADermo’ ault.

Wault management tazks

Edit vvault description
Edit vault 1D pazswaord
M anage wault replica zervers

| Add or remove seault admiristrators
Add or remove organizations that trust the vault
Add or remove pazzword reset authorities
Create or edit vault policy zettings

Select each tazk you want ta perform.

et }Il Cancel | k BLU
2 ~
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Managing Vault Admins

Manage Notes ID Yault

il Select the Hotes [D wault administrators.

The following administrators can manage the Motes [D vaulk,

E",) Dactor Maotesddema

Yault Administrators

Find namesz starting with; ||

Availlable users

r,Q:. | G abriella D avizdderno |
ﬁ}n Paul Moonew/demo

Add ar Bemaove. .. |

Wault administrators

|l=

Certific

Regist

ﬁ Dactar Mates/demo

e Add or remove additional users as
Administrators of this vault

— Note you can only select from those listed in

the ‘Administrators’ field of the server

document

40
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Manage Notes ID Yault

YWault Canfiquration to be Changed

Yerfy vour szelechons. If the zelections are comect, chick 'Configure’ to commmit your choices.

Managing Vault Admins

T he fallawing adrinistrators will be added for thiz waulk:
Gabriella D avisddema

=

- Erevinusl I Configure || Cancel |

: B
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Managing Vault Admins - Summary Screen

Manage Notes ID ¥ault X

'ou have succezsfully completed the management of the Motes [0 wault.

r'ou have successfully managed the Mates |0 vault /0 ermotd ault’. ;I

I the process af managing the wault the following tasks have been run.

&dd the fallowing administrators to this vault;
laabriella D avisddema waz successfully added.

Copy ta clipbaard

Done
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Verify Admin Change

D Vault Security Document

ID Vault :/DemoVault

Yault name: IDemofault

Dezcrnption: The prirmary vault for the demo cerifier and related Ol
Yault Adrministratars: Diactar Motes/dermo, Gabriella Davizidemao

Yault servers: SHTARMdemo

Fath to Wault: WBR_ID WAL TDemo ault.nsf

43
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Verify Admin Change

Access Control List to: The primary vault for the demo certifier and related OUs H B
_2'—l| Basics
% Roles Feople, Servers, Groups ISh.:.w All j Us=er type IF"ersun j

Eg ] -Defalt- Acoess IManager j
og

Anonymous
&) Advanced| | & Doctar Naotez/dema g g::t: SEEEEZ:E
| © Gabriella Da ; -
¥ Create private agerts
[l LocalDomainServers ¥ Create personal folders/visws
[l DtherDamainG ervers I¥ | Create shared folders/visws
D SHTa5/demo ¥ | Create Lotuss criptd) ava agents

| o = R A Y R R

e |[D Vault ACL

— Default is Manager without the role ‘Auditor’

44 <5 BLUG
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Adding other organisations that trust the vault

Manage Motes ID ¥ault

il Uze this tool to manage the Motes 1D vault /D emat ault.

Wault management tazks

Edit vault descrption
Edit vault ID passwor d
Manage vault replica servers
Add or remove wault administrators
¥ _Add ar remove organizations that trust the vault |
Add or remove paszwor d reset autharitiez
Create or edit vault policy settings

Select each tazk pou want to perfarm.

| et 3’” Cancel

A Vault can only store user ids if it holds a trust BLUG
certificate for the parent certifier of that user LU




Adding other organisations that trust the vault

Manage Notes ID ¥ault E3

Select the organizationz or organizational unitz of the Mates 1D waulk uzers.

Organizations

i fdemo | Add ar Remove. .. i

2 Aukddemo
2 AUSAdema

Select the arganizations or arganizational units that trust the 10 vault to store their user IDe. You must have access ta the cerifier (D
of each one zo that a%ault Truzst Cerificate can be created far it in the Domino Directory,

! Ereviu:uusl | Mext 3’” Cancel I

46 J
Belux Lotus Use

s UserGroup




Adding other organisations that trust the vault

Manage Notes ID ¥ault E

YWerify vour gelectionz. If the selections are carrect, click 'Configure’ to commit pour choices.

Wault Caonfiguration to be Changed

aulk truzst certificates will be added to the following arganizations:
AukAdemo
AUS fdemo

. o

- Ereviu:uusl | Configure | | Cancel
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Adding other organisations that trust the vault

Choose a Certifier EH B

Chooge a certifier for Auk/demo

Cetifier ID... | IE:'\F'n:ugram FileshBMA\Lotuz'\MoteshD a

I oK 4 | Cancel |

Lotus Notes E

Certifier Mame AUS Adema

k. | | Cancel
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Adding other organisations that trust the vault

Manage Notes ID ¥ault E

“'ou have successfully completed the management of the Maotes (D waulk,

“i'ou have succezsfully managed the Motes [0 vault '/Dremoty ault’, ﬂ
| the proceszs af managing the waulk the fallowing tasks have been mn,
Add wvaulk trugt certificates to the following arganizations;

Aukfdemo waz successfully added.
AUS Ademo waz successfully added.

Copy to clipboard
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Configure Password Reset Authority

@HE“:' | - @ Cetification
Yault Mame Administration Server D » @ Fegistration
Demoiault SMTE5dermo Th

th | @ Falicies
> I@ Hosted Org
> ﬂ Ser

| % DEZ Server

- ID Waults

Fazsword Reszet Authority...

e Configuration Tab - Select ID Vault Document
under Security

— Tools - ID Vaults - Password Reset Authority




Configure Password Reset Authority

Authority To Reset Passwords

Dhirechony:

dema's Directan

Available uszers, groups and servers

Specify names that are authonzed to reset passwords.

= Adminiztration Beguests

2 Davis . Gabriella

& Davis, Tim

& Elsrmore . Warren
& LocalDomainddming
& LocalDomainServers

4] |

Axallable organizational units

B r—

[,Qﬁ *fuk./demo

&2 5015 Mema

Add To &l q>|

Pazzword rezet authority by arganization

.;}o.;} Ademo
ﬁ) Doactar Mates/dema
ﬁ}n Gabriella D avizddemno
Pn Paul Mooney/demno
(@] SNTE5/demo
,9,\ Warren Elzmareddemo
0-:}0 Auk/demo
35 A5 Ademo

Bemove From Al

Remove

[T | Seli-service passwornd rezet authority

On the left, select the name of a uzer, group, zerver, or arganizational unit to authorize to reset pazswords.
On the nght, add the zelected name to each uzer arganization ar organizational wnit it will reset pazswards far,
Repeat to give pazsword reset authority to additional names. 4 Pagsword Reset Certificate will be created for each authonized user,
araup member, server, and organizational unit, To allow uzers to rezet their own pazswordz uging an agent, select 'Self-zervice
pazsword rezet autharity' far the user name that signs the agent and for each server on which the agent waill run. For mare information
on paszword reset authority, including authorizing a non-agent zelf-zervice application, click ?

Hest }I |

Cancel
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Configuring for additional certifiers

Authority To Reset Passwords H B

Specify names that are authorized to reset pazswaords.

Directony: Iden‘u:n's Directary j
Arvailable users, groups and servers Pazzword rezet authority by organization
= Lotuz MotesfDomino Fault HepE ooo Adema

= 1 atus MotesiDorming Smeart Up rQ\ Doctar Hotes/demo

2 tooney, Paul & Gabriella Davis/demo

S Motes , Doctaor r,% FPaul Moohey/dema

& OtherDomainServers (@] SNTE5/demo

4k SMTEE/dema ¢ ‘warren Elsmore/demno

ID EE fidd | 2, Auk/demo

. . . & Doctor Motes/dema

Axallable organizational units r.% \warren Elsmore/dema

3 fukddemo add To bl | 12, /015 /dema

i /U /demo A Paul Mooney/demo

| <A Remove | | Bermnove From Al

[ Self-cervice password reset authority.

On the left, select the name of a user, group, server, of organizational unit bo authorize to reset passwords.

On the nght, add the zelected name to each uzer arganization or arganizational unit it will reset passwords for,

Fepeat to give password rezet authonity to additional names. A& Pazsword Reset Certificate will be created for each authorized uszer,
group member, server, and organizational unit. To allow ugers to rezet their own pazswords uging an agent, select 'Self-zervice
pazzword reset authanty' far the uzer name that signs the agent and for each zerver on which the agent will run. For mare infarmation
on pazsword rezet authority, including authorizing a non-agent zelf-zervice application, click ?

Mest )'” Cancel | /
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Configuring for additional certifiers

Password Reset

You have autharized a self-service passward reset application For arganization fdemo Far a server name.
! 5 If the application is an agent, you have selecked a server on which to deploy the agent,
wou must also give 'Self-service password reset authority' bo the user that signs the agent,
Click es ko conkinue ar click Mo ko return ko the previous window and make changes,

]

Paseword rezet autharity by organization

.;}O.;} Ademo
ﬁ\ Dactar Matesddemna
ﬂ Gabriella Daviz/demo
(R Paul Mooney/demo
(6] SMTE5/demo
& Waren Elsmore/demao
ooo Aukddema
ﬂ Doctor Mates/demno
ﬁ Y arren Elzmare/dema
a5 MUS/demo
ﬂ Paul kM oorey/demo

o] Lo

| Remove | |Eemu:we Fromm &l

¥ Seli-service password reset authority.

If you are planning to use an application for auto
processing password resets you will need a
server authorised as ‘Self Service Password

Reset Authority’ and also an agent signer

— In this example an agent running on SNT85/
Demo and signed by Paul Mooney/demo can

process requests
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Complete Configuring for Password Reset

Authority

Authority To Reset Passwords

Y ault Configuration to be Changed

Werify your zelectionz. If the selections are comect, click 'Configure’ to commit your choices.

The fallowing password reset authanties will be added:
Paul Mooney/demo will be able to zign self zervice password reset agents

Doctor Maotes/demo will be able to reset passwords for users in organization Auk/demo
YWarren Elzmored/demo will be able to reset pazswards for ugers in organization fuk/demo
Paul Mooney/dema will be able to reset passwords for uzers in organization A5 /demao

i

= Previous I

| Configure |

Cancel |
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Complete Configuring for Password Reset

Authority

Choose a Certifier X

Chooze a certifier far A15/dema

Certifier 1DV... | IE:"-.F'ru:ugram Filez\BEMY\LotushDomino'd

| oK. | Cancel

Lotus Motes E
Certifier Mame A5 Ademn
7 —ik Certifier
[ pazsword: RO TR TR H R TR S R OHOHTHTHOH DO,
k. | | Cancel
55
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Setting up a Policy to use the ID Vault

ID Vault Security document must be selected
Select Tools - ID Vault - Manage

¥ D Server
] Cumrent Server Document
T All Server Documents
T Configurations
T Connections
T Programs
T Esternal Damain Metwark Inf
» BEY Meszaging
» ¥ Replication
¥ Elf[] Directary
w2 Security
» [ Cetificates
D W auilts
» [ & Policies
- YWeh
- @ kd anitaring Configuration
W @ Health b anitaring
v Fl Cluster

@Help

> Certification

Yault Mame

Adminiztration Server

De

| - @ Reqistration

DemoYault

SHTEdemo

Th
th

Configuration tab - Policies

—Tools - Policies - Create

56

> @ Policies

> @ Hosted Cirg

| - ﬂ Server

> % DEZ Server

- ID Yaults

Create...

hanage...

Delete. ..
Fazswaord Beset Authority...
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Create or edit vault policy settings

e |f you work with policies you can create the
security policy outside of this process

Manage Notes ID ¥ault H B

Uze this tool to manage the Mates (D vault /Demot ault.

Waulk management tazks

Edit vault dezcription
Edit vault ID password
Manage wault replica servers
Add or remove waulk adminiztrators
Add or remove organizations that trust the wault
Add or remove pazsword rezet authorities
¥ LCreate or edit vault policy settings |
|

Select each task you want ta perform.
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Select the type of policy to create or edit

Manage Notes ID ¥ault EH A

Create ar edit |0 wault palicy zethings.

How iz this palicy assigned?

™ Create a new policy assigned to specific people or groups
" Create a new policy assigned to a home server

" Edit an existing policy

Thiz step aszigns a vault to uzers by creating or editing a Secunty Settingz docurment and assigning it bo a palicy applied o users. |t
alzo enables vou to specify help text that users zee when they click the Forgotten Pazsword button,  Uzer 1Dz are only stored ina
wault if they are descended fram an organization or organizational unit that bhaz a % aulk Trust Certificate in the Domino Directan.

=€ Previous | | Mewxt }l | Cancel I
P




Which certifiers are associated with this policy

Manage Notes ID ¥ault E

Create or edit [0 wault policy zettings.

Select organizations to which thiz policy will be aszigned.

2, U5 /demo
2, Aukddema
2, Adema

Select the uzers' organizations or organizational units that will uge the D vault, If an organizational policy does not exist for a
zelected arganization, one iz created and a Secunty Settings document that includes the |0 vaulk zettings iz added. |f a selected
arganization already haz an organizational palicy, a Security Settings dacurment iz added or updated ta include the (D vault zettings.

- Erevin:nusl | et l’” Cancel |
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Setting up a user prompt

e This is what the user sees when they select
‘Forgot Your Password’

— You have 8 lines to write and can also use HTML
to point to a link or button

Forgotten Password Help Text

Fleaze enter the help test that will be dizplayed to the user
az part of the paszword prompt when they have forgatten
their pazswar d.

Call the helpesk an »3100 where you will azked to ;I
confirn wour identity, Or click below.

<a href="http: /fwnann, acme. comdpreset’' > Reset: /ax LI

| ]9 | Cancel |




Verifying policies

(@) add Policy (F)Edit Policy ¢®)Delste Policy Policy : *fdemo

¥ Policy Mamespace EEasicsEl Comments I Adminiztration
# Qrganizational Policies
#demao
i *Idermo _
sk Falicy name: *Iderno Create Child |
] * . .
.l'uk.l'l:lljgncu Palicy tvpe: Organizational
-
Deszcription: Yault policy for Demofault
T “Usiderng p i
— Category:

Regigtration:
Setup:
Archiving:
Dezktop:

Security: DemovaultyaultSetting
EETR

* These were created automatically by the Manage ID Vault
process

— You could create and manage them manually
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Adding an HTML link in the forgotten
password help text

1. The link must be a full HTML link,

: : Security Settings :DemoVaultvaultSettingd
including the tags

Basics l Fazsword banagement l Execution Control List l kevs and Cerificates | Si

2. The tags are case sensitive, you
must use upper case.

Azzigned vault: Demotfault

Fargotten pazsward help text:

3. The target for the link must be
enclosed in quote characters ().

Enforce pazswiord change after password Yes

4. The link must be the last part of the s been reset
custom message. If you include the

link in the middle of the message, any

text after the link will be discarded.
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Editing an ID Vault Security Policy

Security Settings :DemoVaultvaultSettingd

Bazics | Pazsword bdanagerment | Ewxecution Contral List | kevs and Certificates | Signed Plug-inzs | Portal Server | D Yault I C

Azzigned vault: Demotault [T Don'tzetvalue r

Fargotten password help text: Call the helpesk on »3100 where vau [ Don't setvalue r
will azked to confirm wour identite. Or
click below.<a
href="httphwanan. acme. comf/preset">R

ezetafaz
Enfarce pazsword change after password Yes [T Don'tzetvalue r
haz been reset;
Allowe autarmatic 1D downloads: Yez ™ Don'tsetvalue r
Allowe 1D dowenloads for: 1 daws [T Don't setvalue r
[ hourg

D doweniload authaorization failure
message:
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Automatic ID Downloads

Enabling ‘Yes’ for automatic ID downloads means an id is
downloaded to whatever clients need it with no limit on the number
of times they can be downloaded

— If you know that a user has only 1 pc to work on then you can
limit this by choosing ‘no’” and setting a number of downloads per
user

You can also control how long after an id change can that id still be
downloaded

— If you restrict it to 1 day then after than one day the id will no
longer automatically download

You can present a customised message to the user explaining that
their updated id tried and failed to download and why
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Limiting the number of ID downloads

Set ID Download Count )

i The Mates ID vault is sek For unlimited ID downloads, Ta limit the number of ID downloads,
wou must set ‘Allow aukomatic ID downloads' b 'MNa' in the 'ID Vaulk' kab of the policy settings document.

Domino Administrator - People and Groups Tab

— Select a Person

— Tools - ID Vaults - Set ID download count

Set User's ID Download Count

— 1| Use thiz toal ta st the uzer's 1D
download count.

I oK |

| Cancel |

Uzer name:  Paul Mooney/demo

I 3|10 download(z] will be allovwed Far this wser.

If you haven't set the policy to allow unlimited downloads
you might want to restrict how many times an updated Id

can be downloaded
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Extracting an ID from the Vault

e Domino Administrator -
Lt o e e e s v People and Groups Tab

— Select a Person

Extract ID File From Motes ID ¥ault

Hame of the Maotes (D wault fram which to estract the (D

I.-"D ernot aulk

— Tools - ID Vaults - Extract ID from Vault

Pazswaord for the 1D to be extracted:

— The password you will be asked for is the user id
ok || Cance password not the vault password

— [Auditor] role in the ID Vault ACL allows the id to
be extracted without requiring the user password

— SECURE_DISABLE AUDITOR=1 disables the
Auditor feature from that server
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ID Vault Logging and Events

People & Groups | Filez I Server ... | Meszaging... | R eplication | Configuration
Chatus | Apalyziz | Manitaring | Ctatiztics | Perfarmarnce |
o Tool
@ Server: ENTBEIdemu _ _
Build %85 M2 082020028 on Windows2003 5.2 [ntel Pentium o T
> &2 SNTER': Log I
» <G Catalog (5] -
- '@ Adminiztration Fequests
E" Darming Damain Monitanng
E/ Darning Configuration Tuner
Auctivity
Find Server
Decormmiszion Server...
Cpen Fault Bepartz...
Cpen Damain bonitaring.
Yault Security Log...

e Review all Vault activity for a date range

e Domino Administrator - Server Tab - Analysis
— Tools - Analyze - Vault Security Log
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Deleting IDs or Marking Them Inactive

Delete Person | x|
@ IJze this tool to delete uzers and their aszociated data from pour

Doming domain in the background using the Administration

Process. . :
Selected: demo's Directony [hames.nzf] on SHT85/demo e D e I etl n g a n I D Sto red I n th e

Paul Moohey/dema VaUIt Can nOW be part Of the

“hat should happen to the uzer's mail database?

* o not delete the mail datahaze “Delete Person” proceSS

" Delete the mail database on the user's home server.
[T Delete mail replicas on all other servers.

e Deleting the id removes it from
the vault

“hat should happen to the uzer'z [0 in the (D wault’?

% Mark the ID az inactive and keep the 1D in the vault.
™ Delete the 1D from the vaul,

e — Marking it inactive leaves it

Add deleted uzer to Deny Access Group: in the VaUIt but inacceSSible
Mo Deny Access Group zelected or availables:

[ Delete user's Windows account, i existing,
[~ Delete user fram this Domino Directary immediately.

The Adminiztration Process will not delete theze users' mail files.
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Deleting an ID Vault

ﬂ Server

B3 Messaging Vault Name

Administration Server

Description

% Efeplication IDemoVauIt
Irectory

SNT85/demo

The primatry vault for
the demao cedifier

#2 Security
L2 Certificates
| (& 1D Vaults
_&]| Policies
< Web
Q\} Maonitoring Configuration
@ Health Monitoring
@ Cluster
Miscellaneous
T Licenses
2 Holidays

Select the ID Vault document in Administrator

If the vault is a replica choose ‘Manage’ and then
“Manage Vault Replicas”

If it's the primary ID Vault then choose ‘Delete’ from the

ID Vaults menu

— Make sure you have removed all other replicas via

ID Vault - Manage - Manage Vault Replicas first

|2 DEB DB2 Server

— ID Yaults

Create...

hManage...

| Delete...
' Password Reset Authority...
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Deleting an ID Vault

e Enter the password for the ID Vault when prompted

D Yault Name /DemoVault

* The ID Vault is deleted by the server

— If the database is open the ID Vault will try to delete it later
— It will try once a day
— “show idvaults” on the server console will also force a retry
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Deleting an ID Vault - What Happens

* The database in the IBM_ID Vault directory is deleted

e Deletes all Vault Trust Certificates for the vault from the
Security - Certificates view of the Domino Directory.

e Deletes the vault document from the Security - ID
Vaults view of the Domino Directory.

e Removes the vault name from all Security Settings
documents that specify it.

DB




ID Vault Problems or Status

e On server console type “sh idvaults”

@ sNT85/demo: Lotus Domino Server ] |

e

> sh idvaults

ID Vault /DemoVault (IBM_ID_UAULT\DemoVault.nsf>
Control Vault Name: /DemoVault
Control Vault Servers: SNI85/demo
Vault Operations Key: UO0—-vgjx—hsia/SNI85/DemoVault
Servers: SNI85/demo
Uault Name: /DemoVault
Description: The primary vault for the demo certifier and related OUs
Administrators: Doctor Notes/demo
Administrators: Gabhriella Davis/demo
Servers: SNI85/demo
Administration Server: SNI85/demo
/demo trusts this vault
/US/demo trusts this vault
/uk/demo trusts this vault
s/demo trusts Warren Elsmore/demo to reset passwords
/demo trusts SNI85/demo to reset passwords
/demo trusts Paul Mooney/demo to reset passwords
/demo trusts Gabriella Davis/demo to reset passwords
/demo trusts Doctor Notes/demo to reset passwords
/US/demo trusts Tim Davis/demo to reset passwords
/US/demo trusts Paul Mooney/demo to reset passwords
/uk/demo trusts Warren Elsmore/demo to reset passwords
/uk/demo trusts Doctor Notes/demo to reset passwords
Setting DemoVaultVUaultSetting uses this vault

/

: =5 BLUG




Possible Reasons Why an ID

Wouldn't Be Stored In The Vault
Client isn’t 8.5x

— upgrade
Local names.nsfisn’t 8.5x

— replace design
No security policy exists for that user

— check $policies view in local names.nsf
Notes.ini problems

— verify keyfilename= matches the id being used
— remove all ID Vault references already in notes.ini

S DB




Resetting Passwords
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User Interface When Forgetting Their Password

Lotus Motes E

Uzer name: IDu:u:tu:ur Maotes/demno

Passwaord: I

At location; I Orline j

[=] i Forgot your pazswaord?

Call the helpesk an »3100 where vou will azked to confirm your identity. Or
click below.

< a href="http: /v, acme. comdpreset’ Resets /ax

Logln | | E xit
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To reset a user password as an authority

e Domino Administrator - People and Groups Tab

— Select a Person

— Tools - ID Vaults - Reset Password

Server: SNTE5/demo
Build %¥35_M2_ 08202008 on *Windows/2003 5.2 [ntel Pentium

Wiy
¥ EJ%EEI-“EII::“E.ZE;;DEZT;}' ,-'E-.du:l Perzon Edit Perzon @Cupy to Perzonal & ‘ o Tools
- r.% Feaple Mame = Telephon
Feople
g @ Edrcflulps[fl b JF Daviz , Gabriella > @ P
b ail-ln Databases an . )
Diaviz . Tim
- ] Polces s ) Groups

. - Elzrmore . Warren
v | & Dynamic Policies

hooney  Paul

e D %aults

& by Person/Groug
& by Category

=] Seftings

[z] Certificates

@ Alt Language Infao

[@, Deny Access Groups

Mates , Doctar
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To reset a user password as an authority

Reset User's Password H E
o= o) Usze this tool ta reset the uszer's | Feset Password | Fassword Reset X

paszword,

| Cancel |

-
\]:) The passward For user Paul Mooney/demao has successfully been reset,

User name:  Paul Mooney/demo | B andam Fassword |

Faszword reset and notification

Haw b potify:

=

Mew passward: I.;?}{inBZ

Confirm new password: I,:;-xpzigz

e When resetting a user password you have the option of
— Notifying the user in person

— Emalling an encrypted message to their Manager with the
password enclosed

Once you've reset the password the user can use this new one

ik =5 BLUG
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Autoprocessing Reset Password Requests

e Asample password reset application is available on the server

— open pwdresetsample.nsf

— set -Default- to Editor in the ACL

— set whoever is to be the agent signer as ‘Manager’ in the ACL
— sign the agent with the ‘Manager’s id

* Put a copy of the database on any server you want to enable
password reset on

— These needn’t be ID Vault servers but they must run HTTP

 Ensure the agent signer has the right to run restricted lotuscript agents
on those servers

— That setting is in the server document - security tab
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Autoprocessing Reset Password Requests

e Each server id the database is installed on and the agent signer id
must be configured as Password Reset Authorities in the ID Vault

— They must also have the checkbox “Self Service Password Reset
Authority selected”

e Torequest a password reset the user browses to

— http://servername/pwdresetsample.nsf

% Reset User Password - Web Sample

Enter new pazsword: |

Confirm new password: I

Reset My Password |

— Obviously you need to know your HTTP password to reset your

Notes ID password
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So a summary of the good stuff......

ID Vault means user ids are held securely and encrypted on Domino servers
and not in the Domino Directory or on a file server somewhere

Since ID Vault downloads the ID for each user as they log in you don’t need to
distribute ids to the desktops for new users

You also don’t need to worry about ids being kept in sync since ID Vault takes
care of that too

— if the user changes their password or their id it is uploaded to the ID Vault in
the background and downloaded to their other machines when they go to
use them

User renames and certificate rollovers no longer require any user involvement

Passwords can be reset by helpdesk people with no access to the ids
themselves and no knowledge of existing passwords
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You know there has to be a BUT......

e |fthe user ID is stored in a mail file, the ID Vault can only update that in v8.5.1 or
later

e Smartcard enabled ids can’t be stored in the ID Vault
* A Vault must be contained within a single Domino Domain
e All users of a Vault must be in that Domain

e [faclientisn’t connected to the network the ID from the vault can’t download so
if they change their password in the office and then work offline at home - their
id will still have the old password until they sign online

 |f you use the CA process the id that is stored in ID Vault on registering a user
doesn’t contain the hierarchical certificate and will not be usable when it
downloads to the workstation on setup

— You need to switch to that user’s id and access the server so the certificates
are updated and a new copy of the ID is sent to the vault
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Contact Details

Gabriella Davis
gabriella@turtlepartnership.com

http://blog.turtleweb.com

Gabriella Davis on Skype, LotusLive etc
Nerd Girl Community on LinkedIn
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