Are your Domino Web
Apps Secure?

Security Awareness Session by:
Ferdinand Vroom
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Quick Show of Hands

Are you a...
Developer?
Administrator?
User?
Manager?

Or all of The Above?
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Agenda

Latest & Worst Web App Vulnerabilities
Some Vulnerabilities in the Wild
OWASP

Conclusions
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Latest & Worst Web App
Vulnerabilities
Good Old XSS, Cross Site Scripting

Drive- by Downloads
CSRF, Cross Site Request Forgery

XSHM, Cross- Site History Manipuation

<5 BLUG

dinsdag 30 maart 2010



XSS, Cross Site Scripting

Stored

Reflected

Dom Based
XSS Cheat Sheet from RSnake:
http://ha.ckers.org/xss.html
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Drive- by Downloads

October 27, 2009: More than 640,000 Web sites
and about 5.8 million pages are infected with
malware.
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CSRF, Cross Site Request Forgery

-

B eg. XSS Vulnerability 1

S m o mmmm?

www.example.org

HTTP Response @

HTTP Request O

GET /HTTP1
Host: www.example.org

CSRF Attack @

GET buy.php?symbol=SCOX&shares=1000 HTTP'1.1
Hoat: stocks example.org

Victim

—

stocks.example.org

HTTP/1.1 200 CK
Content-Length: 1234

<html>
LA A

LA
<himi>

Content-Type: text’him|

<img src="hitp:'stocks.example.org’buy.php?symbol=SCOX&shares=1000" />
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XSHM, Cross- Site History
Manipulation
Client Side Attack
Trust Between User and Website
SOP, Same Origin Policy, Breach

Client Side Browser History

=) BLUG
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. Mistakes by Admins, Devs, Management and

Regulatory Bodies...
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Het internet Afbeeldingen Video's Maps Nieuws Boeken Mail meer v

GOOSIC inurl:catalog.nsf Zoeken

Doorzoek: ® het internet () pagina's in het Nederlands () pagina's uit Nederl

Web [# Opties weergeven... Re

Domain Search Form - [ Vertaal deze pagina ]
Search for content. Query. Sort by. relevance, oldest first, newest first. Limit to, Circulars

Meetings News Publication. Options, Use word variants ...
()
©

www.uniglobalunion.org/catalog.nsf/UniDomainQueryEn - In cache
Bedux Lotus User Group

dinsdag 30 maart 2010



| _'6_.._ o — : — - 7 =
(4 )2 )= () (o ) () CUIL o/ rwww.unighobalunion.org/catalog,nsf
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Domain Search
w] Access Control Lists

@ By Application
M ey
, —
p =) Appications
) =3 Domain Indexer Status
[ Flle Systems
0 Domino Doc Admin Guide Uni-Europa ddmadmod nsf
0 Domino Doc Users Guide Uni-Europa ddmusrgd.nsf
0 Lotus MTA Tables (v1.7) mal.union-network 0°g miatbls nsf
Q Lotus MTA Tables (v1.7) Uni-Europa miatbis nsf
O Mail Jump mal.union-network org malump nsf
0 Mail Jump Uni-Europa mailme.nsf
& R % o smdiamdacoroved.otf
Q0 SMTP MTA Tables (v4.7) Uni-Eyropa smiptdls ngf
=) Template Virtual Committee V 1.00 mail union-network org TUNITVirtualCommitteesV 100 ntf
= Publcat S swork 0r0 UNIPublications. nf
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o O, C . htp: //www.uniglobalunion.org /CRMess.nsf/f0fa5a094742095ac 12 5680000253538/ 19¢45f100b7606a2¢ 12569

Date: 23-11-2000
Category: doc

Title:
Several Documents

@

LN_Dstshases istdoc  Lotus_stafl_groups doc  Mobile phone numiters.doc  UNI Dstabases.doc  UNI Emall address book growps.doc  UN Sector and Group Abbrevisbions doc

Text:
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New registration - Step 1 of 2

Your username will be composed of your First Name + Middle Initial (if entered) + Last name.
(For example, Mary A Jones, Bob Smith or Chaka Khan)

Fields marked with an asterisk (*) are required

First Name*

Middle Initial:

Last Name*

(Continue) (Start Over)

) BLUG
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e A ——,
OpenNTE. Org
&

New registration - Step 1 of 2

First Name*
Middle Initial:

Last Name*

Your username will be composed of your First Name + Middle Initial (if entered) + Last name.
(For example, Mary A Jones, Bob Smith or Chaka Khan)

Fields marked with an asterisk (*) are required

<script>alert("xss1")</script>

<S

<script>alert("xss3[') < /script>

(Continue) (Start Over)

@
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0006 R e

/ — 7. / """' .’:r =3 P " _‘,r —."" - - - S
Qn 5 @ “¥n 0 ’ http:/ /openntf.org/regerror.nsf/n De pagina op http://openntf.org meldt: f.

OpenNTF Registration - Error Message

We couldn't process your OpenNTF registration because the name you
submitted,

OpenNTF Registration - Error Message

We couldn't process your OpenNTF registration because the name you
submitted,

) BLUG
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OpenNTF Registration - Error Message

We couldnt process your OpenNTF registration because the name you
Submitled, y6-348ady--ubs-oraat-ahowed,

=5 BLUG
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A M O Bron van: http://openntf.org/regerror.nsf/notices/usermatch?OpenDocument&Name=%3Cscripth3E:

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html>
<head>

<script language="JavaScript" type="text/javascript">
Clon
//Get query_string

var locstr = new String (location); ’ B BN B B B = .

//find first name

var userindexfirst = locstr.indexOf("="); I Javascrlpt FunChon fOr I

var username = new String(locstr.substr(userindexfirst+l));

var userindexfirst = username.indexOf(":");

- .
var firstusername = username.substr(0, userindexfirst); L Pa FSIng the Query I

//find middle Name i
miduserstr = new String(username.substr(userindexfirst+l)); Strl ng' e '

var userindexmid = miduserstr.indexOf(":");
var midusername = miduserstr.substr(0, userindexmid); ‘ Il I = = = = =

//£ind last Name

lastuserstr = new String(miduserstr.substr(userindexmid+l))
/] ==>
</script>

<geript language~"JavaScript" type~"text/javascript">
Clew

document. domino_target = " _self";

function _doClick(v, o, t) {

var url="/regerror.nsf/notices/usermatch?OpenDocument&Name=%3Cscriptt3Ealert(%22xs31%22)

o el = kel aammmm gy
returnValue = true;

} else {

if (t == null) i Our payload... i

t = document._domino_target;

window.cpen(url, £) L B B EEREE

}

return returnValue;
}
Y R
</script>
</head> )
<body text="#000000" bgcolor="#FFFFFF"> y N

[ &

Belux Lotus User Group
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<body text«"#000000" bgecolor«"#FFFFFF">

<form actioma~"">
<table border~"0" cellspacing~"0" cellpadding~"0">
<tr valign="top ><td width="6l]1">»<b><foant face~"Arial ">0ponN7F </foat></br»<b><font face~"Arial">Registration - Error Messago</font></b><br>

<br>
<font size~"2" face~"Arial">We couldn't process your OponNTT registration because the name you</font><br>
<font size~"2" face~"Arial">gsubmitted, </foat> <FONT SIZE~2 PACE~"Arial"><SCRIPI>document.write(uncacape(firstugername)+"” "+uncscape(midusernanme)+” “+uncacape(l

<br>
<a hrof~"javascript:onclickehistory.back() "><b><u><font size~"2" color«~"#O0000FF" face~"Arial">Pleasec re-enter your username</font></u></b></a><br>

<br>

<font size~"2" face~"Arial">This timeo, try to enter a variation of your name. For example, if your name is</font><br>
<font size~"2" face~"Arial">Tom Smith, try Tom A. Smith or Thomas Smith.</foat></td></er>

</table>

<div align«‘center"><br>

</div>

<imput name~"Error Key" type~"hidden® value~"usermatch"></fors>

</body>

<SCRIPT>document.write (unescape(firstusername)+"” "+unescape(midusername)

‘\-------

B Escaping/ Unescaping isl
1 not Enough! I

1 ’%: ) BI.UG
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| <script>alert("123456789") < /script>

n—

cont
-

“9 New registrati

s 12345678901234567890123456789012345

Your username will be composed of your First Name + Middle Initial (if entered) 4‘ast name.
(For example, Mary A Jones, Bob Smith or Chaka Khan) ‘
tekst S

Fields marked with an asterisk (*) are required ‘ Il I = N = W

<S5

First Name* <script>alert(*123456789%)</script> I 3 5 C h aracte Ir's, Of...

Middle Initial: <s ‘ Bl BN N B B

Last Name* 12345678901234567890123456789012345|

( Continue ) ( Start Over )

<) BLUG
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<table cellpadding=4 border+«"0" cellspacing="0" cellpa
<tr valign="top"><td width='1120"><font size="2" face="
<input name="FirstName" valye="" SIZE=35 MAXLENGTH=35>

<tr valign="top"><td width=']120"><font size="2" face="
<input name="MiddleInitial" jvalue="" SIZE=2 MAXLENGTH=

<tr valign="top"><td width='1120"><font size="2" face="
<input name="LastName" valuq="" SIZE=35 MAXLENGTH=35><
</table>

¢l I B = -"
I Clientside i

j inputvalidation...

=y BLUG
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800 Add-ons

| Add-ons verkrijgen [SSCIHTM Thema's

QuickProxy 2009.07.19
Quickproxy creates a statusbar icon to quickly turn the proxy on and off.

gt Tamper Data 11.0.1
View and modify HTTP/HTTPS headers etc. Track and time requests.

Voorkeuren | Uitschakelen J{ De-installeren

(Updates zoeken)

<) BLUG
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Tamper Data - Ongoing requests

s

Tamper with request?

™
oo http://openntf.org/registration.nsf/ie!OpenFormé&Seq=1 '_»—_
Time "
14:0..
S Continue Tampering?
( Abort Request ) (* Tamper )
Request Header Name Request Heade... Response Header Name Response Head...
"/
A
Y

&

BLUG
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Post Parameter Name Post Parameter Value
_ Click 0
Middlelnitial %3Cs
LastName 112345678901234567890123456789012345

tekst

%3Cscript¥3Ealertd28document.cookieX®29%3CK2Fscript®%3E

= BLUG
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De pagina op http://openntf.org meldt:

__utma=51980151.487711806.1269808215.1269857426.1269861654 .4,
_ utmz=51980151.1269808215.1.1.utmccn=(direct)|utmcsr=
(direct)lutmcmd=(none); _ utmb=51980151; _ utmc=51980151;
SessionlD=CI4KGZCTCR

C—ox—)

[...
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OWASP

. Top Ten Risks
~ Quides
. Tools

. Models, Techniques & Frameworks

5 BLUG

dinsdag 30 maart 2010



O @O\\ASP S

n pen W APy &< y Project

OWASP Top 10 -2010.

The OWA st Pt erful
awarenes cation
security. ents a broad
consensu fical web

applicatic
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OWASP - Top Ten Risks

The OWASP Top Ten provides a powerful
awareness document for web application
security. The OWASP Top Ten represents a broad
consensus about what the most critical web

application security flaws are.
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OWASP - Top Ten Risks

A2 - Injection Flaws

A1l - Injection

A1l — Cross Site Scripting (XSS)

A2 — Cross Site Scripting (XSS)

A7 — Broken Authentication and Session Management

A3 — Broken Authentication and Session Management

A4 — Insecure Direct Object Reference

A4 — Insecure Direct Object References

A5 — Cross Site Request Forgery (CSRF)

A5 — Cross Site Request Forgery (CSRF)

<was T10 2004 A10 — Insecure Configuration

Mananamant~

A6 — Security Misconfiguration (NEW)

A10 — Failure to Restrict URL Access

A7 — Failure to Restrict URL Access

<not in T10 2007 >

A8 — Unvalidated Redirects and Forwards (NEW)

A8 — Insecure Cryptographic Storage

A9 — Insecure Cryptographic Storage

A9 — Insecure Communications

A10 - Insufficient Transport Layer Protection

A3 — Malicious File Execution

<dropped from T10 2010>

A6 — Information Leakage and Improper Error Handling <dropped from T10 2010>
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OWASP - Guide

cua-m

|

cateQiry | dalusson View Source | Pheslvy

Category:OWASP Guide Project

Downicads  Gloasary  Project Detals

Web appiication securfty is an essontial comporent of any successful project, whether open source PHP appicatons, web
sarvices such as straight Brough processing, o proprietary business web ses. Mosters (rightly) shun insecure code. and
usars shun Insecure services that lead 10 fraud. The am of ths Cevelopment Guide s 10 aliow businesses, developers,
desiGNers ard SOLTON ArCRIeCS 10 PAOCUCH SACUME Wob AppECASors. If done from the sarkest stages, sacure appicatons
o8t AbOUL TN S8 10 Sevelop 88 FSCure Appications, Sut a0e i MO CoNt $Tectve i the Kng s

Uniies other forms of security (such a8 Sromalls and secure ickdowns), wed applcations have the abilty 10 make & siilind
ANAcke rich, Of sakoy B Mo Of & Victin & compiate misery. Al this highest leved of the 0S| software map, radtonsl Srowals
AN O contsols simply 40 NSt halp. The Applcason Eael! must e saE-dalinding. The Davelcpment Guide can Palp you gt
there. The Developmant Guice has Deen writan 10 cover Al 10mms of wed RpICation Secunty issues, fom oid hoary
chestnuts such as SOL Injection, through modem concerns such as AJAX, phishing. credit card handing, session fxation,
Cross-ste request forpenies, COmMplaTce, and Prvacy Bsues

yowr e
Y ecem

or “THIS"
secure?

Rand A5V

Indas pha'ATVY

S
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OWASP - Guide

Help for All Coders Alike...
PhP, Java, C#
Examples

Hints & Tips

=) BLUG
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OWASP - Tools

0o

3

wmm m

RO/ wwe Owasd 00g) ot phe) Category OWASP WebCoar_Propect

categary decasor Vow OSTe Aestory
Category:OWASP WebGoat Project
OWASP Thos Doiect has Pro0uced & DOOK 1hat Gan De cownioaded or purchased
Hooks Foul Yoo 1 trowses the "8 cataiog of seadabie OWASE books

WebGost s a delbersisly necure 2T T wed appicaton maimtered by OWASE desgned 10 leach web sppication securtly kesons

10 GRCh WSS0n, USE'S MU CEMON e TN O IINaNng Of & S60urly IS5ue Dy ExiONng & ‘el irenainy n Te WedOom

mtamnwunwuwmmnwbummmm The apphcaton s &
g e o W VBT W hints and 0000 10 Arther saplan e lesson

Wiy the name “WebOoar™? Developers shoukd not feel Dad about fot kncwing securty. Even 1he Dest programemers maks secusty

omOrs. Wt ey nood IS & SCADSOML. AgNT sl Diame I o e Goat

To pot started, read the WebOoal User and inaiat Guide
Goals

Web appication Se0urty 18 OO 10 learm and Dracsoe. NOt Many £e0pie have Ul DIown web A0picatons ike onine DOok siores of
onlne Danks Tat Gan e USed 10 scan 1or vinerabiites. In A00TON. Se0urty Drofessionals equenty need 1 st 1004 AgNrSt &
PRationm krowe 10 be viineradie 10 ensere Tt ey perfonm as acvertined. Al of this needs 10 happen I8 3 sa'e and lege envionment.
Even I pour Piertions ase Good. we Delleve you Should fever Miemgt 15 Snd vuinenbilties without Desrisson

The primary goal of the WebGoat progect s sirpie: Swede & de-facto o wed oty In
he Miure, nmmmummmmammmm.mumm
Horeypot

Chack out the progect roscmap and find some tasks That you can help with sght swary.

Overview

WebGoat is wilien In Java and Derelore Installs 08 ary DIatiorm wih & Java vitual maching. These are instalasion programs for Linue,

', BLUG
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OWASP - Tools

WebGoat is a deliberately insecure J2EE web

application maintained by OWASP designed

to teach web application security lessons.

=) BLUG
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OASP - Tools

8ano6 - » Category.OWASP WebScarab Project - OWASP a =
d ) D Mtp:/ /www.owasp.org/index.php/Category OWASP_WebScarab_Project ' \

t n
Category:OWASP WebScarab Project
OWASP This project has procuced a book that can be cownloaded or purchased
- Books Feel free 10 browse the (il catalog of avalable OWASP books

I.—_ Weilcome to the WebScarab Project

=\ WebScarad is a ¥amework for analysing appications that communicate using the HTTP and HTTPS protocols. it is wrilen in Java, and is thus portable 10 many platiorms. WebScarab has

IR saveral modes of operation, implemented by a number of pluging. In its Most common usage, WebScarad operaies &s an intercepting proxy, allowing the cperalor 10 review and modity requests
navigaton creaed by the browser Dedore they are sent 10 the sarver, and 10 review and mocily responses returned from the server belore ey &re recaived by the browser, WebScarab is able 10 intercept
» Home both HTTP and HTTPS communication. The operaior Can also review the conversasions (requests and responsas) that have passad through WebScarab.
s News

You also be imerested in losting the Next Generation of WebScarab.

« OWASP Projects o,
= Downioads Contents [ride]
» Local Chagters '8 ,
:Gwzm 20
* AppSec Conlerences 3
o Pyasontions 4 Foatures
. Video Sl‘rnmgm
* Get OWASP Books CIVIND Sovetpmn
* Got OWASP Gear 7 Oaenbily
« Maiing Lists 8 Project Contributors

3
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OWASP - Tools

WebScarab is a framework for analysing

applications that communicate using the HTTP

and HTTPS protocols. WebScarab operates as an

intercepting proxy, allowing the operator to

review and modify requests.

<5 BLUG
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OWASP - Models, Techniques &
Frameworks

ESAPI, Enterprise Security API
For Retrofitting Security in Existing Apps
SAMM, Software Assurance Maturity Model

ASVS, Application Security Verification Standard

) B LU G

dinsdag 30 maart 2010



Conclusions

Everybody makes mistakes, Solve Them, Learn

from Them

Always Evaluate Cost of Mitigation

Test!
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Questions?
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Who is Ferdinand
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. Paros Proxy:

Toolzzz...

http://www.parosproxy.org/

.. OWASP:

http://www.owasp.org

. For Mac Fans:

http://research.corsaire.com/tools/
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