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Quick	
  Show	
  of	
  Hands

Are	
  you	
  a...

Developer?

Administrator?

User?

Manager?

Or	
  all	
  of	
  The	
  Above?
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Latest	
  &	
  Worst	
  Web	
  App	
  
VulnerabiliIes

Good	
  Old	
  XSS,	
  Cross	
  Site	
  ScripIng

Drive-­‐	
  by	
  Downloads

CSRF,	
  Cross	
  Site	
  Request	
  Forgery

XSHM,	
  Cross-­‐	
  Site	
  History	
  ManipuaIon
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Stored

Reflected

Dom	
  Based

XSS	
  Cheat	
  Sheet	
  from	
  RSnake:

hTp://ha.ckers.org/xss.html

XSS,	
  Cross	
  Site	
  ScripIng

5
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October	
  27,	
  2009:	
  More	
  than	
  640,000	
  Web	
  sites	
  
and	
  about	
  5.8	
  million	
  pages	
  are	
  infected	
  with	
  
malware.

Drive-­‐	
  by	
  Downloads

6
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CSRF,	
  Cross	
  Site	
  Request	
  Forgery

7

eg.	
  XSS	
  Vulnerability
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XSHM,	
  Cross-­‐	
  Site	
  History	
  
ManipulaIon

Client	
  Side	
  ATack

Trust	
  Between	
  User	
  and	
  Website

SOP,	
  Same	
  Origin	
  Policy,	
  Breach

Client	
  Side	
  Browser	
  History
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`

Mistakes	
  by	
  Admins,	
  Devs,	
  Management	
  and	
  

Regulatory	
  Bodies...
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tekst
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tekst
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tekst

JavaScript	
  Func8on	
  for	
  
Parsing	
  the	
  Query	
  
String...

Our	
  payload...
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tekst

Escaping/	
  Unescaping	
  is	
  
not	
  Enough!
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tekst

35	
  Characters,	
  or...
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tekst

Clientside	
  
inputvalida8on...
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tekst
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tekst
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tekst
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tekst
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OWASP

Top	
  Ten	
  Risks

Guides

Tools

Models,	
  Techniques	
  &	
  Frameworks
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OWASP	
  -­‐	
  Top	
  Ten	
  Risks

The	
  OWASP	
  Top	
  Ten	
  provides	
  a	
  powerful	
  

awareness	
  document	
  for	
  web	
  applicaIon	
  

security.	
  The	
  OWASP	
  Top	
  Ten	
  represents	
  a	
  broad	
  

consensus	
  about	
  what	
  the	
  most	
  criIcal	
  web	
  

applicaIon	
  security	
  flaws	
  are.
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OWASP	
  -­‐	
  Top	
  Ten	
  Risks
OWASP Top 10 – 2007 (Previous) OWASP Top 10 – 2010 (New)

A2 – Injection Flaws A1 – Injection

A1 – Cross Site Scripting (XSS) A2 – Cross Site Scripting (XSS)

A7 – Broken Authentication and Session Management A3 – Broken Authentication and Session Management

A4 – Insecure Direct Object Reference A4 – Insecure Direct Object References

A5 – Cross Site Request Forgery (CSRF) A5 – Cross Site Request Forgery (CSRF)

<was T10 2004 A10 – Insecure Configuration 
Management>

A6 – Security Misconfiguration (NEW)

A10 – Failure to Restrict URL Access A7 – Failure to Restrict URL Access

<not in T10 2007> A8 – Unvalidated Redirects and Forwards (NEW)

A8 – Insecure Cryptographic Storage A9 – Insecure Cryptographic Storage

A9 – Insecure Communications A10 – Insufficient Transport Layer Protection

A3 – Malicious File Execution <dropped from T10 2010>

A6 – Information Leakage and Improper Error Handling <dropped from T10 2010>
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Help	
  for	
  All	
  Coders	
  Alike...

PhP,	
  Java,	
  C#

Examples

Hints	
  &	
  Tips

OWASP	
  -­‐	
  Guide
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OWASP	
  -­‐	
  Tools

WebGoat	
  is	
  a	
  deliberately	
  insecure	
  J2EE	
  web	
  

applicaIon	
  maintained	
  by	
  OWASP	
  designed

to	
  teach	
  web	
  applicaIon	
  security	
  lessons.
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WebScarab	
  is	
  a	
  framework	
  for	
  analysing	
  

applicaIons	
  that	
  communicate	
  using	
  the	
  HTTP	
  

and	
  HTTPS	
  protocols.	
  WebScarab	
  operates	
  as	
  an	
  

intercepIng	
  proxy,	
  allowing	
  the	
  operator	
  to	
  

review	
  and	
  modify	
  requests.

OWASP	
  -­‐	
  Tools
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ESAPI,	
  Enterprise	
  Security	
  API

For	
  Retrofieng	
  Security	
  in	
  ExisIng	
  Apps

SAMM,	
  Sofware	
  Assurance	
  Maturity	
  Model

ASVS,	
  ApplicaIon	
  Security	
  VerificaIon	
  Standard

OWASP	
  -­‐	
  Models,	
  Techniques	
  &	
  
Frameworks
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Conclusions

Everybody	
  makes	
  mistakes,	
  Solve	
  Them,	
  Learn	
  

from	
  Them

Always	
  Evaluate	
  Cost	
  of	
  MiIgaIon

Test!

dinsdag 30 maart 2010



QuesIons?
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Who	
  is	
  Ferdinand
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Toolzzz...

Paros	
  Proxy:

hTp://www.parosproxy.org/

OWASP:

hTp://www.owasp.org

For	
  Mac	
  Fans:	
  

hTp://research.corsaire.com/tools/
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