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Open Source Software - Give Something Back

e Support Open Source developers!

o Tons of options, contribute, test, document, or recommend tools

If we want to see a lively open source scene, we
need to keep actively using open source software,
and not be afraid of trying out new ones. If we
find something good, we shouldn’t hesitate to
recommend it to others, so they can also benefit
from It.

https://www.hongkiat.com/blog/open-source-community-give-back/
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HCL Connections Admin Challenges

e Huge backend options
o Database (DB2, Oracle MS SQL)
o Java backend (WebSphere Application Server)

o Container (Component Pack, PFKAP — Product Formerly Known as Pink)

= Dependencies not documented

= multiple places to search for log files

e Multiple options to access Connections
o Browser, Plugins, Mobile App

e Security

o Single Sigh On
= SPNEGO / Kerberos, SAML, LtpaToken
o SSL/TLS
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The Old IBM View

e Often got this deployment plans in the first years

e Lotus Wiki (official documentation)
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More Realistic

Missing Parts
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And Now Mostly Meeting Reality
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Check After Installation And Updates

e |sthe environment working as
expected

o Smoke testing

e Does it scale foryour planned user
count

o Load testing




Tools For Testing

e K6

o https://k6.i0

o Windows, Linux, macOS, Docker

o JavaScript

o Load testing, chaos and reliability testing, performance testing
e Selenium

o Automates browsers (needs Chrome webdriver, Firefox webdriver)
o Cross browser & smoke testing

o https://www.selenium.dev

e Apache JMeter
o https://jmeter.apache.org
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K6 Example

import encoding from 'k6/encoding';
import http from 'kée/http';
import { check } from 'k6';
const username = 'jjones3';
const password = 'password';

export const options = {

insecureSkipTLSVerify: true
}s
export default function () {
const credentials "${username}:S${password} ;
const url = " https://${credentials}@cnx7-rh8.stoeps.home/wikis/home ;
let res = http.get(url);
check(res, {
'status is 200': (r) => r.status === 200,
'LtpaToken2': (r) => r.headers.LtpaToken2 !== 0,

1)

.V
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K6 Result - Single User Connect

run basic-auth.i]s

execution:
sCript:
output:

sCenarios:

- +

* default: 1 iterations for each of 1 VUs (maxDuration: 10m@s, gracefulStop: 30s)

running (0emee.1ls), ©/1 VUs, 1 complete and © interrupted iterations
default 1 VUs 00mee.ls/10m@s 1/1 iters, 1 per VU

checks
data recelived
data sent
http req blocked
http req connecting
http req duration
{ expected response:tri
http req failed
http req receiving
http req sending
http req tls handshaking
http req waiting
http reqs
iteration duration
iterations
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K6 - GraphQL Load Testing

toeps
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Selenium Example - Python

from selenium import webdriver

from selenium.webdriver.common.by Timport By
from selenium.webdriver.chrome.service import Service as ChromeService

options = webdriver.ChromeOptions()
options.set_capability('acceptSslCerts', True)
service = ChromeService(executable_path='/snap/chromium/1985/usr/lib/chromium-browser/chromedr-

driver = webdriver.Chrome(service=service, options=options)

driver.maximize_window()
driver.get("https://cnx7-rh8.stoeps.home/wikis/login")
driver.find_element(by=By.ID, value="username'").send_keys('jjones3')
driver.find_element(by=By.ID, value="password").send_keys("password")
driver.find_element(by=By.CLASS_NAME, value="lotusBtnSpecial").click()

Y
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LOgES

e Log file analytics, traces
o Find the right trace strings

e |[BM Thread and Monitor Dump Analyzer for Java (TMDA)

e ELK (Elasticsearch, Logstash, Kibana)
o Using Docker and ELK to Analyze WebSphere Application Server SystemOut.log

o Better logstash filter to analyze SystemOut.log and some more

e GOAccess

o Open source real-time web log analyzer

o Interactive viewer that runs in a terminal
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Browser

e DevTools (Firebug, Chrome Web Developer)
o HAR Analytics (HTTP Archive)

o Copyascurl

e Addons
o SAML-tracer

o Multi-Account Container & Container Proxy

e |[ntercept Proxy
o OWASP Zed Attack Proxy (ZAP), Burp Suite

o mitmproxy, Charles

0 Disable uBlock origin for Connections
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Replace Fiddler With HAR

e Webdeveloper Tools > Network, Enable persist Llogs, Reload the page
e Right click> Save all as HAR

e To analyze a recorded HAR, just drag&drop into your network tab

Copy stylezinclude=com.ibm.lconn.core.styles.oneui3/sprites.css
Resend el n=0 ' elag=20221 4
Edit and Resend

Block URL

Open In New Tab

Open In Style Editor

Start Performance Analysis.

Use as Fetch in Console

260’
260
200’
200
200
200’
260’
200’
260’
200

fengageug admintoolbox






