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Open Source Software - Give Something Back

e Support Open Source developers!

o Tons of options, contribute, test, document, or recommend tools

If we want to see a lively open source scene, we
need to keep actively using open source software,
and not be afraid of trying out new ones. If we
find something good, we shouldn’t hesitate to
recommend it to others, so they can also benefit
from It.

https://www.hongkiat.com/blog/open-source-community-give-back/
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HCL Connections Admin Challenges

e Huge backend options
o Database (DB2, Oracle MS SQL)
o Java backend (WebSphere Application Server)

o Container (Component Pack, PFKAP — Product Formerly Known as Pink)

= Dependencies not documented

= multiple places to search for log files

e Multiple options to access Connections
o Browser, Plugins, Mobile App

e Security

o Single Sigh On
= SPNEGO / Kerberos, SAML, LtpaToken
o SSL/TLS
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The Old IBM View

e Often got this deployment plans in the first years

e Lotus Wiki (official documentation)
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More Realistic

Missing Parts

Authentication Portals (TAM, Sideminder)
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And Now Mostly Meeting Reality
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Check After Installation And Updates

e |sthe environment working as
expected

o Smoke testing

e Does it scale foryour planned user
count

o Load testing




Tools For Testing

e K6

o https://k6.i0

o Windows, Linux, macOS, Docker

o JavaScript

o Load testing, chaos and reliability testing, performance testing
e Selenium

o Automates browsers (needs Chrome webdriver, Firefox webdriver)
o Cross browser & smoke testing

o https://www.selenium.dev

e Apache JMeter
o https://jmeter.apache.org
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K6 Example

import encoding from 'k6/encoding';
import http from 'kée/http';
import { check } from 'k6';
const username = 'jjones3';
const password = 'password';

export const options = {

insecureSkipTLSVerify: true
}s
export default function () {
const credentials "${username}:S${password} ;
const url = " https://${credentials}@cnx7-rh8.stoeps.home/wikis/home ;
let res = http.get(url);
check(res, {
'status is 200': (r) => r.status === 200,
'LtpaToken2': (r) => r.headers.LtpaToken2 !== 0,

1)

.V
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K6 Result - Single User Connect

run basic-auth.i]s

execution:
sCript:
output:

sCenarios:

- +

* default: 1 iterations for each of 1 VUs (maxDuration: 10m@s, gracefulStop: 30s)

running (0emee.1ls), ©/1 VUs, 1 complete and © interrupted iterations
default 1 VUs 00mee.ls/10m@s 1/1 iters, 1 per VU

checks
data recelived
data sent
http req blocked
http req connecting
http req duration
{ expected response:tri
http req failed
http req receiving
http req sending
http req tls handshaking
http req waiting
http reqs
iteration duration
iterations

11\7
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K6 - GraphQL Load Testing

toeps

I Login and Orientme testing

J heart-beat

' status is 200

/ status was 200
/ jsessionid included

I token & graphqgl

/ status was 200

 bearer token

" GraphQL Query stackedActivityStreanm

' Response Time < 5s

" GraphQL Query userprefs - 200

J open orientme

s 200
" Contains mailaddress

200
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I Login and Orientme testing
l heart-beat
status is 200
I login

status was 200
jsessionid 1ncluded

J token & graphql

status was /06

bearer token

GraphQL Query userprefs - 200
J open orientnme

status 1s 260
Lontalns malladdress
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Selenium Example - Python

from selenium import webdriver

from selenium.webdriver.common.by Timport By
from selenium.webdriver.chrome.service import Service as ChromeService

options = webdriver.ChromeOptions()
options.set_capability('acceptSslCerts', True)
service = ChromeService(executable_path='/snap/chromium/1985/usr/lib/chromium-browser/chromedr-

driver = webdriver.Chrome(service=service, options=options)

driver.maximize_window()
driver.get("https://cnx7-rh8.stoeps.home/wikis/login")
driver.find_element(by=By.ID, value="username'").send_keys('jjones3')
driver.find_element(by=By.ID, value="password").send_keys("password")
driver.find_element(by=By.CLASS_NAME, value="lotusBtnSpecial").click()

Y
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LOgES

e Log file analytics, traces
o Find the right trace strings

e |[BM Thread and Monitor Dump Analyzer for Java (TMDA)

e ELK (Elasticsearch, Logstash, Kibana)
o Using Docker and ELK to Analyze WebSphere Application Server SystemOut.log

o Better logstash filter to analyze SystemOut.log and some more

e GOAccess

o Open source real-time web log analyzer

o Interactive viewer that runs in a terminal
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Browser

e DevTools (Firebug, Chrome Web Developer)
o HAR Analytics (HTTP Archive)

o Copyascurl

e Addons
o SAML-tracer

o Multi-Account Container & Container Proxy

e |[ntercept Proxy
o OWASP Zed Attack Proxy (ZAP), Burp Suite

o mitmproxy, Charles

0 Disable uBlock origin for Connections
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Replace Fiddler With HAR

e Webdeveloper Tools > Network, Enable persist Llogs, Reload the page
e Right click> Save all as HAR

e To analyze a recorded HAR, just drag&drop into your network tab

Copy stylezinclude=com.ibm.lconn.core.styles.oneui3/sprites.css
Resend el n=0 ' elag=20221 4
Edit and Resend

Block URL

Open In New Tab

Open In Style Editor

Start Performance Analysis.

Use as Fetch in Console

260’
260
200’
200
200
200’
260’
200’
260’
200
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Copy cur L Command Line From WebDev Tools

& cnx7-rhg.stoeps.h... mwegraphg' fhamanaao |14 fvhrl
Copy URL

Copy POST Data

¥7-Th&.stC
X7-TNR.S
-rh8.stoens Copy as cURL
Edit and Resend Copy as Fetch

Block URL Copy Reguest Headers

Open in New Tab Copy Response Headers

curl 'https://cnxT .stoeps.home/social/api/ mwzr:pnql' -X POST \
-H 'User-Agent: ”‘—71--55-5 (X11; Linux x86_64; rv:100.0) Gecko/20100101 Firefox/100.0' \
-H '"Accept: x/x' -H ' Language: EH‘U5=EH;q—J.:' —-H ”fg_pt Er“wﬁwn”: gzip, deflate, br' \
-H 'Content-Type: appl 1uat15n£j5mﬂ' -H 'authorization: Bearer 82ee99648d5327[...]1b507el" \
'Origin: https :ffiﬂiT—”hE.ETﬂepE.hENE' -H '"Connection: keep-alive' \
'Referer: https://cnx7-rh8.stoeps.home/homepage/' !
'Cookie: ]EESEIGHID:dmwuwwHHWi—[ ]lf*THJmLE; ~HLE _metrics-report-run=false; ROLE_admin=false; lang=en; BAYEUX_BROWSER=ab06-15e90oty5xbgxllmgaacexs6;

1 '||I

'Sec-Fetch-Mode: cors' -H "H'—FHt h-Site: same-origin' -H 'Pragma: n|—=;u':' Cache-Control: no-cache'
--data-raw '{"query":"query {userprefs 1;;11 ations {orient_me {defaultHom ,'variables":{}}"'

HAR and cur L command include authorization tokens

F

V
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SAML Tracer

e Decrypt the SAML dat
ecr e a a X Clear || Pause # Autoscroll & Export & |mport

Extension: (SAML-tracer) - SAML-tracer — Mozilla Firefox

L L L
i C h ec k m a p p I n gs ( u I d 4 m a I l GET hitps:iid hcltechsw.com/app/cicust_licensedownloadportal _1/exk8jshjulHatp2g8357/sso/sam
ty _
a d d re S S e S) P-' hitps:feedreader 5'.-.'n:.:le.'r_1au:n-f:--;=u - I

GET hitps:/hcisoftware. flexnetoperations.com/flexnet/operationsportal/startPage.do

LETE o =] TR E, o o e oy CARIT = 5 K. T, =T
" PP - N - 1 - il el ket il - r=r- L k b
L

2] e =7 =
1 | 2Mall — . B
HTTP  Parameters SAML  Summary
1 1it=""y 3 S M = e-format :unspecifiied® —— _—
1]
1 Ks="hLCp www.wl.org/2001 /XMLSchema™ | =" T 19,8412
‘http WWw.wW3.0rg XMLSchema-instance™ =" 11 143 "
£ ¥ "Xsistring”® : 5:nam Al 156 )
_.l | W
| i ! ]
| Wk Tan [ [iry Ei
" "

NameFormat="urnioasis:names:tc:S5AML:2.0:attrname-format (unspecified®
W . WD, |'_| F. L/ XMLEchems”™

| _I: W . WA, 0Of _: .. I':Hl o] |
*xs:string®

_"__"':!.'."'."..'L'.'JL'_..'-. Sallle tALLIIDUEEVALU

204 requests received (78 hidden)
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Multi Account Container

e Very convenient to open ISC and Connections with different users

o |SC as user wasadmin, Connections as normal user

e Test something with different users in one browser

o e.g. create content and check notification

o login with multiple accounts

e Shares Cookies with containers of the same class
e Private tab / window shares cookies of all private tabs

e Container Proxy is an additional add-on

o set proxies for containers of one kind

o e.g. Burp Suite for one class, Tor for another
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Multi Account Container — Container Proxy

moz-extension://cs ' C on t a I ner p roX y

Multi-Account Containers A

ssign a proxy to a container

Open New lab In...
Reopen This Site in...
Sort Tabs by Container

Always Open This Site in...

Containers

Personal
'|.||'|r‘} l‘v
VALY r %
&% Default
WOork,

work;

zap
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Intercept Proxies

W Sites -+

e Often used in Bug Bounty

e Import HAR (ZAP  hitpsifunpkg.com

. ™ https:/fcnx7-rh8.stoeps.home

@ LB O

- GETY
e Seerequests and responses i
e Bypass client side controls . @ m sonice
M GET:ImportantToMe(format.locale,pat

e Brute Force and Fuzz API or Logins & applications

_ m GET:/(detall locale)

Mathod LIRL Code Reasan ATT Size Resp. Sody  Highest Alert L communities
GET bttpsdfern? -rhd stoeps. home/ 201 Maved Parma.., 59 ms 318 bytas
GET kitpsylerwT -l stoeps homebomepage 302 Fourd 75 s 0 bytes L | o Gmmunm}f g uggestiﬂ Ms
GET hitpayerxT-rna . staeps hamehomepage) 200 OK 74 mis 1,206 bytes M Mediurm -
GET httpsyicrxT-rn stoeps homefomepagemebilogin_rediract7redirectur=... 302 Fourd 267 ms O bytes I Law = R connections
GET kttpsyiores -rng stoeps homefomepage/loging 200 0K a6 mis 17,015 bytes i Medium
GET httpsyforx? -rhd stoeps home/fconnections/resourcesfweby_stWetinclude=. . 200 0K 165ms 220,372 bytes M Low R C'F"E'n S0C |a|
GET httpsdfore?-rhd stoeps home/connectionsfresourcesfweb/lconn box/oss/ck.., 200 0K 22 ms 132,255 bytas F Low T
GET btlpsierm T -rhd stoeps homefsefseraceiufenabled 200 0K 37 ms 16 byles e
POST kitpayierxT -l stoeps hameomepage| security check 302 Fournd 54 s 0 bytes L rocommon
GET hitpsyorxT-rnl . staeps hamehomepagefaebilegin_redirectTredirectUnd=... 302 Found 150 ms O bytes Lo
GET httpsyicrx? -rng stoeps . homefomepage) 200 OK 18 mis 2,488 bytes i ediurm = rest
HEAL httpsyiored -rng stoeps homefsacialfauthtoken 200 0K 0sms 0 kvtas .
POST httpsyfore? -rhd stoeps . home/sacialfapi/mwgraphgl 200 0K 41 ms 80 bytes P irformational I . aCtIUIt}I’Et reams
GET bitpslornT -rhd stoeps homefsoaal 200 0K 24%ms  37.874 bytas # Madium
GET httpsleru?-rhd stoeps homefsefserace faclfinat e 200 0K o mE 16 bytes L —a @me

v @responses

Flgu re 2. Histo ry B ~ GET:@all(count,updatedBefore)

Figure 3. Site tree
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File Edit
Standard Mode

W Sites <

Wiew Analyse Report Tools Import Online  Help

E a8 B - et | ol LY = E

- —
11 = |

@00
| P https Jlunpkg.com
m htipsyicnx7-rhd stoeps home
GET
P appregistry
L m api
B3

m seryices

P GETdimportard ToMelformat, localepath)
B Orientie
L m applications
B GETidetail.locale)
L P communities
_|F community_suggestions

capnactions

[ = opensocial
| F* common
rest
L activitystreams
@me
[ m @responses
= Histary w Search ¥ alerts Output  # WebSocksts
o w Filter: OFF § Export
Il Source Feq. Timestamp

1 %= Proxy Sflaf22, 3117042 PM
3 &= Proxy Sf13022, 21742 PM
g =k Prody 1322, 1TE2 PM
6 &= Proxy S5/13722, 3:17:42 PM
B =+ Prosy 501322, 3i17:43 PM
10 &= Proxy SI13f22, 3:17:43 PM
14 &=+ Proxy 1322, 31743 FM
17 &= Proxy S/13722, 211743 PM
25 = Proxy S/13/22, 2 18:11 PM
26 = Proxy 1322, 1811 PM
27 #= Prowy S5/13722, 3:18:11 PM
20 = Proxy 5013722, 3118:11 PM

+

GEl
GET
GET
GET
GET
GET
GET
GET
FOST
GET
GET
HEALD

u Bldo@ Ve AE L meww

Quick Start =+ Request <

Header; Taxt ~  Body: Text w

POST https://cne?-rhi.stoeps. home/social/apl /megraphgl HTTR/1.1

Hoat: cnx7-rh8.stoeps. home

Usar-Agent: Mozills/S.0 (X11; Linux xB5_64; rv:100.0] Gecko/20100101 Firefox/100
LB

Bocept: ® /%

Accept-Language: en-US, anjg=0.5

Content-Type: application/json

authorization: Bearer

A7ead0Rda8dS 327 ecatDfdS3daR] 157850085 Tadt dBdas1628280 T c Ped3dbfobnzzsanf OBDSS 7R T
24001 141653 77400218943 1 152430040 3c b 0460502 055 142831 00d 1 773db Shdad 0h 25k 88
a2 da70h T cSE07E43501A18600cb 2718553 e Bad 9620 c 700 10EET raadddf 2ce7al 7E2C 0620248,
0929t arsdzeBe30db0c aas5327 7hant cSe 13086a01 1055369 caal3e Do f 099ced 4438d 10e 355388 84
af516f aeTe7f dsondf ad 1538573k 2d5d3800bes539e f 5887dadc 7261 1834cc 20 715¢d51530ab 1 2531
Aced9aalodeb8de73St 67he0td LODaSadaddf d4722562e 50534df 520 557 0559ed 0744935 d cSefcad
qofcezras2et ead1d7abozl 1f6cdlf Scd 13ab22ec 19230 42760 6233855860 c T 4d 1bBET0a0b 34323
117660 f 20156830d2305hagshee 1 557 01 68edoESe 70h 926221 05162820 28 20ea 167 f bazod zhaf 2og
Az240dd e fd7easS6ccd3dBE3acBaf 8787 Tde7od 711 26aa41acS5f 1bf 113016571 Foc2e68de 9123 b
73df 8f 6214ba5081dbEc 3E04BEESE50Sdd 70c dade3cS3adbdeaf eBodaZeff c7edcB1 14467 205012
Al TAnsEns s TomenBd s AR M s s EE1 sl ETAAd O A s AAF AreAasoI BTG A s sf Ed TE D e A ANe F nS T
[ stquary {userprefs {applications {orient_me {defaultHomelink}}}}",

't 1

Ny

Method LIFL

httpsyjcnx?-rha . stoeps home)

httpsfenx7-rh8.stoeps home/homepage

httpsdienx?-rh8.stoeps homehomepage/

https:jcnu7-rhd.stoeps homefhomepage/webfogin_redirect TredirectUrl=%2Fho...
httpsyjen=?-rh8 stoeps homefhomepagelogin/

httpsdlenx?-rh8.stoeps home/connectionsfresourcesiweb/_styleTinclude=com.i...
kittps yicnx7 -rhe stoeps homejconnectionsfresourceswebficonn boxjessickedita. ..
httpsyjcnx?-rhi . stoeps home/sefservcefuienakbled

httpsyfen=?-rh8.stoeps homefhomepage/|_security_chack

httpsdienx? -rhg.stoeps homefhomepage/weblogin_redirect Tredirect Url=%2Fhe..,
https:jcns7-rh8 stoeps homefhomepagef

httpsyjenx?-rh8 stoeps home/socialfauthtoken

+= Aesponse

Code

Header: Text Body: Text =] [

HIT=2L0, 1 G200 0K

Server: nginy/l.14,1

Date: Fri, 13 May 2022 12:18:11 GMT
Content-Type: applicaticon/json
Content-Length: BO

Connactian: iéé[ﬂl--ﬁl].l'u'lél

Intercept Proxies Example - OWASP ZAP

Access-Control- Allow-Methods: BOST, GET, OPTIONS, DELETE, PUT

Access-Control-Max- Age: 1000

Access- Control-allow-Headers: x-requested-with, Content-Type, origin, authorization, accept, client-

security-tokan
x-xss-protection: L1; mode=block
x-frame-options: SAMEORIGIMN

strict-transport-security: max-age=31525000; includeSubDomains; preload

x-download-options: noopen
x-content-type-options: nosniff
vary: Accept-Encoding,User-Agent

:null}131}}

Highest Alert Mote

P Low
Fu Madium
4 Lo
Fu pdedium
F Low
i Low
rd Lons
FI Low
L
fu padium

U Infarmationsl

Tags =

Seript, Corm..,
SetCookie
~orm, Passw...
Camimert

SetCookie

Script

3:18:11 PM
35 = Proxy 1322, 1811 PM
3 = Proxy 5013722, A:1E=12 PM
Alarts M0 P4 5 PS5 Primary Proxy: localhost: 3083

GET
GET

httpsdfen=7?-rh8.stoeps home/soaal/apifmegraphg
httpsenx7-rh8 stoeps homejsocialy
httpsyjcnx7?-rhid . stoeps home/sefservicefac |linvite

Reason RTT Size Resp. Body

301 Mowved Permamently 58 ms 318 bytes
302 Found 75 ms 0 bytes
200 QK ECR it 12596 byvtes
302 Found 267 ms 0 hytes
200 0K 6 ms 17,016 bytes
200 QK 165 ms 220,372 bytes
200 Ok 32 s 13,256 byles
200 0K 37 ms L& bytes
302 Found 54 ms O bytes
302 Found 150 ms o bytes
200 0K 18 rns Z.488 bytes
200 0K 105 ms 0 bytes

g0 bytes
200 QK 249 ms 37.874 byies
200 0K 9 ms L& Dytes

Current Scans @ 0 90 ® 0

Fu M acdiuirm
i Low

Script, Cam.,.,

AD @0 W0 0 #0
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Intercept Proxies Example - OWASP ZAP HUD

HCL Connections Home Profiles - Communities

Top Updates Latest Updates Filter
[ Sites &
Toggl time_entries. 2022-03-28 to_ 2022-04-03.csv | Start %
0 Share something | Start 3
Joe Jones?2 edited their file | Start 3
8d Off €D
0
vegard-logo.png
1 ,]'Li
1 ,}':-;
Joe Jones2 edited their file
ad 2 fu
+

vegard-logo.png ) _
Toggl _time_entries_2022-03-28 to_2022-04-03.csv

History WebSockets e B A~
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SSL

e testssl.sh

o Check SSL certificates
o Like SSL Server Test

» But faster

= No need to publish your site to public

e Keystore Explorer

o Examine SSL
o Import signer to TDI keystore

o Convert certificates

fengageug admintoolbox



testssl.sh— Protocols And Ciphers

Testing protocols via sockets except NPN+ALPN Testing protocols via sockets except NPN+ALPN

SSLv2 not offered (OK) SSLv2 not offered (OK)
- SSLv3 not offered (0K)

S 1 offered (deprecated) $t§ 1 1 :EE ziigggg

S 1.1 offered (deprecated) 1S 1.2 offered (0K)

S j. offered (0K, TLS 1.3  offered (0K): final
S 1.3 not offered and downgraded to a weaker protocol NPN/SPDY  not offered

PN/SPDY  not offerec ALPN/HTTP2 http/1.1 (offered)
| PN/HTTP2 not offerec

Testing cipher categories

Testing cipher categories

NULL ciphers (no encryption) not offered (OK)
Anonymous NULL Ciphers (no authentication) not offered (OK)

- S - e () Export ciphers (w/o ADH+NULL) not offered (OK)
Anonvmous NULL Ciphers (no authentication not offered (0 -l
Y P ( ) ‘ LOW: 64 Bit + DES, RC[2,4] (w/o export) not offered (OK)

. ot affered (
EEEQFE4CéEthSDEQ/UREDS+EUL%)/ ) not oftered \( Triple DES Ciphers / IDEA not offered
I it + DES, RC[2,4] (w/o expor SR Obsolete CBC ciphers (AES, ARIA etc.) of fered

Triple DES Ciphers / IDEA offered Strong encryption (AEAD ciphers) offered (OK)
Obsolete CBC ciphers (AES, ARIA etc.) offered

Strong encryption (AEAD ciphers) offered (OK)

NULL ciphers (no encryption) not offered (OK

Figure 5. nginx
Figure 4. OpenLDAP
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testssl.sh — Check Application Access

Running client simulations via sockets

Androld 4.4.2

Chrome 74 (Win 10)
Chrome 79 (Win 10)
Firefox 66 (Win 8.1/10)
Firefox 71 (Win 10)
IE 11 Win 8.1

IE 11 Win Phone 8.1
IE 11 Win 10

tdge 15 Win 10

Edge 17 (Win 10)

Java 7u2b

VEVER:ILY

Java 11.0.2 (OpenJDK)
Java 12.8.1 (OpenJDK)

@stoeps

PR P PR 2R PRI P PR P PR P Y P

AESZ256-6LM-5HA384,
AES128-GCM-SHAZ256,
AES128-GCM-SHAZ256,

AEST28-5HA, No FS
AES128-SHA, No FS

AES256-GCM-SHA384,

DEeE

No FS
No FS
No FS

No

AES128-SHA256, No FS

AES256-GCM-SHA384,
AES256-GCM-SHA384,
AES256-GCM-SHA384,

AES128-SHA, No FS

No
No
No

AES256-SHAZ256, No FS

AES256-GCM-SHA384,
AESZ256-GLM-SHA384,

Figure 6. OpenLDAP

No
No

Apple ATS 9 10S 9
Java 6udb

Java fudd

Java 8ulé6]l

Java 11.8.2 (OpenJDK)

Java 12.08.1 (OpenJDK)
OpenS5L 1.8.2e

OpenSSL 1.1.81 (Debian)
OpenSSL 1.1.1d (Debian)
Thunderbird (68.3)

#engageug

TLSv1

.2 ECDHE-RSA-AES256-GCM-5HA384, 256 bit ECDH (P-256)

No connection
No connectlion

TLSv1..

TL5v1.3
TLSv1.3
TLSvl.2
TLSv1..

TL5v1.3
TLSv1.3

ECDHE-RSA-AES256-GCM-SHA384, 256 bit ECDH (P-256)
TLS_AES_256_GCM_SHA384, 256 bit ECDH (P-256)
TLS_AES_256_GCM_SHA384, 256 bit ECDH (P-256)
ECDHE-RSA-AES256-GCM-SHA384, 256 bit ECDH (P-256)
ECDHE-RSA-AES256-GCM-SHA384, 253 bit ECDH (X25519)
TLS_AES_256_GCM_SHA384, 253 bit ECDH (X25519)
TLS_AES_256_GCM_SHA384, 253 bit ECDH (X25519)

Figure 7. nginx
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Heartbleed (CVE-2014-8160)
CCS (CVE-2014-8224)
Ticketbleed (CVE-2016-9244), experiment.

Secure Renegotiation (RFC 5746)

Secure Client-Initiated Renegotiation
CRIME, TLS (CVE-2012-4929)

POODLE, SSL (CVE-2014-3566)
TLS_FALLBACK_SCSV (RFC 7507)

SWEET32 (CVE-2816-2183, CVE-2016-6329)
FREAK (CVE-2015-8204)
DROWN (CVE-2016-0808, CVE-2016-0703)

| 0GJAM (CVE-2015-4000), experimental
BEAST (CVE-2011-3389)

LUCKY13 (CVE-2013-08169), experimental
RC4 (CVE-20813-2566, CVE-2015

testssl.sh — Check For Vulnerabilities

Testing vulnerabilities

vulnerable (0OK), timed out
vulnerable (OK)
(applicable only for HTTPS)

not vulnerable (OK)
supported f
VULNERABLE (NOT ﬂH],_pﬂtEHtial DoS threat

not vulnerable (0K) (not using HTTP anyway)

, uses SSLv3+CBC (check TLS_FALLBACK_SCSV mitigation below)
ted | run testssl -Z --debug=1 and look at [tmp/testssl.Aq23va/*tls_fallback_scsv.txt

VULNERABLE, uses 64 bit block ci
not vulnerable (OK)

not vulnerable on this host and port (OK)

make sure you don't use this certificate elsewhere with SSLvZ enabled services

https://censys.io/ipv4?q=sha256 913E201B4636307349E282FF466E99FBEC8BAD16D128D10FEAD6REAS81A8F4D46 could help you to find out

not
SSL3:
TLST:

vulnerable (0K): no DH EXPORT ciphers, no DH key detected with <= TLS 1.2
AES256-SHA CAMELLIA256-SHA AES128-SHA SEED-SHA CAMELLIA12S
AES256-SHA CAMELLIA256-SHA AES128-SHA SEED-SHA CAMELLIA128-SHA IDEA-CBC-SHA DES-CBC3-SHA
TLSv1.1 TLSv1.2 (likely mitigated)

HA IDEA-CBC-SHA DES-CBC3-SHA

VULNERABLE -- but also supports higher protocols
potentially VULNERABLE, uses cipher block chaining (CBC) ciphers with TLS. Check patches
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Keystore Explorer — Import Signer For TDI

e Create Keystore (JKS)

Select the type of the new KeyStore:
PKCS #12

e Examine > Examine SSL e

BKS-V1 |
BKS ]

o Add hostname & port uBER |

BCFKS

O I m po rt Cancel 0K |

Examine SSL X

Connection Settings

ST [V G cn x-ds.stoeps.home v
SSL Port: 636 v

Client Authentication

Enable Client Authentication

KeyStore:

Cancel OK
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Keystore Explorer — Import Signer For TDI (2)

Certificate Details for S5L Connection to cnx-ds stoeps.home-636

e Save Keystore (asks for password)

e Copy to your tdi solution directory

o Addto solution.properties

javax.net.ssl.trustStore=tdi-keystore. jks

{protect}-javax.net.ssl.trustStorePassword=password
javax.net.ssl.trustStoreType=jks

e Enable SSL in
profiles_tdi.properties

source_Lldap_url=ldap://cnx-ds.stoeps.home: 636
source_Lldap_use_ssl=true

@stoeps fengageug

Certificate Hierarchy: #§ O=Default Company Ltd L=Default City,C=X)

Version:

Subject:

Issuer:

Serial Number (hex):
Serial Number (dec):
Valid Frome:

Valid Until:

Public Key:
Signature Algonthm;

Fingerprint:

3

O=Default Company Ltd,L=Detault City,C=XX
O=Default Company Ltd L=Default City,C=XX
OxAGD404TBTECED20E

121TEEGSX 20636893710

3/30/ 2022, 12545 PM CEST

3/26/ 2026, 1:25:45 PM CEST

RSA 2048 bits

SHA-256 with RSA

SHA- v | AEANICSCBEGE AT AT ERAR EIAITTARGSLEARLTE &

Impart Export Extensions PEM

Verify ASN.1

]

tdi-keystore.Jks %

T @ [E Entry Name
#® - @& openldap

Algorithm Key Size
RSA 2048

Certificate Expiry
3/29/2026, 1:25:45 PM CEST
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Version Control
e g1t

e Versioning for these directories

o DmgrOl/config/cells/<cellname>/LotusConnections-config/
o <sharedDirectory>/customization
o tdisol
e .gltignore
o F.jar
o *.,Xsd
e Branches for new features

o Switching branches to test a feature, merge to keep

e Linux /Windows format conversion on the fly

‘\7

fengageug admintoolbox



Compare Files

e Compare files between production and testing

e Side by side migration, compare directory trees

o NEVER trust your documentation to find all changes

e Software
o Meld (GPL v2)
o Git

o Beyond Compare
= 30S

= Trial
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admin_replace.com

admin_replace.com

‘opensoclal/eadeets/1f
'resources,/ wep,/1c-shar

lates/1framepicker.jsp$

= "

enabled

true
{deploymentConfig}

TL5v1.2

: - true
false
disabled

Unicode (UTF8) -

(5]
LN

A
\7 @stoeps
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Linter

e As standalone tools, or integrated into your favorite editor
o VIM, Emacs

o VS Code, notepad++

e Examples
o Ansible-lint

= Ansible: Linting playbooks, roles and collections
o yamllint
s Kubernetes, Ansible

= Autocomplete in editors, testin CI/CD pipeline

o config-lint
= Validates: Terraform, Kubernetes, LintRules, YAML, JSON
o LanguageTool

= Spellchecker, Grammar, Standalone, integrated in editor, browser add-on
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Ansible Lint

ansible-lint playbooks

WARNING: PATH altered to include /usr/bin

WARNING Listing 1 violation(s) that are fatal

syntax—-check: couldn't resolve module/action 'xml'. This often indicates a misspelling,

missing collection, or incorrect module path.
roles/hcl/connections/clean_was_temp/tasks/main.yml:17:3 [WARNING]: No inventory was parsed, or

[WARNING]: provided hosts list is empty, only localhost is available. Note that
the implicit localhost does not match 'all'

FRROR! couldn't resolve module/action 'xml'. This often indicates a misspelling, missing collec

The error appears to be in '/home/stoeps/ghq/github.com/HCL-TECH-SOFTWARE/connections—automatic
but may be elsewhere in the file depending on the exact syntax problem.

The offending line appears to be:

- name: Update versionStamp in LotusConnections-config.xml
A here

Finished with 1 failure(s), 0 warning(s) on 71 files.

Y
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Ansible Lint

> ansible-lint -x yaml roles

[WARNING]: While constructing a mapping from /home/stoeps/ghq/github.com/HCL-TECH-SOFTWARE/conr
automation/roles/hcl/component-pack/tasks/setup_ingress.yml, Line 45, column 3,
found a duplicate dict key (shell).

Using last defined value only.
[WARNING]: While constructing a mapping from <unicode string>, Lline 220, column 7,

found a duplicate dict key
(namespace). Using last defined value only.

fgcn-builtins: Use FQCN for builtin actions.
roles/third_party/tiny-editors-install/tasks/setup_os.ym Task/Handler: Install Pexpect

package-latest: Package installs should not use latest.
roles/third_party/tiny-editors-install/tasks/setup_os.ym Task/Handler: Install Pexpect

Finished with 2197 failure(s), 424 warning(s) on 628 files.

Y
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:25

3:25

: 25
125
: 81

10:25

Yamllint

roles/third_party/ibm/db2-1nstall/db2-restart/tasks/main.yml
too many spaces after colon
too many spaces after colon
too many spaces after colon
truthy value should be one of [false, true]
line too long (158 > 80 characters)
too many spaces after colon
too many spaces after colon
line too long (321 > 80 characters)
wrong indentation: expected 4 but found

error
error
error

warning

error
error
error
error
error

(colons)

(colons)

(colons)

(truthy)
(line-length)
(colons)

(colons)

(line-length)
(indentation)

admintoolbox
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Extract Fixes And Jars

e 7-ZIp

e Check fixes jar for version and replaced files/paths

e Extractjars (Java bundles, CFixes)

o get customization files, check for changes

o remove classes (Log4Shell workaround)
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Decompiler (Find Issues)

e Jjd-gul
o Java Decompiler

e Ghidra

o A software reverse engineering (SRE)
suite of tools developed by NSA
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Check Product Version Of A Fix

e Extract Jar-file and Search efixDriver file

) cat KB0095928.efixDriver
<?xml version="1.0" encoding="UTF-8"2>
<!DOCTYPE efix-driver SYSTEM "applied.dtd">

"KBOOE95928"
"Mobile: APNS Certificate for 2022"
"Mobile: APNS Certificate for 2022"
"e1/e7/2022"
"20220107.16054"

"KBOO959528"
"El/07/2022"
"Mobile: APNS Certificate for 2022"
"Mobile: APNS Certificate for 2022"

"mobile"
"6.0.,.0.0_CRe"

'|-|.*u

1 g 0

Check build version

.V
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jd-gul

e Example check Mobile APNS update file

p ™ RMCTA . IME

v M ~fivec KBOOGSS928
T = ramPnnanlfe moh e
~ B update.jar =|public class PushMotificationService implememts IPushMotificationService {
* B3 CT A =1 private static final Log _logger = LogFactory.getlog(con.ibm.lotus.connections. nobile. push. notificati
B MAMIFEST.MF _ _
» W eficmobile.work private static final String DEFAULT _SOUMD = "chimes";
» B config
. I"-F:--'-.'rl:.-:::_'ll |il—_:- '-|_II|I|-.|—.| y

. pdateRes |.||tl' -:.*.’ri-.:-rr tot: private static final String CONNECTIONS SANDBOX CERT PASSWORD = **;
10095528 .EAR. mobile.mobile web.war WEB-INF

private static final String CERTS DIR = "/certificates/";

private static final String CONNECTIONS SANDBOX _CERT PASSWORD AIRWATCH = "

W APMSCertificate pl2
ynnections APNSLCert ficate.pl2
v B lib.mobile.push.notification jar.com.ibm.lotus connections. mobile push notification. service ios

.1+ PushMotificationService.class

B KB0095928.efixDriver

private static final String COMMECTI DHS_F'F'.DDUCTIEP-J_CEHT_F'ASHUREI = "Apns$1lbmpdsh*;

private static final String COMMECTIONS PRODUCTION CERT PASSWORD ATRWATCH = “Apns$lbmpdsh®:

private static final String APNS PROPERTIES = °/certificates/apns.properilaes”:

SWE . aricE i 3 if (logger.isloggable(Level .FINER))
META-IMNE 3 logger. ex1ting (CLASS NAME, "1sSourceTypeSupported®, Boolean.valueOf(bool));
return bool;

}

admintasks

internal.job: private StoryDetails generatestocylatallsForEvent(MotificationStory paramMotificationStory) {
Toge 237 if (logger.islLoggable(Levell. FINER)
service 238 logger. entering (CLASS NAME, "generateStoryDetallsForEvent", paramNotificationStory):

StoryDetails storyDetails = null;

f._.‘:.lndualEmaiIEvantHnndlur.class if (paramNotificationStory != null) {

U W T T T StorySourcekKey storySourcekKey = new StorySourcekey():

v B imol : ' 243 storySourceKey.setStoryId(paramNotificationStory.getStoryId()):
ol LN storySourcekey.setSourceType (paramMotificationStory.getSourceType());

== 2md 247 storySourceKey.setCateqoryType (this. activityStreanStoryService,getCateqoryTypeFromName (paramMotificatl
& ndividualFollowingNotificationSenderServicelmpl.class 8 storyDetails = this. activityStreamStoryService.getStoryDetailsByStoryId(storySourcekey);

b

b

» ¥ NewsMotificationException.class } —
) -

b

if (lomgger.isloggable(Level} FINER)
logger. exiting( . generateStoryDetailsForEvent", storyDetails);
return storyDetails;
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Ghid
00105a37 &2 75 74 ds "bytes "

e Decompiler e s 20 o

00105a3e 49 42 4d ds "IBMUploadHandler"
53 70 éc

e Check binaries for configuration e

. 00105a4f 49 42 4d ds "IBEMUploadBase3tore"
strings 5 70 6
ef el 64 ...
00105a62 45 42 4d ds "IBEMUploadVirusScanStore"™
e Example shows 5 70 6
00105a7a 49 42 4d ds "IBMUploadVirusScanMaximumSize"

mod_ibm_upload.so e

ef 61l 64 ...

O Analyzed Configuration parameters 00105a%8 45 EE ad ds "IBMUploadURLPrefix"
53 70 éc
ef €1 €4 ..

Documentation missing 00105aab 45 42 4d da " TEMUpL oadMethods”

55 70 ec
Article of this story G L ed — |
00105abc 49 42 4d ds "IBEMUploadMinimumPart3i1ze"®
55 70 6¢
ef €1 64 ...
00105adS 49 42 4d ds "IBMUploadActivateResumable"
22 0 6c
ef &1 64 ...

'
R

"
R
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Database (JDBC) Client — DBeaver Community

e Supports DB2 and Elasticsearch e Converts binary ids (Files, Wikis) to
UUID format for better readability

elasticsearch Open Distro = ' T DIRECTORY_ID T NAME T
Elasticsearch : 000000~ 00-0000-000 System User

BT he-4467-103C-9097-07T2862 jjones2@stoeps.home  Joe lones?

toens. home Ine or ol

A\ C T e 1
AS 400 ormats

LOZICal struciure Colur IUID

b L
4 u Show complex columns structure
:: - .-' ..I _'I._II p—

EMAIL 1

nes2@stoeps.home

nesl@stoeps.home

| '-_| -"I“|:"I- I:Ia._ul l;"l'...:':l:""-"n::l;' 1._-:'|i:"'|-;:-.| -I,.I:. IF"-'I' F-l:.i.-__li. 'f.::--'...l'..."l..'l”':I'-'I"l:"':"'l IIlﬂ-___: ':l'l | :I"F'-l ] I:l'?":":l |;,:-.I-_'_ I.-I.I..r.l_l
N d34ed929-1e0d-4b51-81f4-fb2b05660ded e1bf9658-4467-103¢-9099-07f286 ))joness@stoeps.nome
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Security

o trivy
o File System
o Registry (Container)

e Popeye
o Scans live Kubernetes cluster

o Detects misconfigurations

o Helps you to ensure that best practices are in place
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Trivy — Contalner Images

trivy image --input ~/vmware/software/cp_7.0.0.2/hybridcloud/images/admin-portal.tar -s

/home/stoeps/vmware/software/cp_7.0.0.2/hybridcloud/images/admin-portal.tar (alpine 3.

libfetch before 2021-07-26,
used in apk-tools, xbps, and
other products, mishandles...

>avd.aquasec.com/nvd/cve-202

busybox: remote attackers may execute

arbitrary code if netstat s used

-->avd.aquasec.com/nvd/cve
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Trivy — Filesystem

-—ignore-unfixed -s
language-specific files

[root@cnx7-rh8-was ConnectionsCell]# trivy rootfs
[[C2022-05-18T10:18:07.0397

12-05-18T10:18:
05-18T10:18:

EVYERGELD

Total: 4 (CRITICAL: 4)

com.googlecode.owasp-java-html-sanitizer:
owasp-java-html-sa-nitizer (owasp-java-

INFO
INFO
INFO

Library

html-sanitizer-20171016.1.jar)

commons—-collection

-collections

(commons-collections-3.2.1.jar)

commons—T1ileupload: commons-Tfileupload
(commons-fileupload-1.2.1.jar)

CRITICAL Dogear.ear
Number of
Detecting jar vulnerabilities...

Table result includes only package filenames. Use '--format js

Vulnerability Severity | Installed V| Fixed Versi

CVE-2021-425 CRITICAL 20171016.1
CVE-2015-7501

CRITICAL

#engageug

on' option to get the full path to the package file.

Title

owasp-java-html-sanitizer: improper policies enforcement
lead to remote code execution
https://avd.aquasec.com/nvd/cve-2021-42575

apache-commons-collections: InvokerTransformer code
execution during deserialisation
https://avd.aquasec.com/nvd/cve-2015

Apache Commons FileUpload: DiskFileltem file manipulation
https://avd.aquasec.com/nvd/cve-2016-1000031
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POpeye

-
|/ -\ /N /]
Y[ SO | | S | 6 O

Biffs em and Buffs em!

¥ 0@ 0 o 16 @ 53 1007

s» [POP-400] Used? Unable to locate resource reference.
+ calico-kube-controllers
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Kubernetes

e Some tools to work faster on the console

o kubectx, kubens
o TzT for kubectl, kubectxX

e Getlogs from running pods

o Kubetail or stern

e Speed up the most used tasks with kubect L
o K9s — (Win, Mac, Lnx)

e Get some insights of the blackbox Kubernetes

o Linkerd, Istio
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kubectx, kubens

e Change context or namespace for kubect L ube-systen

kube-public

kube-node-lease

e kubectl nsshows all namespaces istio-systes

default
connectlions

o select the namespace to set a new default

e Speed up Kubectl

o no needtotype -n connections over and over again

e Kubectxorkubectl ctx

o set Kubernetes master and user to connect with
kubectl

o useful if you administrate multiple Kubernetes clusters
from one host
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kubetaill, stern

. kubetail -1 component=elasticsearch?
Wi ail DES. . .
o kubetal-l_ Will tail 11 log

es-client-/-86c699d496-7/ptZ init-chmod-data

o Display logs from multiple containers/pods

o Regular Expression or label to select

e Stern

o Shows running container, not all tern -1 component=elasticsearch?

- C selects container

+ es-master-/7/-80 > es-master
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KOS

e Replaceswatch kubectl get podsforme

e Check logs of pods and containers from the terminal ui

e No complicated cli commands necessary
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|stio

e Componentpack is somehow a black box

e No documentation on dependencies

> Which pods should | check when for example Orient Me isn’t working

o Which pods can you restart without affecting Customizer?

e |StiO

o Service Mesh

= Traffic Management
= Observability

= Security
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Istio Checking ComponentPack — Installation

Fast, but unsecure

curl -L https://istio.io/downloadIstio | ISTIO_VERSION=1.13.4 TARGET_ARCH=x86_64 sh -
cd istio-1.13.4

export PATH= /bin:
istioctl install --set profile=demo
istioctl manifest apply —--set components.cni.enabled=true

kubectl get pods -n istio-system

NAME STATUS RESTARTS

istio-cni-node-fgrhx Running 0
istio-ingressgateway-76dcc86449-5z9rd Running ©
istiod-7664dfch67-5wsgz Running 0
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Istio Checking ComponentPack — Sidecar

Fnable sidecars for namespace connections

kubectl label namespace connections istio-injection=enabled

Disable sidecar for Elasticsearch

kubectl edit statefulsets.apps/es-data-7
kubectl edit statefulsets.apps/es—-master-7
kubectl edit deployment es-client-7

spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: "false"

e Restart all statefulsets and deployments
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Install Kiali On Top Of Istio

e Kialiis an observability console for Istio

o With service mesh configuration and validation capabilities

e Helps you understand the structure and health of your service mesh

kubectl apply -f \
https://raw.githubusercontent.com/istio/istio/release-1.13/samples/addons/kiali.yaml

kubectl apply -1 \
https://raw.githubusercontent.com/istio/istio/release-1.13/samples/addons/prometheus.yaml
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Documentation

e | write most documention in

o asciidoctor
o markdown
o LaTeX

e pandoc converts from any of these formats to (e.g.)
o HTML
> PDF
o MS Word

e txt based formats can be version controlled in g1t
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Contalner

e Work with local container

o Use tools
o Test

o Change images

e Podman
e Docker

e Dive

o Analyze container layer and changes

fengageug admintoolbox
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Some More Useful Tools For Daily Work
e JSON

o gron

s Gron the JSON flattener
® JQ
e Ansible

o |nstall tools on all servers with same paths and aliases

o Commands on your fingertips in all environments
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Session Slides

e PDF version at https://engage.ug/engage2.nst/Pages/sessionagenda2022

¢ HTML version with embedded videos
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Thank You!

Your feedback is important

stoeps@veqgardit.com

VEGARD
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Links For All Tools

e K6: https://k6.i0
e Selenium: https://www.selenium.dev
e JMeter: https://jmeter.apache.org

e |BM TMDA: https://www.ibm.com/support/pages/ibm-thread-and-monitotr-
dump-analyzer-java-tmda

e GoAccess: https://github.com/allinurl/goaccess
e SAML-tracer: https://github.com/SimpleSAMLphp/SAML-tracer/

e Multi-Account Container: https://github.com/mozilla/multi-account-
containers#treadme

e Container Proxy: https://github.com/bekh6ex/firefox-container-proxy




Links For All Tools (2)

e OWASP Zed Attack Proxy (ZAP): https://www.zaproxy.org/
e Burp Suite: https://portswigger.net/burp

e mitmproxy: https://mitmproxy.org/

e Charles: https://www.charlesproxy.com/

e testssl. sh: https://testssl.sh/

e Keystore Explorer: https://keystore-explorer.org/
e Git: https://git-scm.com/

e Beyond Compare: https://www.scootersoftware.com/features.php?
zz=features_focused

e Ansible-lint: https://ansible-lint.readthedocs.io/en/latest/




Links For All Tools (3)

e yamllint: https://github.com/adrienverge/yamllint

e config-linthttps://stelligent.github.io/config-lint/#/running|]
e LanguageTool: https://languagetool.org

e 7-zZip: https://www.7-zip.org

e Ghidra: https://ghidra-sre.org/

e trivy: https://aquasecurity.github.io/trivy/v0.27.1/

e Popeye: https://popeyecli.io
e kubectx, kubens: https://github.com/ahmetb/kubectx




Links For All Tools (4)

e kubetail: https://github.com/johanhaleby/kubetail

e stern: https://github.com/wercker/stern

e K9s: https://github.com/derailed/k9s

e Linkerd: https://linkerd.io/

e [stio: https://istio.io/

e Asciidoctor: https://asciidoctor.org

e Markdown: https://daringtireball.net/projects/markdown/
e LaTeX: https://www.latex-project.org/

e Podman: https://podman.io




Links For All Tools (5)

e Docker: https://docker.io
e Dive: https://github.com/wagoodman/dive
e gron: https://github.com/tomnomnom/gron

e Gron the JSON ftlattener: https://www.datafix.com.au/BASHing/2022-03-
23.html

e JQ: https://stedolan.github.io/jq/

e Session slides with Videos: https://share.stoeps.de/engage2022-
admintoolbox.html




