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Sovereign Cloud

1) Intro

2) The boring part
3) Example galore
~ 4) The future
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e Digital Sovereignty

1)" Digital sovereignty is control of our present and destiny as
manifested and guided by the use of technology and computer

networks °
Pierre Bellanger, 2011

- 2)Digital sovereignty, cyber sovereignty, technological sovereignty and
: data sovereignty refer to the ability to have control over your own
digital destiny — the data, hardware and software that you rely on
and create.




Figure 1.1: Ditterent appraaches to gavernances of personal 2rd nor-personal data
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@) Safe Harbour Agreement ( 2000)

1)Comply with the European Data Directive 1995
* Notice
* Choice
* Onward transfer
* Security
* Data Integrity
* Access
* Enforcement




& Snowden 2013
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& Snowden 2013
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FISA § 1881a

* Electronic Communication Service Provider
* ,Foreign Intelligence Information”

— Minimizing / Targeting [‘L_)HZH:E?(J ures (US persons)

O

* Directive” at Service Provider

— Technical Interface (?)




& Snowden 2013

Q Facebook
‘ Ireland Ltd.
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i Schrems | GOVERNMENT: CONFLICT OF LAW L.

1)2016 invalidating Safe T

Harbour FUNDAMENTAL RIGHTS

m 5 1881a FISA

2)Privacy rights activist Max

Schrems Sk

PRIVACY |2, o~
B)Snowden SURVEILLANCE 1!
4)Violations: »
PRIVATE SECTOR: LACK OF LAW

 Mass Surveillance violates
Art 7 CFR

* Legal Redress in US
violates Art 47 CFR

DIRECTIVE 95/46/EG




ﬂ Privacy shield

- 1)Safe Harbour 1.0.1

~ 12)Same agreement with a
’\% limited amount of new text
‘: 3)Still uses Notice & Choice
and not consent




& Privacy shield

collection, blocking,

recording, erasure,
organization, destruction; ‘

storage, : disclosure by transmission, . “Opt Out” for two
adaptation or alteration, change of purpose, specific situations

retrieval, alignment or combination,
consultation, use,

dissemination or ctherwise making available,

and any other form of “pracessing”;

USE A BROAD PURPOSE

+

il THIRD PARTY CLAUSE
1Y -
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seal UNLIMITED DATA PROCESSING
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@®!Schrems 11 (2020)

1)Court case invalidating the EU-US Privacy shield
 2)Most important findings of the court

* US law has limited protection for personal data, so the shield
cannot be guaranteed

* US foreign Intelligence and Surveillance Act and their surveillance
programs were found not to be compliant with the agreed shield.




@ Data privacy framework

1)2023
- 2)Protect EU citizens data when transferred to US
~ 3)Limit US intelligence authorities access to data

~  4)Enhancing Safeguards for United States Signals Intelligence
| Activities Executive order signed by Joe Biden in 2022

5)Limits access to data by US intelligence in proportion to national
security

| 6)But, legal challenges remain




Schrems 1l ?

1)Might not be needed
2)Initial complaints not resolved
3)EU might pause the agreement




- Latombe case

1)Started April 1
2)Philippe Latombe, French MP




1)Requested resignation of democrats in PCLOB

~ 2)In one of the first Executive Orders that he signed on Inauguration
- Day, President Trump decided that his predecessor’s national
~ security decisions — including the decisions creating and supporting
- the DPF — should be reviewed and potentially annulled within 45 days




@) Risks when invalidated

1)Need to rely on SSCs for data transfer
2)Meta was fined 1.2bn for relying on SSCs by the Irish DPC in 2023
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Some Examples

French government officially declared that the use of #0365

) . . (- Decisi (20
(and #Teams) is not allowed for French Public Admin &) Skatteverket ;1,_3"f°"l o '

. . 05 U5 202 Swecs ax Jgency
organizations. soseeds
https://www.channelnews.fr/letat-ferme-ses-portes-a-office-365-dans-le-cloud- € Kronofogden e Swedish Paforcement Au-
de-microsoft-105899 oy

KFM LMY 20210
Swedish Tax Authority

Denies the usage/participation in external meetings
conducted via Teams

Decision

The Sweddiah Tax Ageecy and he Swedish Bofaecement Aahorine (Keanma fogden™)

Germany: Hessen have daridal:

Using U.S. Cloud products forbidden in Schools i ol i s T B e
https://datenschutz.hessen.de/datenschutz/hochschulen-schulen-und-archive/
duldung-des-hbdi-f%C3%BCr-die-nutzung-insbesondere-us

- v allovw e Bt in estensl I‘IN‘I;"I[;’- vomluaal v Veams

that the Swedish Tax Agency. the Swedish Bntorcement Sucharicy, and atker 2u
thorties that choose o pardcpaty, will set vp a cross functon worony, Froup to
investigary suitadle alternater video conterencing and colliboration platborme.

Reasons

The Sweddisl Tax Ageecy andd he Swedish Folaecement Amloring base pinily invesi-
gﬂl:\‘ he Joss 14l iy :‘;I’h‘{l'ﬁ:.ing ij,l'.". with "eims as their moain vides g collilaroinn
plattorm. The decsion tollws the recommendateas setovtm the atmached memoran
dum.



https://www.channelnews.fr/letat-ferme-ses-portes-a-office-365-dans-le-cloud-de-microsoft-105899
https://www.channelnews.fr/letat-ferme-ses-portes-a-office-365-dans-le-cloud-de-microsoft-105899
https://datenschutz.hessen.de/datenschutz/hochschulen-schulen-und-archive/duldung-des-hbdi-f%C3%BCr-die-nutzung-insbesondere-us
https://datenschutz.hessen.de/datenschutz/hochschulen-schulen-und-archive/duldung-des-hbdi-f%C3%BCr-die-nutzung-insbesondere-us

“It’'s Secure!”

= Russian hackers breached key Microsoft systems
https://edition.cnn.com/2024/03/08/tech/microsoft-russia- saP 50
hack/index.html

Business / Tech

Russian hackers breached key
Microsoft systems

9 road Updated 1134 AM

A Microsoft sign 15 5090 at the company’s headguanters on March 19, 2023 in Seatde
W”hrq]m\ RywVisual China Group/'Getty Images
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Did you know

= Microsoft has stored your passwords online — even against your will.

= Microsoft is cracking password protected zip files to analyze the data
within.
https://www.heise.de/news/Microsoft-untersucht-auch-
passwortgeschuetzte-zip-Dateien-auf-Malware-9057387.html

= Google is doing the same...
https://www.heise.de/news/Google-scannt-Cloud-Dateien-nach-
rechtswidrigen-und-schaedlichen-Inhalten-6298682.html



https://www.heise.de/news/Microsoft-untersucht-auch-passwortgeschuetzte-zip-Dateien-auf-Malware-9057387.html
https://www.heise.de/news/Microsoft-untersucht-auch-passwortgeschuetzte-zip-Dateien-auf-Malware-9057387.html
https://www.heise.de/news/Google-scannt-Cloud-Dateien-nach-rechtswidrigen-und-schaedlichen-Inhalten-6298682.html
https://www.heise.de/news/Google-scannt-Cloud-Dateien-nach-rechtswidrigen-und-schaedlichen-Inhalten-6298682.html

Politics on the hook of Microsoft

FTC has opened an Antitrust case against Microsoft

https://www.bloomberg.com/news/articles/2024-11-27/us-antitrust-watchdog-launches-broad-microsoft-
investigation

Bloomberg

Marsets Economes Inc ustries Tech Fonics Busnessweek Ooinion More v

(T;f)'gg':i{ity Microsoft Faces Broad Antitrust
Investigation From US FTC

® FTC has sent detailed information demand to Microsoft
= Questions focus on software licensing, cybersecurity and Al

https://www.nytimes.com/2024/11/27/technology/microsoft-ftc-antitrust.html



https://www.bloomberg.com/news/articles/2024-11-27/us-antitrust-watchdog-launches-broad-microsoft-investigation
https://www.bloomberg.com/news/articles/2024-11-27/us-antitrust-watchdog-launches-broad-microsoft-investigation

‘o#‘c‘;’wﬁ‘m Green+ Cata- Community Bic+ Chp.

~ Complete dependence on American

tech giants
~ No control over own data -
~ Lawful access via CLOUD Act Trump has free rein over Dutch

_ The recent police hack, made possible by ~government data
Weak Securlty In MICFOSOft OUthOk, ShOWS The Netherlands relies heanily on Amarcan IT serv ce pravidars suck as Micresoft. Gocgle and Amazor for the sterage
how vulnerable this dependence makes of goverrment dats, |

us. Putlised on Febeusry 11 2025

In this hack, the data of 65,000 police
officers was stolen
https://innovationorigins.com/nl/de-zeer-
verontrustende-politiehack-moet-wake-
upcall-zijn-voor-elk-bedrijf/

https://ioplus.nl/en/posts/trump-has-free-rein-over-dutch-government-data



It is not possible to use M365 in any legal way
https://datenschutzkonferenz-online.de/media/dskb/
2022 _24 11_festlequng_MS365_zusammenfassung.pdf

Microsoft consultants will continue to trick customers
https://www.kuketz-blog.de/nach-dsk-bewertung-zu-ms365-

rechtsberater-weiterhin-auf-kundenfang/

AG DSK , Microsoft-Onlinedienste”

Zusammenlessung der Bewertung der  aktuellen Vereinbarung  zur
Auftragsverarseitung,

1. Untersuchungsauftrag, Verfahren und Untersuchurgsgegenstand

Dic DEK hetts ar 21, Seplemser 202D tine Bewertung des Arbetshee ses Verwaltung tu des dem
Eincatz dos Cleud-Divacioc Meroteft Offics 1€5 (jotzt: Mizroso't 365) 1u Grunde legenden Onlire
Sarsicn Toarr < [OST) comin doa Natencehtrhactimmingsn e Mernft.Onlissdinnces (D
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ANDIC2rUNREN YON ATICE! 28 ADZ 3 Care YChiLz- GCrunaverarcnung (DS-Gvo) iu” Kenatnis
geonr s, Dwe derndipe Bewer lung o AKX Werwaliang kaenmt curr EBrgebaily, L daes wef S e
Undedegen hen detenschstrgereshter Ciniacr ven Micresaft Office 365 méghich” sel

Die DSK het In lbver Srzurg om 22, Septerrber 2020 € ne Arbeltagruppe anter Mecerfihung
B-andenburgs und des Dogerischen Lardeoms fir Daterachatzausicht (Do lODA) grbeten,
Gosprizhe mit Microso® sufasachmen, Lum 2eitnok dotenccoutagerachie Nachbesrerumgen towle
Aspaccungeo an e durch die Sehrreec ILFatcehriding dec FoGH afperaigter Mofctihe ny
Drittsteatentrarsfers (G- die Anwerdurgseraxs S¥entlicher und sich! 6ffestlicher Sieden re
erreichen'.”

Uaraerhin ML 2% ArDATRUDPE ENEE UL LESErEChe mit MIZrSOTDeRonNen. feinehme: cer AL
waien: Brandeniorg und Boy DA (Sedche Leltung), BIDY, Sed=n-Wirttembery, berin Messen,
MeiNenaung-Yorpommem, Sachsen, Saaranc und Schieswig-Ho'stein. FO- Microsoft haben
Brechit ghe dar Nicresoft Dewiechiand Gmbk cinsch ieRlich pines Mitglodes der Goschiftileitung
sowie j» nach Schwerpunkt Ansprechpartner ce Microwlt Carnoration |1 SA) teilzenasmmen Im
RaFrre der Gesprache fanden 14 mehretindige Videakanfesenzen statt.

Berider Gesprichaenwar au beridaichtiges, dass federilihrarde Daterschutraufschtsbebérce fir
Microsoft ircland Ugeratiors, Lid als Pactel des Asttragsvearbetungsverardeitungsveitrags de
Irsche aufiichesdehdrde BTund die e nschen Aufs chtsbehCrden 'Or Jir Aufsicm cer jrwelligen
devtachen Kurden (0.0, Untemstmen, Debiirden, 830 die Verantwortichen im Siwe vor Art. 4 Nr. 7
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https://datenschutzkonferenz-online.de/media/dskb/2022_24_11_festlegung_MS365_zusammenfassung.pdf
https://datenschutzkonferenz-online.de/media/dskb/2022_24_11_festlegung_MS365_zusammenfassung.pdf
https://www.kuketz-blog.de/nach-dsk-bewertung-zu-ms365-rechtsberater-weiterhin-auf-kundenfang/
https://www.kuketz-blog.de/nach-dsk-bewertung-zu-ms365-rechtsberater-weiterhin-auf-kundenfang/

More links

References:

EU and Microsoft : Laziness as excuse for not having an alternative
https://www.kuketz-blog.de/kommentar-eu-und-microsoft-365-alternativiosigkeit-als-bequeme-ausrede/

Data Protection Impact Assessment (DPIA): Diagnostic Data processing in MicrosoftTeams, OneDrive,
SharePoint and Azure AD
https://www.rijksoverheid.nl/documenten/publicaties/2022/02/21/public-dpia-teams-onedrive-sharepoint-and-azure-
ad

https://msrc.microsoft.com/blog/2024/01/microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/
https://www.kuketz-blog.de/bildungswesen-entlarvung-der-haeufigsten-microsoft-mythen/

Despite violating the law, even governments don’t take any action against Microsoft
https://artikel91.eu/2021/11/02/aufsichten-vs-microsoft-cloud-viel-dialog-fast-keine-sanktionen/

Customers are afraid of sanctioning of Microsoft — instead planning an exit strategy:
https://www.kath-datenschutzzentrum-ffm.de/wp-content/uploads/MS-Cloud-2019-KDSZ-FFM.pdf


https://www.kuketz-blog.de/kommentar-eu-und-microsoft-365-alternativlosigkeit-als-bequeme-ausrede/
https://www.rijksoverheid.nl/documenten/publicaties/2022/02/21/public-dpia-teams-onedrive-sharepoint-and-azure-ad
https://www.rijksoverheid.nl/documenten/publicaties/2022/02/21/public-dpia-teams-onedrive-sharepoint-and-azure-ad
https://msrc.microsoft.com/blog/2024/01/microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/
https://www.kuketz-blog.de/bildungswesen-entlarvung-der-haeufigsten-microsoft-mythen/
https://artikel91.eu/2021/11/02/aufsichten-vs-microsoft-cloud-viel-dialog-fast-keine-sanktionen/

Monocultures are a risk
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Remember Crowdstrike? \GROWDSTRIKE

. Vincent Flibustier ¥ @

mvinceflibustier

First day at Crowdstrike, pushed a little
update and taking the afternoon off

Post unersetzen

62 minutes could bring your
business down

Thats the average time itlakss enadversary to lanc and move / /\
Blerally through your network. When your dalz, reputation, and q1/ /f
revenue are at stake, trust the pioneer in adversary ntelligence. ) (' //
/
/

Cetyour castom thicot report >

11:39 - 19 Juli 24 - 9,3M Mal angezeigt

11,9K Reposts 2.242 Zitale

139K ..Gefillt mir-Angaben 6143 Lesezeichen
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The Hague

m Trump7S SanCtionS On ICC prosecutor have halted — WORLD v U.S.v POLITICS v SPORTS v ENTERTAINMENT v BUSINESS v SCIENCE v FACT CHECK v
tribunal’s workhttps://apnews.com/article/icc-trump-
sanctions-karim-khan-court-

WORLD NEWS

Trump's sanctions on ICC prosecutor have
a4b4c02751ab84c09718b1b95cbd5db3 halted tribunal’s work

= Microsoft cancelled Khan’s email account

= bank accounts in his home country of the U.K. have
been blocked.

10of 5| Karim Khan, Prosecutor of the International Criminal Court looks up prior to a press conference in The Hague, Netherlands, July 3, 2023.
(AP Photo/Peter Dejong, File)

BY MOLLY QUELL

THE HAGUE, Netherlands (AP) — The International Criminal Court 's chief prosecutor has
lost access to his email, and his bank accounts have been frozen.
HCLSoftware



https://www.law.cornell.edu/uscode/text/50/1881a
https://www.europarl.europa.eu/charter/pdf/text_en.pdf
https://www.youtube.com/watch?v=cqZQIu_oZvA
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. Tommaso Gagliardoni - 3rd+ X
I~ Cryptographer and Cybe‘security Expert

Y o6d-®

You have prcbably seen this #viral #infographic on #eu
#digitalsovereignty by #reddit user uflukakopaijtic. It
was viral but not very accurate <& recommending
#bluesky and #firefox as "EU alternatives"? How?
Anyway, he just updated the infographic, and it's much,
vir b Lo Mol i Loel Yeve L zen corrected. | think
Nere IS Sun a Coupe uf IssUes | uisagree with: 1)
~~commencing #matrix instead of #jabber #xmpp 2)
re (o P ) ir g § ufa e instead of #grapheneos
(but CK, | can undarstand this if the focus is on self-
sdecegitr 2y, 3 i canma d ) ' roidify instead
vl #daCclrescent (uul, even heie, 1| Can understand if the
aoal is to rerlace *~laystore ), and 4) recommending

# 1 uerlr § 2. a-<omparison to #gmail (rothing
wrong with Thunderbird, but that's an email client, not a
Gmail-like suite provider, | would have rather
recommended #mailfence or #mailbox ). Kudos for the
initiative though, tre intentions are good!

https://Inkd.in/drWdqgApB
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Fickter: Der LS-Staat veranstaltet gerade Hackathcns mit den Steverdatender
US-Bevdlkerung, wahrend Akteure wie MLsk und dzs Doge-Gremism 2ugriff
aufMillizrden sensibler Datensdtze haben. DieTech-Konzern2 zeigen
Bereitzchaft zur engen Zuzammeznarbeit mit der Trump -Regierung.

o

« US-Behodrcen kénnen jederzeit auf Daten »
von [JS-Cloud-Anbietern zugreifen -

unabhéangig vom Standort. »

Das Boispiel dos Fackathons 20i3t: Die Regierung hat nicht nur theoratisch
Zugriff af riesige, zuvor getrennte Daten:dpfe, sordernwill mit
leistungsfahigen Ki-Mcdellen alles zusammenithren, um neve Information2n
Zu gewlrnen. Schutzmauern fall2n = alleswird zusemmengeworfen und

ausjewertet.
Wwas bedeutet das fur Nutzerinnen und Nutzer?

US-Behérden kdmen jederzeit auf Daten von US-Coud-Anbietern zugreifen -
unabhangig vom Stancort der Rechenzentren. Die Konzerne Jarten soiche
Zugriffe nicht &ffeatlich machen. Zwar verzprach die Biden-Administration cine
starkere Kontrolle der Geheimdienste, woraus ein n2uestransatiaitisches
Datenschutzabkommen zwischen den USA, der EU und der Sthweiz entstand.
Doch dieses kontrollorgan wurde unt2r Irump wieder abjescrarnt ES ist zu

theregster.com/20 20/0319/dutch_parliamert_us_tech/2id="1-33 =)

The A Register'

Time to ditch US tech for homegrown options,
says Dutch parliament

Trump administration 'has made the call for tech sovereignty an urgent geopolitical issue’

A 2andoo Vakuop Wed LOMr 2026 1702 UTC

Not content (o wart for apen letters ta intluence the Eurapean Commissan, Dutch

parkamentarans bave taken matters inta their own hands by passing eighl matans
Jurgng the government to diich US-made tech for homegrown alternanves.

Concerns over European reliance on US (ech companes are mounhing, with lech axperts
inthe EU sounding the call as the Trump acministranan’s intematonal pasture hecomes
increasingly bellicose,

Boflins in he Nelherlands, in parlicular, rang the alarm in February, with Duleh Elecloral
Council tlechmcal advisar Berl Huberl warnmng thal using US cloud services was no
|nnger safe tor enther the gavernment or civil 8¢ BTY.

It's perhaps for that reason that padiamentarians have been considering the motions
passed yesterday for a while, as Kathmann explained.


https://www.theregister.com/2025/03/19/dutch_parliament_us_tech/?td=rt-3a
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Solutions are available but..

* you need to research
* you need to verify the solutions
* you need to invest time-money-resources

and make sure to cover all relevant
compliance requirements

Although Microsoft is not subject to BIR 2012 compliance, government customers who wish
to use cloud services can use Microsoft's existing certifications to determine their
compliance with this standard.

v EMEA

FUJ Cloud CoC

EU EN 301 54¢S

EU ENISA IAF

EU GDPR

EU Model Cleuses
Germany C5

Germany IT-Grundschutz Workbhook
Netherlands BIR 2012
Qatar NIA

Russia personal cata law
Spain ENS High

Spain LOPD

UAE DESC

UK Cyber Essenials Plus
UK G-Cloud

UK PASF



Local authorities are stepping up and will support your quest

The BSl is the Federal French Cybersecurity Agency
Cyber Security Authority and (ANSSI) Agence nationale de
the chief architect of secure la securité des systemes
digitalisation in Germany. d'information

% Federal Office
' for Information Security

ANSS!




( bl ocal authorities are stepping up and will support your quest

ilink Kemmunikationssysteme GmbH Betrieh der KTl -Anwendungen
'HCL Sametime’ und "HCL Verse’
auf 2asis 'HCL Domino

" UBIKRA

UBIKA WAAP Gateway

Federal Office
for Information Security



https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2024/240909_IT-Sik_Zoom.html

@) collab.cloud is moving to |ONOS .

o
What makes the IONOS Cloud data sovereign? 0( H U d d O
P4

* Locations and jurisdiction: Headquartered in Germany, IONOS operates all
services under German jurisdiction. Your data remains within German
territory* — foreign intelligence services and third countries have no access.
This gives you complete digital sovereignty and maximum legal certainty.

* Open source standards: IONOS consistently relies on open technologies
and avoids vendor lock-in. You retain full transparency and control over
your data and infrastructure.

* Verified security: IONQOS is regularly audited and certified by the
government, including C5 certification, ISO 27001 and BSI IT-Grundschutz
certification.



i Security and privacy driven vendors..

Trust and transparency powered by open source

An open source codebase 2nables the security of Bitwarden products to be 2asily audited by
independent security researchers, notable security firms, and the Bitwarden community

Open-Source-Standards: IONOS setzt konsequent auf offene Technologien und vermeidet
Vendor Lack-in. Sie behalten volle Transparenz und Kontrolle uber |hre Daten urd
Infrastruktur,

i=g We believe in the power of open
source

-

i
-
Ty

Transparency is the only way to earn the trust of our community




@) Security and privacy driven vendors..

A HCL Verse
and often: Choice of deployment 4\ HCL Notes
- Hyperscale Cloud .
- local Cloud %) HCL Domino
- Sovereign Clouds L7 HCL Sametime
- Oh premises 72 HCL Connections

/A HCL Nomad
£7 HCL Domino Leap



Cloud or self-host
password manager, secure
file send, authenticator and
more

Deploy fast and efficiently
in the US or EU cloud, or
host your Bitwarden
organization on-premises
for maximum privacy and
control over your
environment

~roton

Simple, encrypted solutions
to protect your business

Advanced protection for
your company’s emails,
calendars, passwords,
network, and more with our
suite of secure business

apps.
Swiss-based offering

THREEMA®

End-to-end encrypted
exchange of messages,
calls, and files for
businesses, military,
authorities, and
individuals — GDPR-
compliant and developed
in Switzerland.



BY MOLLY QUELL
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THE HAGUE, Netherlands (AP) — The Internationa Crom nal Court 's chief prosecutor
has lost access to his email. and his bank accounts have been frozen.

The Hague-based court's American staffers have been told that if they travel to the
U.S. they risk arrest.

Some nongovernmental crganizations have stopped working with the ICC and the
leaders of one wan't even reply to emails from court off icials.

Those are just some of the hurdles facing court staff since U.S. President Donald
Trump [0 February slapeed sanct'ons on its chief prosecutor, Karim Khan, according to
interviewss with current and former ICC officials. international laweyers and human

rights advocates.

https://apnews.com/article/icc-trump-sanctions-karim-khan-

court-a4b4c02751ab84c09718b1b95cbd5db3

& Proton in the News with a current case

American staffers at the organization, like lverson, have been warned by its attorneys
that they risk arrast if they return home to visit family, according 1o ICC afficials. Six

senior officials have left the court aver cancerns about sanctions.

One reasan the the court has heen hamstrung is that it ralies heavily on cantractors
and non-governmental organizations. Those businesses and groups have curtailed
work on behalf of the court because they were concerned about being targeted by U.S.
authorities. according to current and former ICC staffers.

Microsoft, for example. cancelled Khan's email address, forcing the prosecutor to move

to Proton Mail, a Swiss email provider, ICC staffers said. His bank accounts in his home
country of the UK. have been blacked.

Microsoft did not respond to a request for comment.

Staffers at an NGO that plays anintegral role in the court's efforts to gather evidence
and find witnesses said the group has transferred money out of U.S. bank accounts
hecause thay fear it might be seized by the Trump administration.

Senior leacership at two other U5 .-based human rights organizations told the AP that
their groups have stopped working with the ICC. A senior staffer at ane tald the AP that
employees have stopped replying ta emails from court officials out of fear of triggering

aresponse from the Trump administration.



https://apnews.com/article/icc-trump-sanctions-karim-khan-court-a4b4c02751ab84c09718b1b95cbd5db3
https://apnews.com/article/icc-trump-sanctions-karim-khan-court-a4b4c02751ab84c09718b1b95cbd5db3

Important to remember

Google, Microsoft, AWS et al do report how many data requests
they had to “fulfil”

* hitps://transparencyreport.google.com/user-data/overview

* https://www.microsoft.com/en-us/corporate-responsibility/reports/government-requests/
customer-data#tab-requests-for-enterprise-customer-data

* https://www.amazon.com/gp/help/customer/display.htmi?
ref =hp_left v4 sib&nodeld=GYSDRGWQ2C2CRYEF

* https://d1.awsstatic.com/Security/pdfs/
Amazon_AWS Information Request Report H2 2024.pdf

| expect a very high rise of such requests for 2025...



https://transparencyreport.google.com/user-data/overview
https://www.microsoft.com/en-us/corporate-responsibility/reports/government-requests/customer-data#tab-requests-for-enterprise-customer-data
https://www.microsoft.com/en-us/corporate-responsibility/reports/government-requests/customer-data#tab-requests-for-enterprise-customer-data
https://www.amazon.com/gp/help/customer/display.html?ref_=hp_left_v4_sib&nodeId=GYSDRGWQ2C2CRYEF
https://www.amazon.com/gp/help/customer/display.html?ref_=hp_left_v4_sib&nodeId=GYSDRGWQ2C2CRYEF
https://d1.awsstatic.com/Security/pdfs/Amazon_AWS_Information_Request_Report_H2_2024.pdf
https://d1.awsstatic.com/Security/pdfs/Amazon_AWS_Information_Request_Report_H2_2024.pdf

@) Checklist for companies

Monitoring of political developments
Closely follow political developments in the US and their impact on
the EU-US Data Privacy Framework.

We will keep you informed of all important developments, but the
websites of data protection authorities and professional associations

also often have helpful information available.




@) Checkiist for companies

Use of EU servers

Check the possibility of using EU servers from your US cloud
providers to reduce the risk of data transfer to the US. Make sure that
the cloud provider gives clear contractual assurances that no data

transfers to the US will take place.

This might not prevent the “handing over” of data because of a
government request, but will make it more complicated.




@) Checklist for companies

Conclude EU Standard Contractual Clauses (SCC)

Conclude EU Standard Contractual Clauses with the cloud providers
and conduct a Transfer Impact Assessment.

Document all steps and results of the TIA to be able to demonstrate
that you have taken appropriate action in the event of a review by
data protection authorities.




@Cheeklist for companies

Prepare an exit strategy

Have an exit strategy in place for your
U.S. cloud providers to respond quickly in
the event of a suspension of the Privacy
Framework.

|dentify alternative cloud providers and
assess their data protection measures. If
the risk is particularly high, it's worth
creating a detailed plan for switching to
another provider, including timelines,
responsibilities, and communication
strategies.

0 Eg IFools &D

BREAKING: U.S. TO HALT Al.l”"_'\
DIGITAL SERVICES TO oo |
EUROPE —THE CLOUD
GOES DARK’




@) Checkiist for companies

Regular review and adaptation of data protection measures

Regularly review and update your data protection measures to
ensure they comply with current legal requirements and best

practices.

If necessary, your own technical and organisational measures can
also reduce the risks of third-country transfers. Adapt your measures
as the political or legal environment changes, and ensure that your
data protection strategy is flexible enough to respond to unforeseen

developments.
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(‘3 Politics on the hook of Microsoft

Politics on the hook of Microsoft

The Microsoft Dilemma
Trailer: https://www.youtube.com/watch?v=9Nw2J1rXpSU
Full Movie: https://www.youtube.com/watch?v=_ZaDuinGf20

Interview Andrus Ansip, Kommissar fur den digitalen Binnenmarkt
https://www.vyoutube.com/watch?v=f0ujiMbkSK 8

Controlling the government of India
https://www.youtube.com/watch?v=qCXIr99iN4|

-> Always use multiple vendors to never be dependent on a single one.
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