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Digital Sovereignty
1)‘ Digital sovereignty is control of our present and destiny as 

manifested and guided by the use of technology and computer 
networks ‘  
Pierre Bellanger, 2011

2)Digital sovereignty, cyber sovereignty, technological sovereignty and 
data sovereignty refer to the ability to have control over your own 
digital destiny – the data, hardware and software that you rely on 
and create.





Safe Harbour Agreement ( 2000)
1)Comply with the European Data Directive 1995

• Notice
• Choice
• Onward transfer
• Security
• Data Integrity
• Access
• Enforcement



Snowden 2013



Snowden 2013



Snowden 2013



Snowden 2013



1)2016 invalidating Safe 
Harbour 

2)Privacy rights activist Max 
Schrems

3)Snowden
4)Violations:

• Mass Surveillance violates 
Art 7 CFR

• Legal Redress in US 
violates Art 47 CFR

Schrems I



Privacy shield
1)Safe Harbour 1.0.1
2)Same agreement with a  

limited amount of new text
3)Still uses Notice & Choice  

and not consent



Privacy shield



Schrems II (2020)
1)Court case invalidating the EU-US Privacy shield
2)Most important findings of the court

• US law has limited protection for personal data, so the shield 
cannot be guaranteed

• US foreign Intelligence and Surveillance Act and their surveillance 
programs were found not to be compliant with the agreed shield.



Data privacy framework
1)2023
2)Protect EU citizens data when transferred to US
3)Limit US intelligence authorities access to data
4)Enhancing Safeguards for United States Signals Intelligence 

Activities Executive order signed by Joe Biden in 2022
5)Limits access to data by US intelligence in proportion to national 

security
6)But, legal challenges remain



Schrems III ?
1)Might not be needed
2)Initial complaints not resolved
3)EU might pause the agreement



Latombe case
1)Started April 1
2)Philippe Latombe, French MP



Trump
1)Requested resignation of democrats in PCLOB
2)In one of the first Executive Orders that he signed on Inauguration 

Day, President Trump decided that his predecessor’s national 
security decisions – including the decisions creating and supporting 
the DPF – should be reviewed and potentially annulled within 45 days



Risks when invalidated
1)Need to rely on SSCs for data transfer
2)Meta was fined 1.2bn for relying on SSCs by the Irish DPC in 2023
3)Risk of fines
4)No more US cloud







▪ French government officially declared that the use of #O365 
(and #Teams) is not allowed for French Public Admin 
organizations.  
https://www.channelnews.fr/letat-ferme-ses-portes-a-office-365-dans-le-cloud-
de-microsoft-105899  

▪ Swedish Tax Authority  
Denies the usage/participation in external meetings 
conducted via Teams 

▪ Germany: Hessen   
Using U.S. Cloud products forbidden in Schools 
https://datenschutz.hessen.de/datenschutz/hochschulen-schulen-und-archive/
duldung-des-hbdi-f%C3%BCr-die-nutzung-insbesondere-us 

Some Examples

https://www.channelnews.fr/letat-ferme-ses-portes-a-office-365-dans-le-cloud-de-microsoft-105899
https://www.channelnews.fr/letat-ferme-ses-portes-a-office-365-dans-le-cloud-de-microsoft-105899
https://datenschutz.hessen.de/datenschutz/hochschulen-schulen-und-archive/duldung-des-hbdi-f%C3%BCr-die-nutzung-insbesondere-us
https://datenschutz.hessen.de/datenschutz/hochschulen-schulen-und-archive/duldung-des-hbdi-f%C3%BCr-die-nutzung-insbesondere-us


▪ Russian hackers breached key Microsoft systems  
https://edition.cnn.com/2024/03/08/tech/microsoft-russia-
hack/index.html

“It’s Secure!”



“Its Stable”



▪ Microsoft has stored your passwords online – even against your will. 
▪ Microsoft is cracking password protected zip files to analyze the data 

within. 
https://www.heise.de/news/Microsoft-untersucht-auch-
passwortgeschuetzte-zip-Dateien-auf-Malware-9057387.html 

▪ Google is doing the same… 
https://www.heise.de/news/Google-scannt-Cloud-Dateien-nach-
rechtswidrigen-und-schaedlichen-Inhalten-6298682.html 

Did you know

https://www.heise.de/news/Microsoft-untersucht-auch-passwortgeschuetzte-zip-Dateien-auf-Malware-9057387.html
https://www.heise.de/news/Microsoft-untersucht-auch-passwortgeschuetzte-zip-Dateien-auf-Malware-9057387.html
https://www.heise.de/news/Google-scannt-Cloud-Dateien-nach-rechtswidrigen-und-schaedlichen-Inhalten-6298682.html
https://www.heise.de/news/Google-scannt-Cloud-Dateien-nach-rechtswidrigen-und-schaedlichen-Inhalten-6298682.html


Politics on the hook of Microsoft

FTC has opened an Antitrust case against Microsoft 
https://www.bloomberg.com/news/articles/2024-11-27/us-antitrust-watchdog-launches-broad-microsoft-
investigation 

https://www.nytimes.com/2024/11/27/technology/microsoft-ftc-antitrust.html

https://www.bloomberg.com/news/articles/2024-11-27/us-antitrust-watchdog-launches-broad-microsoft-investigation
https://www.bloomberg.com/news/articles/2024-11-27/us-antitrust-watchdog-launches-broad-microsoft-investigation


Complete dependence on American 
tech giants 
No control over own data 
Lawful access via CLOUD Act 
The recent police hack, made possible by 
weak security in Microsoft Outlook, shows 
how vulnerable this dependence makes 
us.  
 
In this hack, the data of 65,000 police 
officers was stolen 
https://innovationorigins.com/nl/de-zeer-
verontrustende-politiehack-moet-wake-
upcall-zijn-voor-elk-bedrijf/

https://ioplus.nl/en/posts/trump-has-free-rein-over-dutch-government-data



▪ It is not possible to use M365 in any legal way 
https://datenschutzkonferenz-online.de/media/dskb/
2022_24_11_festlegung_MS365_zusammenfassung.pdf 

▪ Microsoft consultants will continue to trick customers 
https://www.kuketz-blog.de/nach-dsk-bewertung-zu-ms365-
rechtsberater-weiterhin-auf-kundenfang/

https://datenschutzkonferenz-online.de/media/dskb/2022_24_11_festlegung_MS365_zusammenfassung.pdf
https://datenschutzkonferenz-online.de/media/dskb/2022_24_11_festlegung_MS365_zusammenfassung.pdf
https://www.kuketz-blog.de/nach-dsk-bewertung-zu-ms365-rechtsberater-weiterhin-auf-kundenfang/
https://www.kuketz-blog.de/nach-dsk-bewertung-zu-ms365-rechtsberater-weiterhin-auf-kundenfang/


More links

References: 
▪ EU and Microsoft : Laziness as excuse for not having an alternative 

https://www.kuketz-blog.de/kommentar-eu-und-microsoft-365-alternativlosigkeit-als-bequeme-ausrede/ 

▪ Data Protection Impact Assessment (DPIA): Diagnostic Data processing in MicrosoftTeams, OneDrive, 
SharePoint and Azure AD 
https://www.rijksoverheid.nl/documenten/publicaties/2022/02/21/public-dpia-teams-onedrive-sharepoint-and-azure-
ad  

▪ https://msrc.microsoft.com/blog/2024/01/microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/ 
▪ https://www.kuketz-blog.de/bildungswesen-entlarvung-der-haeufigsten-microsoft-mythen/ 

▪ Despite violating the law, even governments don’t take any action against Microsoft 
https://artikel91.eu/2021/11/02/aufsichten-vs-microsoft-cloud-viel-dialog-fast-keine-sanktionen/ 

▪ Customers are afraid of sanctioning of Microsoft – instead planning an exit strategy: 
https://www.kath-datenschutzzentrum-ffm.de/wp-content/uploads/MS-Cloud-2019-KDSZ-FFM.pdf 

https://www.kuketz-blog.de/kommentar-eu-und-microsoft-365-alternativlosigkeit-als-bequeme-ausrede/
https://www.rijksoverheid.nl/documenten/publicaties/2022/02/21/public-dpia-teams-onedrive-sharepoint-and-azure-ad
https://www.rijksoverheid.nl/documenten/publicaties/2022/02/21/public-dpia-teams-onedrive-sharepoint-and-azure-ad
https://msrc.microsoft.com/blog/2024/01/microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/
https://www.kuketz-blog.de/bildungswesen-entlarvung-der-haeufigsten-microsoft-mythen/
https://artikel91.eu/2021/11/02/aufsichten-vs-microsoft-cloud-viel-dialog-fast-keine-sanktionen/


Monocultures are a risk

Remember Crowdstrike?



Privacy

FISA 
https://www.law.cornell.edu/uscode/text/50/1881a  

▪ §1881a 
▪ Must have surveillance 

EU CHARTER OF FUNDAMENTAL RIGHTS 
https://www.europarl.europa.eu/charter/pdf/text_en.pdf 

▪ Article 7, 8 and 47 
▪ Must have privacy

Conflict of interest

Privacy Shield – Lipstick on a pig 
https://www.youtube.com/watch?v=cqZQIu_oZvA 

.

.

§ Trump’s sanctions on ICC prosecutor have halted 
tribunal’s workhttps://apnews.com/article/icc-trump-
sanctions-karim-khan-court-
a4b4c02751ab84c09718b1b95cbd5db3

§ Microsoft cancelled Khan’s email account

§ bank accounts in his home country of the U.K. have 
been blocked. 

The Hague

https://www.law.cornell.edu/uscode/text/50/1881a
https://www.europarl.europa.eu/charter/pdf/text_en.pdf
https://www.youtube.com/watch?v=cqZQIu_oZvA




What about 
Business 
solutions and 
needs?



https://www.theregister.com/2025/03/19/dutch_parliament_us_tech/?td=rt-3a




Solutions are available but.. 
• you need to research
• you need to verify the solutions
• you need to invest time-money-resources

and make sure to cover all relevant 
compliance requirements 

Although Microsoft is not subject to BIR 2012 compliance, government customers who wish 
to use cloud services can use Microsoft's existing certifications to determine their 
compliance with this standard.



French Cybersecurity Agency 
(ANSSI) Agence nationale de 
la sécurité des systèmes 
d'information

The BSI is the Federal 
Cyber Security Authority and 
the chief architect of secure 
digitalisation in Germany.

Local authorities are stepping up and will support your quest



Local authorities are stepping up and will support your quest

UBIKA WAAP Gateway

https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2024/240909_IT-Sik_Zoom.html


collab.cloud is moving to
What makes the IONOS Cloud data sovereign?

• Locations and jurisdiction: Headquartered in Germany, IONOS operates all 
services under German jurisdiction. Your data remains within German 
territory* – foreign intelligence services and third countries have no access. 
This gives you complete digital sovereignty and maximum legal certainty. 

• Open source standards: IONOS consistently relies on open technologies 
and avoids vendor lock-in. You retain full transparency and control over 
your data and infrastructure. 

• Verified security: IONOS is regularly audited and certified by the 
government, including C5 certification, ISO 27001 and BSI IT-Grundschutz 
certification.



Security and privacy driven vendors..



Security and privacy driven vendors..

and often: Choice of deployment
- Hyperscale Cloud
- local Cloud 
- Sovereign Clouds 
  
- on premises



Cloud or self-host 
password manager, secure 
file send, authenticator and 
more
Deploy fast and efficiently 
in the US or EU cloud, or 
host your Bitwarden 
organization on-premises 
for maximum privacy and 
control over your 
environment

Simple, encrypted solutions 
to protect your business
Advanced protection for 
your company’s emails, 
calendars, passwords, 
network, and more with our 
suite of secure business 
apps.
Swiss-based offering

End-to-end encrypted 
exchange of messages, 
calls, and files for 
businesses, military, 
authorities, and 
individuals – GDPR-
compliant and developed 
in Switzerland.



https://apnews.com/article/icc-trump-sanctions-karim-khan-
court-a4b4c02751ab84c09718b1b95cbd5db3

Proton in the News with a current case

https://apnews.com/article/icc-trump-sanctions-karim-khan-court-a4b4c02751ab84c09718b1b95cbd5db3
https://apnews.com/article/icc-trump-sanctions-karim-khan-court-a4b4c02751ab84c09718b1b95cbd5db3


Important to remember
Google, Microsoft, AWS et al do report how many data requests 
they had to “fulfil”

• https://transparencyreport.google.com/user-data/overview
• https://www.microsoft.com/en-us/corporate-responsibility/reports/government-requests/

customer-data#tab-requests-for-enterprise-customer-data
• https://www.amazon.com/gp/help/customer/display.html?

ref_=hp_left_v4_sib&nodeId=GYSDRGWQ2C2CRYEF
• https://d1.awsstatic.com/Security/pdfs/

Amazon_AWS_Information_Request_Report_H2_2024.pdf

I expect a very high rise of such requests for 2025…

https://transparencyreport.google.com/user-data/overview
https://www.microsoft.com/en-us/corporate-responsibility/reports/government-requests/customer-data#tab-requests-for-enterprise-customer-data
https://www.microsoft.com/en-us/corporate-responsibility/reports/government-requests/customer-data#tab-requests-for-enterprise-customer-data
https://www.amazon.com/gp/help/customer/display.html?ref_=hp_left_v4_sib&nodeId=GYSDRGWQ2C2CRYEF
https://www.amazon.com/gp/help/customer/display.html?ref_=hp_left_v4_sib&nodeId=GYSDRGWQ2C2CRYEF
https://d1.awsstatic.com/Security/pdfs/Amazon_AWS_Information_Request_Report_H2_2024.pdf
https://d1.awsstatic.com/Security/pdfs/Amazon_AWS_Information_Request_Report_H2_2024.pdf


Checklist for companies
Monitoring of political developments
Closely follow political developments in the US and their impact on 
the EU-US Data Privacy Framework. 
We will keep you informed of all important developments, but the 
websites of data protection authorities and professional associations 
also often have helpful information available. 



Checklist for companies
Use of EU servers
Check the possibility of using EU servers from your US cloud 
providers to reduce the risk of data transfer to the US. Make sure that 
the cloud provider gives clear contractual assurances that no data 
transfers to the US will take place.
This might not prevent the “handing over” of data because of a 
government request, but will make it more complicated. 



Checklist for companies
Conclude EU Standard Contractual Clauses (SCC)
Conclude EU Standard Contractual Clauses with the cloud providers 
and conduct a Transfer Impact Assessment. 
Document all steps and results of the TIA to be able to demonstrate 
that you have taken appropriate action in the event of a review by 
data protection authorities. 



Checklist for companies
Prepare an exit strategy
Have an exit strategy in place for your 
U.S. cloud providers to respond quickly in 
the event of a suspension of the Privacy 
Framework. 
Identify alternative cloud providers and 
assess their data protection measures. If 
the risk is particularly high, it's worth 
creating a detailed plan for switching to 
another provider, including timelines, 
responsibilities, and communication 
strategies.



Checklist for companies
Regular review and adaptation of data protection measures
Regularly review and update your data protection measures to 
ensure they comply with current legal requirements and best 
practices. 
If necessary, your own technical and organisational measures can 
also reduce the risks of third-country transfers. Adapt your measures 
as the political or legal environment changes, and ensure that your 
data protection strategy is flexible enough to respond to unforeseen 
developments.
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Politics on the hook of Microsoft
Politics on the hook of Microsoft 

The Microsoft Dilemma 
▪ Trailer: https://www.youtube.com/watch?v=9Nw2J1rXpSU  
▪ Full Movie: https://www.youtube.com/watch?v=_ZaDuinGf2o 
▪ Interview Andrus Ansip, Kommissar für den digitalen Binnenmarkt 

https://www.youtube.com/watch?v=f0ujMbkSK_8 
▪ Controlling the government of India 

https://www.youtube.com/watch?v=qCXlr99jN4I 

▪ ➔ Always use multiple vendors to never be dependent on a single one.

https://www.youtube.com/watch?v=9Nw2J1rXpSU
https://www.youtube.com/watch?v=_ZaDuinGf2o
https://www.youtube.com/watch?v=f0ujMbkSK_8
https://www.youtube.com/watch?v=qCXlr99jN4I

