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Motivation for automated Certificate Management

by Nash!Com

TL;DR — Certificate maximum lifetimes dropped to 200 days in March 2026 and will reach 47 days by 2029. At that frequency,
manual renewal becomes operationally impossible. HCL Domino CertMgr automates issuance and renewal end-to-end. For
everything outside Domino — NGINX, load balancers, and other services — Vault and srvguard close the distribution gap.
Rotating the private key on every renewal cycle is the part most deployments have not solved yet.

The Clock Is Already Ticking

For years, TLS certificate management was something you dealt with once a year. Renew, deploy, forget about it for twelve months.
That era is ending — not gradually, but on a fixed, published schedule that is already in motion.

In April 2025, the CA/Browser Forum passed Ballot SC-081v3, with every major browser (Apple, Google, Microsoft, Mozilla) voting yes
and not a single no vote among certificate issuers. The ballot introduces a phased reduction in maximum TLS certificate validity:

Date Maximum Validity
i 2ot
Now 200 days
2027-03-15 100 days

2029-03-15 47 days




Domino 12+ CertMgr Design Goals

e Domino

— Domino CertMgr provides automation for Certificate Management since Domino 12.0

« Design Goals
— Simplify Domino certificate management
— No external tools like OpenSSL command line to create keys and convert certificates needed!
— Replace difficult to handle *.kyr files with standard *.pem format
— Full Let's Encrypt® / ACME CA integration
— Simplified flows for external certificate authorities
— Domain wide secure and automated deployment for “TLS Credentials”
— Automated update of certificates including automatic cache update in internet server tasks

— Support ECDSA in addition to RSA



Before Domino 12 *.kyr files, kyrtool & OpenSSL

« Domino always used the *.kyr file format
— Old IBM format nobody else can read or write

— The only tool available to read and write is “kyrtool”
e Very flexible but command line driven -- not always easy to handle

e Replaced old certreq.nsf database which wasn’t easy to use either

I”

e Creating keys and CSR required an external tool like “openssl” command line

— Very powerful, but also very cryptic tool with confusing command line for most admins

« * kyr files have a corresponding *.sth containing the encoded password

— Can be decoded with simple perl script

« kyr file cache for internet processes always needed restart for any *.kyr change
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Automating Certificate Operations

e CertMgr has been designed using open standards and automation in mind

e CertMgr out of the box supports automated flows

—  But there is much more to discover

e The following slides explain CertMgr functionality to provide the base for Certificate operations
— Explain standards, concepts, features
— Explain the background for each functionality where it is relevant for automation

— Point out in where automation can be used on top of the standard functionality
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Certificates & Keys

Exportable private key:

MIIBBzBiBgkghkiGowOBBOOWVTAOBgkghkiGOwIBBOwWW IWOOEMEkevWgAUIF+NS]
NaWCAQICERRCASAWDRAY IR oZ ThvelhgsFADLRGdBgl ghkgBZOMEL SoEEN 3B toTHOEY
dnquFs0lbCcEgaBgelbFuszmeROW4 loDxuWz=MBMap+0U0Gcd 4Kl StcMUfenhnDax
LI1ICtWMMIgvxIzD+0s5]T4es/CnlDoX1 LOJEVYRETePzAymO+ ] d98xTOFBLUPZWNC
YtrlLo9+ythe ) s EYMECZz0E Yux SBALRERNA I 1 AQZPuozgkE0lg/ 1viUrdasVanzYw
gLa7tU1BBShbrMOUhU2 ImeVayisSlmI/ed/ Ix

L == |

Certificate chain:

R

MIIBKTCCATeghwIBAgICQcripwlozdg] YEEU32 3bLgTARBggghkjOPOODA JAfMRAW
DgYDVROKDAJOYENoQ2 9tMOswC oY DVRODDAJDOT Ae FwlyMTEyMDY N I 2MT 1aFwiy
MiEyMDgxN]I2MT 1 aMCsxEDROBgNVBACMBO She2h D2 0xFzAVEgNVBAMMInd 3dySu
TENoY 29t LB IMFkWEWYHECZ Iz J0CAQY TKoZ 1= 0 DAQcDOgAESOIGL =t OHC 1 JBS 00
TEuBEl1lyuAFnlGr] 6dYIXLHEQWIPPZT SESEN+mE Iy SpPR0lELE 0hWwl e SGvmaRJ
HiEnSeNIME cwMAYDVRORECkw T4I043d3LmShe2h jb2 0uZGWCFEd3dyS4bi0tYmlo
ZEIta3ZhlmNvhTATBgNVHSUEDDAEBggrBgEFBOcDATAEBggghkjOPOODRAgGNIADBE
LiEMvgsuRQo EXdSVO0eTIYHeoWINiVev 1 TvnLEQNPRYSeCIFDzEOn3x ZE2+Jey
spEapub3+BEXxBALNTSaGLEZzi04

-



Private/Public keys

« Private keys are generated based on crypto graphic standards

e You can derive a public key from the corresponding private key

e The public key is shared with anyone who wants to encrypt for you
e The private key needs to be always protected!

e Private keys are also used to create signatures

— For example in case of X.509 certificates private keys sign a CSR (certificate signing request)

« Used for asymmetric (public/private key) encryption
— Most times for communication a symmetric session key is created for data encryption

—  Symmetric keys are encrypted with the asymmetric public key
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CA and certificate chain

1. Self sign root

« CAis a self signed certificate installed

Server as a trust into a local trust store
Root CA = =] [=] [N CA & intermediate/sub CAs have a
' :? . private key signed by next higher CA
A

The last intermediate “issuing CA”

signs CSR resulting in a leaf certificate

i TLS Connection
j ' Intermediate CA — — A CSRis signed by the private key
| with the information about what

to certify (e.g. SAN, org)

Client
CSR To verify the certificate local root

4. sign CSR 4 [=] § from trust store + the full chain is used
3. Create CSR ¥ | i

__________________________________________

m

Private Key Leaf Certificate HCLSoftware



PEM format

Widely used de-facto standard to represent key and certificate information

— https://en.wikipedia.org/wiki/Privacy-Enhanced_Mail

Text based format which can be merged and edited with any editor

— Baseb64 encoded form of the binary DER format + markers for begin and end of the data

Supports unencrypted and encrypted keys

— Encryption uses a “password/passphrase”

— Datais still shown as text (Base64 encoded)

Many applications use separate PEM files
for key and certificate chain

— Example: NGINX
A big benefit:

— Update certs without re-encrypting the key

PEM

Exportable private key:
————— BEGIN ENCEYFTED PRIVATE EEY---—-

MITBEzBiBgkghkiG9wlBBQOWVIAIBgkghki Go9wiBBCwWw IWwOOEMf kevHgiuI F+H5]
uaWCOQICERRCRSAWwDAY TKoZ ThveNhgsFADRABglghkgBZOMELSEENsBExtoTWOEY
dnquFs0lkCcEgaBgGlbFuszmeR0W4 1 oDxuWzMEMap+ 0U0Gc4 4Kl StecMIfeuhnDax
LI1CtWMMIgwxIzD+035] T4eE/CnllDoX1 LOJEvyRETe PEAYMO+ A58 xTOFB1UPZWNC
YtrLo+ythe ) S EYMECZz0E Yux SBALREENA 31 d0ZPuczgkE00g/ 1viUrdasVanzYw

qLa7tUl1BBEShbrMOUThUJmeVayiSlmI 60,/ Ix

Certificate chain:

————— BEGIN CERTIFICATE-————

MIIBKICCATeghwIBAgICQcripwlozdg] YEEU32 3bLgTARBggghkjOPOODA JAfMRAW
DgYDVROKEDAJOYENoQ2 9tMOswC oY DVRODDAJDOT Ae FwlyMTEyMDY N I 2MT 1aFwiy
MIiEyMDgxN]I2MT 1 aMCsxEDROBgNVBACMBO She2hDh2 0xFzAVEgHNVBAMMInd 3dySu
TENoY 29t LB IMFkWEWYHECZ Iz J0CAQY TKoZ Iz 0DAQcDOgAESOIGL =t OHC 1 JBS 00
TEuBEl1lyuAFnlGr] 6dYIXLHEQWIPPZT SESEN+mE Iy SpPR0lELE 0hWwl e SGvmaRJ
HiEnSeNIMEcwMAYDVRORECkw T4I043d3LmShe2h jb2 0uZGWCFEd 3dyS4bi0tYmlo
Z¥Ita3ZhlmivhTATBgNVHSUEDDAEBggrBgEFBOcDATAEBggghkjO0POODRAgGNIADBE
LiEMvgsuRQo EXASVI0eTIYHeoWINiVeve 1 TvnLEQNPRYSeCIFDzEOn3x ZE2+Jey
spEapub3+BEXxBALNTSaGLEZzi04
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PKCS#12 (aka P12 or PFX)

Widely used standard to store key and certificate in one binary container

— https://en.wikipedia.org/wiki/PKCS 12

Binary format often encrypted with a password/passphrase

— Combining key and certificate chain in one encrypted file

Often used by applications like HCL Sametime, HCL SafeLinx, Tomcat, etc

PKCS#12 is also replacing the old legacy Java key store (JKS format)

Examples: domino.p12, win.pfx

Challenge
— If password protected, you need to decrypt the p12 file before you can read anything

— This makes certificate updates more challenging

10 HCLSoftware
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certstore.nst

TLS Credentials

Main ] Security/Keys ] I"u"IanuaI] Comments

Main
Status:

Host names;

Servers with access.

Status:;

Certificate expiration:

Certificate renew date:

Certificate provider:
ACME account:
Key type:

Curve name;

Issued

*dnug.eu
pluto/MotesLab |

Valid

Fri 04/03/2022 09:11:57
Wed 02/02/2022 09:11:57
ACME
LetsEncryptProduction
ECD=A

MIST P-384

R

-



certstore.nsf

Domain wide database managed by CertMgr task

Secure, automated deployment for TLS Credentials and trusted roots

Private keys are encrypted with CertMgr server
and the server specified in field “Servers with access:”

— Special designed Vault style encryption with new API

Easy to use with modern interface

CertMgr servertask is only supported on W64 and Linux64
— AIX and 0S400 can still leverage certstore.nsf and the new TLS Cache

e Create replica manually

12

E& Certificate Store

linus.lab.dnug.eu

Cert Manager Server:
linus.lab.dnug.eu

~ TLS CREDENTIALS

pe

~ CONFIGURATIONS

By Host Name

By Domino Server
By Account Name
Exportable
Archive

Jconsole

ACME Accounts

Certificate Authaorities

! DMS Providers

DMS Configuration

DMS Trace Logs

2 Trusted Roots

Password Store

HCLSoftware



Create certstore.nsf on CertMgr Server

« First server in domain starting the “certmgr” servertask is setup as the CertMgr Server

Checks the Domino directory profile on admin server for an existing CertMgr server
If no server exists automatically creates the domain wide certstore.nsf database
Updates the directory profile on admin server to propagate the CertMgr server in the domain

All operations are performed on CertMgr server

« Starting the certmgr servertask on any additional server in the domain creates a replica

13

Each additional server acts like a “CertMgr client” and will just replicate the database every 2 minutes

Keeping the CertMgr servertask loaded is an optional convenience step

Any type of replication setup which ensures a short replication cycle can be used as well

HCLSoftware



TLS Credentials

£ Submit Request ¢ Edit Document X Cancel (@ Examine Certificate(s)

« TLS Credentials = private key + leaf certificate + TLS Credentials

chain (intermediates) + trusted root Main | Security/Keys | Manual | Comments
« Replaces “*.kyr files” Main
Status: Issued
— Stored in PEM format (text with base64 encoded data) Hott names:

*.lab.dotnsf.org

e Can be created via

Servers with access: notes_nashcom.de/SrMashCom-Met J

— Manual flows including import Status: Valid
Certificate expiration: Di 21.04.2026 15:30:44
— ACME protocol (Let's Encrypt & others) Certificate renew date: o 22.03.2026 14:30:44
. Certificate provider: ACME
- Mlcro CA ACME account: LetsEncryptProduction
Key type: ECDSA
Curve name: MNIST P-256

Automatically renew: 30 days before expiration

« Specify trusted roots used for client certificate verification

— Used to be hidden in kyrfile.kyr and was difficult to manage

14 HCLSoftware



;:',} Submit Request Save & Close X Cancel (G Examine Certificate(s) Import TLS Credentials

TLS Credentials — Detalils TLS Credentials

Main | Security/Keys | Manual | Comments |

« Details about certificates and key Certificate Information
Issued to: CMN="lab dotnsf.org

« Issued to/by, expires, activated Issued by: CN=E7/0=Lets Encrypt/C=US
Expires: Di 21.04.2026 15:30:44

° Key a|g0rlthm, bItS/CUI’VE, usage Acti\jrated: . . Wi 21.01.2026 14:30:45
Certificate Fingerprint (SHA256): 9602 T54E B824 B9F9 C163 TA3IA 2951 49F6 BE3A EOF2 C832 364F

 Subject Key identifier used for lookups Key Information
Created: Sa 22.11.2025 14:39:58

« Trusted Roots trusted by this TLS Credentials Algorithm: ECDSA
Curve name: prime256v1 (NIST P-256)

— Replaces imported roots in keyfile.kyr Key Usage: “Digital_Signature

Subject key identifier (SHA1):  EC5D C538 F390 A%85 B2EE 120D 7073 DES2 6D52 4254

— Much easier interface
Trusted Roots

"CN=Actalis Authentication Root CA/O=Actalis S.p.AJ03358520967/L=Milan/C=IT
DST Root CA X3/Digital Signature Trust Co.

*2 Server MiniCA/DominolLab : MiniCA-EC521/Dominolab ;=1

PEM

Certificate chain:

MITDmDCCAX2gAWIBAgISEpHdivwdhldUhudfedeMnWgHtMRoG0CgG5M4 9SBAMDMDI X
1 5 CzAJBgNVBAYTALVIMEYWFAYDVOOKEW LMZXOncyB Fhmlye KB OMOswC QY DVOODEWJE
NzRAeFwlyN]AxM]ExMzMwDVa Wiy A0M] ExMzMwNDRaMB s x GTAX BgNVBAMME Cou



Trusted Roots

o Stored in trusted, secured certstore.nsf

— Replicated domain wide

)

« The lookup identifier is “Subject key identifier’

« Auto complete certificate chains for all flows
— Certificate chains are sorted & completed
— Private Key - matching leaf certificate
— intermediate certs in the right order
— trusted root
« Tip: Intermediate certificates can be imported as
“Trusted Root” to be used to complete chains

— Just listed with warning, that they are no root

16

£ Submit Request ﬁ Edit Document

Trusted Root

X Cancel (@ Examine Certificate(s)

Main | Certificates | Comments |

Main
Status:
Name:

Usage categories:

Certificate status:

Subject key identifier (SHA1):

Certificate Information

Expires:
Activated:
Algorithm:

Curve name:

Issued

CN=ISRG Root X2/O=Internet Security Research |

Valid

7C42 96AE DE4B 4838 FASZ FB9E 8CCF 6088 AT

Mo 17.09.2040 18:00:00
Fr04.09.2020 02:00:00
ECDSA

MIST P-384

HCLSoftware



Manual Certificate Operations

e 1. CertMgr processes submitted requests and creates
— Private key saved locally encrypted for assigned servers

— CSR (Certificate Signing Request) signed by private key—> PEM Certicate renew date:

e 2. Admin sends CSR to CA

e 3. Admin imports certificate & chain ( PEM ) back

— Paste full chain in any order and submits the form again

— Duplicate certs are ignored

— Missing intermediate certs and root are automatically

added from “Trusted Roots” in certstore.nsf

e Process can be automated using Lotus Script

— Certificates are stored in PEM = Text

17

£ Bubmit Request Save & Close X Cancel

TLS Credentials

Main ] Security/Keys ] Manual ] Comments

Main
Status: Ta-
Host names: " www.notes.lab

Servers with access: " notes-lab-01/SnvMNotesLab | |

Status:

Centificate expiration:

Certificate provider: “Manual ; ~
Key type: TECDSA, -
Curve name: TMNIST P-384 4 -
Automatically renew: 30, days before expiration
Keyring file: dl
_ £ Submit Request | I CopyCSR | [ Paste Ceriificate ¢ Edit
Certificat -
common |LS Credentials
Organiza
Main l Security/Keys ] Manual ] Comments
Main
Waiting
Main | Security/Ke s_lMlComments
l tylKey l www.notes.lab
Paste - Certificates & Roots (PEM) ; notes-lab-01/SrvilotesLab _|

Copy - CSR (Certificate Signing Reqguest)

————— BEGIN CERTIFICATE REQUEST-———-
MIIBijCCARACACAWVSELMAKGE1UEBhMCVVM:CzATBgNVEAGMAkLE
DAZCL3N0b2 4xETAPEgNVBACHCE SvdEV=TEFiMRYwFAYDVOODDALS
bEFiMHYWEAYHE0Z Iz 0CACYFR4EEACIDYgRERSOOgHM/28q22 yog

HCLSoftware
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TLS Cre

Subject key identifier

8E1D 5236 BBC1 3A1C ...
BBAE 8718 D38C 1631 ...
7272 955E 213C D4DD ...

3 TLS Credentials

Subject key identifier

8E1D 5236 BBC1 3A1C ...
BBAE 871@ D3eC 1631 ...
7272 955E 213C D4DD ...

3 TLS Credentials

NIST P-384
RSA 4896
NIST P-384

NIST P-384
RSA 4896
NIST P-384

dential

Expiration KeyFile/Tag

89.7 days keyfile.kyr
54.3 days
76.5 days

Cache

Host names (SANs)

zerossl2.iris.csi-domino.com
www .domino-lab.net mail.domino-lab.net
*.digitalocean.domino-1lab.net

zerossl2.iris.csi-domino.com
wwe . domino-lab.net mail.domino-lab.net
*_digitalocean.domino-lab.net

-

&




Domino 12+ TLS Cache

* kyr files have been managed by the KYR-Cache reading *.kyr files from disk

New TLS Cache reads TLS Credentials directly from certstore.nsf

TLS Cache sits in the SSL layer below internet protocols processes ( e.g. HTTP/SMTP)

Support for RSA and ECDSA keys in parallel

Support for wildcard certificate lookups
Internet Tasks

SMTP

Internet Tasks
HTTP

Automatic on the fly certificate reload

— when added or updated

Also manages trusted roots & OCSP cache

19 HCLSoftware



Keyfile name field is still very important!

Server: pluto/NotesLab pluto.csi-domino.com

The keyﬁle ﬁEId in Server docu ment a nd inte rn et Site iS Elasicsl Securityl Ports... I Server Tasks. . l Internet Protocols. . l MThAs. . ] Mizcel

Sti I I trigge ri ng SS L Notes Metwork Ports ] Internet Ports... ] Proxies ]

« Defines the default TLS Credential for the server S5t protcatverson for s P

with all protocols except HTTP): egotated.y -

. . . Accept SpSL site certific:ltes: " Yes & No

« Also used when server acts like a client ( e.g. outgoing secure SMTP ) Aceptesireassicenicates: © ves © No
S5L ciphers: ECDHE_RSA_WITH_AES_ 256 GCM_SHA334

. DHE_RSA_WITH_AES_256_GCM_SHA384

° B e St ra cti ce . Modly EEETSEE?&T#JEEQE fggfgafﬂtingﬁig;gSs
p ° ECDHE_RSA_WITH_AES_256_CBC_SHA3&84

DHE_RSA_WITH_AES_256_CBC_SHA256
ECDHE_RSA_WITH_AES_128_CBC_SHAZ256

— Specify Domino server's host name e —
—  Works wildcard certs and RSA + ECDSA certs Web Site Website Default

— Not only for HTTP -- Important for SMTP, LDAP, POP3, IMAP 2 cerfousten | nno e | sccury |

Anonymous: " Yez { MNo
Mame & password: * Yes (" No
Redirect TCP to SSL: " Yes {* No
Anonymous: * Yes " Mo
Mame & password: * Yes " No
Client certificate: " Yes ¥ No

20 Key file name: " keyfile.kyr HCLSOftwal'e

Protocol version: " MNegotiated ; -
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ACME Support

Let’s KB
Encrypt
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Automatic Certificate Management Environment

« ACME is designed for automatic certificate management

— RFC 8555 - Automatic Certificate Management :h_ ZeroSSL GECTIGO®
« The most well known provider is Let’s Encrypt SSL... A,ﬂcmug

- There are additional free and commercial providers

— | have tested all | could get an account for V

— If you have tested for example with DigiCert, Global Sign let me know

e There are no free accounts available and certificates are pretty expensive

« Private CA providers supporting ACME
— Small Step CA is already around for a while

— HashiCorp Vault now also supports ACME
e CA/Sub-CA, ACME support, SSH Key signing and more, HSM support

22 HCLSoftware



ACME HTTP-01 Challenges

How it works

— 1. ACME server provides a challenge to ACME client
— 2. ACME server will ask via in-bound HTTP port 80 for the “secret” at a well-known URL

If server is configured to only allow authenticated connection configure public URL
— Notes.ini: HTTPPUBLICURLS=/.well-known/acme-challenge/*:/redir.nsf/*:/MFASetup*

Inbound HTTP port 80 is required — Not only for first certificate request!

If the server is not reachable by the ACME server (e.g. Let's Encrypt), the challenge fails !!!

— Tip: Inbound connection can be a proxy connection

Troubleshooting document

— https://opensource.hcltechsw.com/domino-cert-manager/troubleshooting_acme_challenges/

23 HCLSoftware
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Internet

2. Verify ACME Challenge HTTP / Port 80

GET /.well-known/acme-challenge/xyz... 2. Verify ACME Challenge # ZeroSSL
Reverse brox HTTP / Port 80 LetsEB °©
proxy Encrypt GECTIGO
Load balancer -
(optional) Certificate Authority a Vault
— ACME protocol
HTTP / Port 80
HTTP HTTP
+Internal ACME plugin +Internal ACME plugin HTTPS 443
1. Cert Request / ACME V2
TLS Cache CertMgr HTTPS GET/POST Forward
servertask Proxy
certstore.nsf certstore.nsf
- TLS Credentials -TLS Credentials
- ACME Account - ACME Account RCME
- Challenge - Challenge

Domino12.0.1+

Domino 12.0.1+ HCLSoftware
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Domino Micro CA

Certificate Authority

Basics ] Local CA] Comments ]

Certificate Authority
Status: Enabled
Name: MashCom

Type: MicroCA

-



Simple internal Micro CA TLS Credentials

Main | Security/Keys | Manual | Comments |

Main
Status: e

— Available via One-touch Setup for first server in domain Host names: " www.acme.com |
" pluto/NotesLab , __|

« Domino 12.0.1 introduced a simple “Micro CA” managed by CertMgr

Servers with access:

— Or from certstore.nsf to issue a certificate from the local CA

Status:

Certificate expiration:

— Not a full CA — But enhanced from release to release

Certificate renew date:

Certificate provider: "MicroCA , ~
Certificate authority: "DominoMicroCA  ~
« Avery good option for internal certs Key type: "ECDSAS -
Curve name: "NIST P-384 ; ~
— For examples to be used behind load-balancers
Certificate Authority

e Improved in every release —including 14.5.1

. Basics | Local CA | Comments |
e Can be also used as a internal CA

Certificate Authority
— Recommendation update to 14.5.1 Status: Enabled
Name: DominoMicroCA
— With 14.5.1 use shorter certificate expiration Type: MicroCA

26 HCLSoftware
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Export & Impor

Import TLS Credentials

Action:

Format:

File name:

Current password:

New password:

Verify password:

Password quality:

oK Cancel

" Import TLS Credentials only - Not exportable
Import TLS Credentials - exportable

0!

& PKCS12 - Binary encoded X.509 (P12/PFX)

" Basef4 encoded X.509 (PEM, AES256 encrypted)

" KYR - Legacy keyring format

‘d’.\mycerl.p12

|

Medium

Choose a stronger password
Import file does not exist

o &

e




Concept of “exportable keys”

The private key is always encrypted for servers only and can be only decrypted by
- CertMgr server

— All servers listed in “Servers with access”

Beginning with Domino 12.0.1 private keys can be created or imported “exportable”
— a.) Either create an “exportable private” key for ACME / manual / MicroCA certificate flows

— b.) Orimport x.509 certificates marking them exportable

Exportable keys are protected with a password/passphrase

— Stored as AES 256 encrypted PEM in a visible field in the form

Export functions use the Exportable key field to create files containing the

complete TLS credentials information ( key + cert + chain + root )

28 HCLSoftware



Create Exportable Key

« Create key and specify a secure password

— Export requires password with sufficient entropy

« Create based on key type size/curve

Import TLS Credentials /2 Create Exportable Key

« Created key can be used for all flows

Create Exportable Key X
- ACME
— Manual Specily a sk
H New password: ‘ ......... |
—  MicroCA
Verify password: ‘ |
Password quality: Medium

Choose a stronger password
OK Cancel

29 HCLSoftware



Import existing X.509 Certificate and Key

30

Supports
- PEM (.pem)
— PKCS12 (.p12/.pfx)
— Keyring files (.kyr)

Default option: Import only

Import and mark private key exportable

— Requires password for exportable key
Supports password protected files
Sorting and filtering certificate data

Auto complete chains

Import TLS Credentials

Action:

Format:

File name:

Current password:

New password:

Verify password:

Password quality:

OK Cancel

" Import TLS Credentials only - Not exportable
* |mport TLS Credentials - exportable

(¥ PKCS12 - Binary encoded X.509 (P12/PFX)
" Basef4 encoded X.509 (PEM, AES256 encrypted)
" KYR - Legacy keyring format

‘d:\my'cerl. pi2 ‘ |

Specify a strong password below

Medium

Choose a stronger password
Import file does not exist

HCLSoftware




Export TLS Credentials

e Su pports | Export TLS Credentials % |
- PEM (.pem)
Format: (¢ PKCS12 - Binary encoded X.509 (P12/PFX)
- PKCSlz ( p12/ pfx) " Basef4 encoded X509 (PEM, AES256 encrypted)
File name: d\exported.pem ‘ _I
e Export action is only shown when exportable

Friendly name:

« Only password protected / encrypted

Current password:
export with current encryption standards! R
- PEM: AES 256 N
~ PKCS12: AES 256 / PBES2 S
e See: https://datatracker.ietf.org/doc/html/rfc8018 Password quality: Good

e Not all external tools might be able to read it ox | [ Cancel

31 HCLSoftware



Implementation

Single sub-form for export, import and create exportable key

Designed to use “Enter” to validate the form (OK button) for convenience

Validation is built into the form

— All errors are shown on the bottom of the dialog box at once

Script lib encapsulating back-end functionality
— Leverages a 12.0.1+ C-API call in nnotes.dll/libnotes.so

— Export/import actions are only shown in 12.0.1+ clients

Central call used for all export and import operations
— Load certmgr -importpem / -importkyr
— One-touch Domino setup: Import existing *.pem / *.p12 / *.kyr files during setup!
e Note: Only available for first server in the domain

32 — HCLSoftware



Use cases for import & export

« Import existing X.509 certificates
— Use existing PEM (.pem), PKCS12 (.p12 / .pfx) and keyring-files (.kyr)
e Like wild card certificates already available in your organization
e Support for password protected PEM and PKCS12 with current crypto standards
e Export CertMgr TLS Credentials to be used on other environments
— Export to encrypted PEM and PKCS12 files
e Exported keys are required to be password protected with a “secure” password
e Useful to export for Sametime, SafeLinx load-balancers & Co
e Most automation functionality can be triggered by writing the right fields
— Extended automation requires the LS2CAPI Call (for example creating private keys)

— Open source Script Lib available for export & import from Nash!Com on request
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MicroCA Improvements

The MicroCA was started very simple just for the AppDevPack

Meanwhile it got more functionality from release to release

Validity period can be specified for each TLS Credentials doc

— Default 365, can be shorter or longer depending on use case

Modern certificate extensions

— Subject Key Identifier (SKI)
— Authorized Key Identifier

Not displayed in TLS Credentials form but part of certificate.
— Can be displayed with OpenSSL and other tools...

— See example on next slide

35

TLS Credentials

Main | Security/Keys | Manual | Comments

Main

Status:

Host names:

Servers with access:
Status:

Certificate expiration:

Certificate renew date:

Certificate provider:
Certificate authority:
Key type:

Curve name:
Automatically renew:
Validity period:
Request key rollover:

Keyring file:

Issued

www.dnug.lab

linus_lab.dnug.eu/dnug-lab __|

Valid

Do 04.03.2027 21:06:55

Di 02.02.2027 21:06:55
MicroCA
DMUG-Lab-MicroCA
ECDSA

MIST P-256

30 days before expiration

365 days
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Manual Flow Improvements

e Specify emailAddress

e Tolerate certificates with IP and email SANs

36

Some companies require an e-mail address specified for internal CA certificate requests (CSR)

An email address isn’t what a web server certificate should use

But not all attributes need to be added by the CA from CSR

Domino only supports DNS server SAN extensions
ACME and Micro CA flow only generates DNS SAN certs

IP and email SANs could still be imported via manual flow

Starting with 14.5.1 only the DNS SAN extension is read to allow to use certs with IP address SANs

In earlier versions the import fails
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Cert Details

Subject Key Identifier (SKI)

— is usually a SHA1 of subject
public key but could be also
the first 20 bytes of a SHA256
hash

It is calculated and added as an

extension

e Authorized Key Identifier
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— Is the SKI of the issuing CA

cert

#0
Subject
SAN (DNS)
Issuer

Mot After

Serial
Sign Alg
Keylsage

Key
ASN1 OID

AuthKeyId
SubjKeyId
SKI-SHAL

S5KI-5HA256 :

MD5
SHA1
5HAZ56

#1
Root

Mot After

Serial
Sign Alg
Extensions
Key

ASN1 OID

SubjkeyId
SKI-SHAL

MD5
S5HAL
5HAZ256

ExtKeylUsage:

: fO=dnug-lab/CN=tn.dnug.lab
: www.dnug. lab

: /0=DNUG-Lab-MicroCA/CN=CA
Mot Before :
: 2027.83.84 20:06:55 (expires in 365.8 days)

2026.93.82 208:086:55

: 7B78DDA44EC22127C171BEFDB1CCBLSY
: ecdsa-with-5HAZ56

: DigitalSignature, MNonReputation, DataEncipherment, KeyAgreement, CrlSign, EncipherOnly, DecipherOnly
Extensions :

ExtKeylUsage

TLS Web Client Authentication, TLS Web Server Authentication

ECDSA NIST P-256

: prime256vl

:IEB:EB:E?:CB:12:E6:29:4C:C2:14:4F:

77

L]

(A4 EE:

82:

CA:

52:

18:

6E|

FaobiUnbe tALT SETUSILEBIBb Il AS

: 73:56:DD:08:AD:7JE:G5:CB:B6:81:A7:
93:80:C8:9B:C5:01:26:A4:48:D6:EC:

: BC:F3:ED:6D:59:AF:76:DE:12:FD:25:
: 51:BA:1D:BA:9C:B5:2E:1B:E8:6D:78:
 11:D9:A6:F8:17:F9:70:8F:2E:16:64:

: /O0=DNUG-Lab-MicroCA/CN=CA
Mot Before :
1 20835.11.27 20:48:21 (expires in 9.7

2825.11.25 28:48:21

: BlE87ASBAECEDOCEELGCFFCEEEBESFTCTY
: ecdsa-with-5HA256
: BasicConstraints, CA, SelfSigned, Keylsage

ECDSA NIST P-384

1 secp3gdrl

T4
28:
Fa:

a9:
2E:
EC:

B3:
B3:
D5:

Cca:
B3:
(45 4F

b6

U 48
ah:4B8:
36:46:

E&:3A:
EA:CF:

years)

bb:
66
FE:

91

BE:
(AB:

JE:
JE:
o9:

86
a8a:

BE:
6E:
95:

3B:
5F:

BL:
Bl:
9C:

ce:
8A:

FZ
F2
J0:34:9E:59:77:05:58:C6:60:9D0:6E:54:56

81
FF:9B:F8:89:41:12:EC:1D:67:BD:1E:81:2C

|6B:6B:EV:CB:12:E6:29:4C:C2:14:4F:

77

69:

AdEE:

B2:

CA:

52:

18:

6E

S 1 <) W W o A B L W e A o
SKI-SHA256

C1:CD:61:8E:7C:0C:22:33:A1:C6:2C

v 16:5E:F7:FC:DD:FF:84:88:AF:EB:8QE:
: 9E:E6:49:35:4F:5E:2D:8B6:83:33:5E:
 B2:7F:67:F5:98:10:2D:85:9E:C8:Fa:

i
6L

82:
Ch:
EG:

FER
63:

CE:

B3:

AdTEE:
BF:DD:

F4:B6:
34:51:1C:
858:24.

gl
E2:

C3

EE:
C9:

CA:
64a:

240

:95:
:CB:

1k
tAD:

85:
FA:

bk
EF:88:C6:1F:84:95:908:6E:57:74:94:19:F2

BD
SF:65:50:71:EA:CC:C3:7F:88:58:CB:A5:79
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Redirect ACME HTTP-01

« ACME HTTP-01 challenges always need to hit HTTP Port 80 first
on the server pointing to the DNS name first
e You can redirect all challenges to a single server reachable by ACME providers

— Redirect targets can be any server on HTTPS/HTTP on port 80/443

» Certificate on redirect https:// target server is not checked — Just needs to respond via HTTPS
— Simple redirect rule on server where the DNS name points to

— Also works with other type of servers (e.g. NGINX)

Web Site Rule
Description: ACME Challenge redirect
Type of rule: Redirection
Incoming URL pattern: { well-known/acme-challenge/*
Redirect to this URL: http/ivalidation.acme.com/ well-known/acme-challenge/*

Send 301 Redirect:
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Integration - Load Balancers & Proxies NGiNX

Redirect configurations for Load Balancers
— Redirect HTTP to HTTPS

— Redirect ACME challenge to another server via
rules

Transfer exportable keys

Retrieve certificate data matching private key

remotely from CertMgr server

Config + Script

— https://github.com/HCL-TECH-SOFTWARE/domino
-cert-manager/tree/main/examples/nginx

40

OpenSSL

# Port 80 is redirected to 443. Only ACME challenges are redirected to CertMgr server.

server {

}

listen 80 default server;
listen [::]:80 default server;
server_name _;

location /.well-known/acme-challenge/ {

return 381 https://certmgr.acme.com$request uri;

}

location / {
return 381 https://$host$request uri;

¥
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https://github.com/HCL-TECH-SOFTWARE/domino-cert-manager/tree/main/examples/nginx
https://github.com/HCL-TECH-SOFTWARE/domino-cert-manager/tree/main/examples/nginx

HashiCorp Vault V

« Cloud native, API first CA Sign in to Vault
— Very flexible for integration
— Can act as a Sub-CA Method

<>

‘Tnken

Supports HSM hardware

Token

Supports ACME CA ‘

— https://www.hashicorp.com

Good choice fr nternal deployments T,

— Can act as a Sub CA for an existing internal CA

- OIDC, JWT, G|tHUb, Okta, Radius, . Support Contact your administrator for login credentials.

Very good choice for an internal CA with integration

() HashiCorp

Automated Lab deployment = https://github.com/nashcom/nsh-vault-deploy an IBM Company
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Questions & Answers

e Thanks for your interest!
Open questions? Feedback? —

« Additional Resources
— Bonus Material appended to this slide deck
— https://opensource.hcltechsw.com/domino-cert-manager

— https://github.com/nashcom/srvguard/blob/main/docs/certificate-lifetime-reduction.md

e Ask questions via GitHub Issues
—  https://github.com/HCL-TECH-SOFTWARE/domino-cert-manager

HCL Domino Nash!Com
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RSA & ECDSA keys

e RSA private/public key encryption is the most widely used standard

— Notes was one of the first application using it very early - long time ago..

e ECDSA keys (ECC) are based on elliptic curve cryptography

— Much shorter keys for comparable key strength BEGIN EC PRIVATE KEY -

MHCCAQEEIPVLSAK+h6R6GNpuePXtmhkTdqCrXPR/veyXheSEHKMYoAOGCCQGSMA9
AWEHOUQDQgAE3feNYjIOmK5CD+nh75mXeYQjfpWyIzh5N5rq6NjKvlwnR/MaCqdE

— Require much less CPU kHafeyVVzkixsn3R70TgGIYkq3hzASFPRA==

————— END EC PRIVATE KEY-----

— Different types of curves

e Numbers should not be referred to as “bits” - BEGIN RSA PRIVATE KEY-----

MIICXQIBAAKBZQCZwxbwSyRayMERTZ5iwL+ECFguVI3H67hWuHeu3sWUsSj89j/hf

u@3hsF1J+09GxHEdQrdgxgclL9g7dSZtAA4@b+/uLus5UtCogyGYMbWMAW3d INEWr

e Refer key type with a “curve” : “ECDSA NIST-P256” i1 3NN1jgWAUNSKego3FWESRAGYIVGGeQOFryid6KVemzs3nQ@hPedqc TQIDAQAB
A0GAOHadfAVFI11KHKQmMT1kMeu2dhBXkop96582BlaoUpmnFY1P@/yKG7POUpDo2

2GPWrcoMEOtnNws6ViRrcExdinFsDnoO6RI1Z4D]jBsKr79sGTzx/FV5yrDKeokhu

nmTY5iM1NbXkDhs3I8Z4aamLTiNf3HAM3YKH5KkRORCNT87KkCQQDMiIpHM+GrzqvZ

ColwUeB1lY2cS7v/B1kMbNTBCFrhmaXM2wnQsiolVyYbHK2nWw634pEKAQEIT/ zbkin

. iBroT7bDAKEAWHQBtD2gvYdUGEZnjAFNX9TspxgX10+rPgoafqdedkX5]jjO5TKyC

- NOteS/Doman 1202+ fLI”y SuppOrtS ECDSA ENQiFPlr‘hVTdThFquk%QjUSM@OugS‘FPPWJBJEK\%M/KT‘FII%‘\X'FSECnZiQO(quQE»VM{C
jAu2iemkkCz5glKSiuETyydtZxqQOEa/XxDpWOMIrg5GSroqocFWTtGxhTkeCQQCP

PUiPaFcc+X51wzKqh9jzAL1q2InUWNXXhRXrXpL2ILrPVjwSj17ghmgfiEy4ninh

t . . GaE7mANdetuqgBjPsDBTNAkAwhvswm3g+b2IF1dPpY1SAjA KRxmfVhPVrTPSNF+Z
¢ Tlp- Use ECDSA NIST—PZSG InStead Of RSA keys tcLhcmjSmOvpGjngq218fXq7fevlinpngleoRjHvonsap

————— END RSA PRIVATE KEY-----
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Certificate Health Check & Inspecting Certificate Chains

TLS Credentials

Main ] Security/Keys ] Manual ] Comments

 All certificate operations check if the certificate is valid
Main
— Status: Valid, Warnings, Errors o st -
. . Servers with access: led/Redwood-Lab _|
— Detailed warning and error messages Status: Vaiid
Certificate expiration: Fri 06/18/2021 04:51:51 PM
° |V|OSt Common Warning' Certificate renew date: ‘Wed 05M19/2021 04:51:51 PM
) Certificate provider: ACME
ACME account: LetsEncryptStaging
e  “Last cert in chain NOT self signed — No root found” N
Status: Vﬁnlmfﬁ in chain is NOT self signed - No root found
— Not an error - Just means that there is No trusted root Certificate expiration: Sat 07/24/2021 06:27:48 PM
— Trusted roots can be imported separately and are added Status: e cate
. . Certificate expiration:
to the chain if present
> show stat certmgr.*
e Updates CertMgr statistics to reflect the current health status Certigr.CertStatus.Green = 3

CertMgr.CertStatus.Red = 1
CertMgr.CertStatus.Yellow = 2
CertMgr.CertStatus = Red

4 statistics found
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Support for Elliptic Curves — “ECDSA Keys”

ECDSA is the more modern, more secure standard with less overhead
— NIST P-256 ECDSA key —> 3072 bit RSA key or a 128 bit AES key
— NIST P-384 ECDSA key —> 7680 bit RSA key or a 192 bit AES key
— NIST P-521 ECDSA key - 15360 bit RSA key or a 256 bit AES key

Fully supported in the Domino V12 TLS/SSL stack
— Support for RSA and ECDSA key types in parallel — even for the same host!

With ECDSA the following ciphers are automatically used instead of the cipher config
— TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 (0xC02B)
— TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xC02C)

Background Information ECDSA
- https://blog.cloudflare.com/ecdsa-the-digital-signature-algorithm-of-a-better-internet/
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Certificates

Keys are signed using the private key of a Certificate Authority (CA)

— Validated against the root certificate

Usually there is a “certificate chain” with multiple Sub CAs creating intermediate certificates

The root certificate is stored in a local trust store (e.g. installed in your web browser)
— Servers can send the root certificate for completeness. But it is not required

— It’s still good to have the full chain locally to verify your certificate chain is complete!

Leaf certificate and intermediate certificates are sent by the server
— Used to verify the certificate chain from leaf certificate to root certificate from your local trust store

— Verification of a certificate always needs the full chain!

Let’s have a look in detail..
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DNS Provider Interface

« Triggered by configured “registered domain”
— Choose the right provider

— Specify provider specific information

e Build-in support to integrate DNS providers
— Easy to integrate REST interface (@Formulas)

e Recommended interface!
e Works for most providers

e “Low code approach”
 Notes Agent

« Command line Integration

48

DNS Provider Account

Basic l Comments ]

DNS Account
Registered domain: csi-domino.com
Account name: Cloudflare csi-domino.com
Status: Enabled
DNS provider configuration: Cloudflare ?
Caonfiguration Values
DNS zone: 1b3chBac
User name: |
Email address: DNS Provider Configuration
Password:

Authorization key: . )
Basic l Operations ] Comments ]
Authorization token:

Custom value: Basic
Configuration name: Cloudflare
Provider name: Cloudflare, Inc.

Reference

Website: hitps fwww_cloudflare. com
Documentation URL: hitps:Napi.cloudflare. com/
Version: 1.1
Author: HCL

Reference URL:
Documentation; The Cloudflare integration is based on the official

The configuration requires either an a.) APl token

‘We recommend to use the APl token, because it
This integration supports both combinations.
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ACME DNS-01 Challenges & Wild Card Certificates

Allows to request certificates without inbound internet connection IN

ACME Challenge is stored in DNS TXT record

Supports wild card certificates! e. g. *.acme.com

Requires DNS provider APl with outgoing HTTPS connection to DNS provider
— No inbound connection needed

— Can leverage outgoing proxy connections

CertMgr server can request certificates for any server in the DNS domain
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DNS Provider Interface — Import DXL

o« DNS TXT API DXL files are not included in certstore.ntf DNS Provider Configuration

Basic ] Operations ] Comments ]

e Provider interfaces can be imported via DXL files

Operations
- . Type: HTTP R
— Database action: Import DXL yee cuest
Status formula: @if (retJSOMN_Add success = "true™; 200; 400)
Request URL: https:iapi.cloudflare.comiclientvdfzones
DNS provider delay 20
HTTP request tracing: Enabled
o REST interface is based on @formulas HTTP Settings
HTTP Lookup Request (applies to add and delete operations)
— Low code approach Lookup request type: cET
Lookup URL formula: @if (cfg_DnsZone = cfg_URL + "?name="+param_RegisteredDomain;
— N @if (cfg_AuthToken = ("X-Auth-Email: ™ + cfg_InternetAddress) : { "X-Aut
Ca n p a rse -l SO N res p O n Ses Lookup header formula: ) ( "Content-Type: application/json” )

Lookup post data formula:

— Helper buttons for inserting fields & testing formulas Gustom result formula: @if(ca_DnsZone = ; @SefFild (lo_DnsZone" rslISON_Lookup resu

HTTP Add Request

— Trace results useful for troubleshooting and developmen  auey reauest wpe:

Request type: FOST
URL formula: cfg_URL +7"+ cfg_Dnsfone + “dns_records™

@if (cfg_AuthToken = ("X-Auth-Email: ™ + cfg_InternetAddress) : { "X-Aut

Header fo la: . P
eader formula ) : { "Content-Type: application/json” )

Post data formula: {type™ TAT"name™™" + param_DnsTxtName+ " "content™™ + param_Dr
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HCL GitHub Repository “domino-cert-manager”

« ACME DNS-01 challenge integration
— Scripts for integration with DNS TXT API

O Search or jump to... Pull requests Issues Marketplace Explore

— Questions for DNS TXT APl integrations should be 9 HCL-TECH-SOFTWARE / domino-cert-manager i

<> Code O Issues 1 pun requests @ Actions @ Projects 00 wiki @ Security |~ Insights @ Settings

issues on GitHub instead of HCL support tickets

¥ main ~  domino-cert-manager / docs / troubleshooting_acme_challenges.md
e Troubleshooting information for ACME HTTP-01 @ ouneNshe g o

Ax 1 contributor

e Information about ACME providers etc.

I= 208 lines (122 sloc)  9.36 KB

» Central resource for ACME Integration Troubleshooting ACME HTTP-01 challenges

Verify requirements

Inbound port 80

ACME HTTP-01 challenges used by CertMgr to confirm Let's Encrypt challenge requests require
At least the first request has to be HTTP on port 80. The request can be redirected to another se
server.

51 HCLSoftware



Domino CertMgr Commands

o Tell certmgr show certs
— Shows the currently loaded TLS Credentials for this server
— Each process has it’s own cache
CertMgr server task is used to show certificate information
e Tell command only works on CertMgr server — Not on certmgr task in client mode
But option is also available on all servers (Windows/Linux) via

- load certmgr -showcerts

e Tell certmgr show ocsp
— Checks the OCSP status for all configured TLS Credentials
— Requires OCSP to be enabled

— Also available via load certmgr -showocsp
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CertMgr Command Examples

53

Subject key identifier

8E1D 5236 BBC1 2A1C ...
BBAE 8718 D38C 131 ...
7272 955E 213C DADD ...

3 TLS Credentials

Subject key identifier

8E1D 5236 BBC1 2A1C ...
BBAE 8718 D28C 1321 ...
7272 955E 213C D4DD ...

3 TLS Credentials

Key info

NIST P-334
R5A 4896
NIST P-384

NIST P-384
RSA 4896
NIST P-384

Expiration KeyFile/Tag

89.7 days keyfile. kyr
54.3 days
76.5 days

Host names (SANs)

zerossl?.irds.csi-domino. com
W . domino-1lab.net mail.domino-lab.net
*_digitalocean.domino-lab.net

zerossl2.irdis.csi-domino. com
W . domino-lab.net mail.domino-lab.net
* digitalocean.domino-lab.net

HCLSoftware



TLS Cache Select Criteria

e V12.0.1+
— Ensure that TLS Cache loads TLS Credentials also in transient or renew error state

— TLS Credentials with certificate status of “yellow” and “green” with the following status are loaded

e Issued

e Pending

e Renew

e Waiting

e Error

e Expired

e Update Server List
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New algorithms importing/exporting Certificates

Import now also supports newer AES-CBC with 128/192/256 bit keys.

For backward compatibility
— 3DES-CBC, SHA-1 (hmacWithSHA1)
— 3DES-CBC, SHA-2 (hmacWithSHA256, hmacWithSHA384, and hmacWithSHA512)

Exporting PEM or PKCS#12 file always use more modern and secure standards
— PBES2 with 256 bit AES, 4096 iterations, and HMAC-SHA2
— Same default in OpenSSL 3.0 (Tip: 3.0 -legacy switches back to the older weaker encryption if needed)

For older software like Java 8/11 applications (e.g. Sametime 11)

you will either need to convert via OpenSSL or lower the export security via notes.ini
— PKCS12_EXPORT_LEGACY=1
— Downgrades all of the PKCS#12 files exported to use 3DES with SHA-1
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Server Name Indication — aka SNI

e Challenge
— HTTPS requests are completely encrypted
— How do you know which key you should use to decrypt the request?
—  Which host do you map the request to?

— Usually this leads to the requirement to have a separate IP address for each TLS/SSL enabled website

e Solution
— Server Name Indication (SNI) adds requested hostname to TLS/SSL handshake
— Server can read the SNI name requested and map the request to the right key for decryption

— Domino 11.0.1 supports SNI Domino 12.0+ supports more flexible SNI flows

« Restrictions/Limitations
— Client must request the website using the SNI extension, Server must support the SNI extension

— Hostname requested is sent unencrypted and can reveal information about hosts requested
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Import TLS Credentials via command-line

Server side Command Line operations to import existing “SSL Certificates”
— Early feature introduced in 12.0 before import/export was introduced in 12.0.1

— Today it is better to use the client side import or the Lotus Script LS2CAPI call from a script lib

load certmgr -importkyr keyring.kyr
— Import one KeyRing file (*.kyr) to CertStore

— load certmgr -importkyr all
« Import all KeyRing files referenced from server doc & internet sites to CertStore

e Intended for migrations and ensures each key is imported only once

load certmgr -importpem <file>

— Import file containing PEM encoded certificate chain and keys to CertStore

load certmgr -ImportRootFromUrl <URL>
— Generates trusted root document in certstore.nsf from certificate found on server

— Trusted root is imported as draft and needs to be marked as trusted by admin
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Global Settings

« Mainly used to set defaults for important settings

— For example: key type, key size, default ACME account and renewal interval

e Admin Server for CertMgr
— Admin server is also stored in Directory profile “CertMgrServer” to publish in the domain

— Changing the admin server involves re-encryption of keys

e Migration via command-line option only!
— Load certmgr -MIGRATETOSERVER server-name

— Re-encrypts all private keys after checking all keys can be read
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Additional Notes.ini Parameter

CertMgr_Replicationinterval=n
— Default: 120 sec

— Used for client mode

CertMgr_HealthCheckinterval=n

— Default 30 minutes

CertMgr_CompactFreeSpace=n

— Default: 50%, Compacts database when specified percentage is free

CertMgr_CompactDays=n

— Default: 30, Compacts database when not compacted since number of days

CertMgr_ACCEPT_TOU=1

— Same as command-line option to confirm ACME provider terms of use — useful for automation
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Common Issues & Tracing

. DNS Provider Trace
ACME license terms not accepted

Basic ] Comments ]

Port 80 cannot be reached — DNS or Firewall issue Status: 200

Account name: pebble

Registered domain: pebble.lab

Most errors are already visible in TLS Credentials document DNS provider configuration: _ Pebble

— More detailed information can be found in debug logs if enabled Contiguration:

cfg_AuthKey =
cfg_AuthToken =
cfg_Custom\Value =
cfg_DnsProviderDelay =
cfg_DnsZone =
. . . cfg_InternetAddress =

DNS-TXT provider cannot be reached or configuration problem o Pasaurd -
cfg_| =
cfg_UserMame =

— DNS provider trace should be set to error logging by default —

param_DnsTxtName = _acme-challenge_bingo.g
param_DnsTxtValue = MN4XgbkFtUDr 760d4 kw
param_Hostname = bingo.pebble_lab
param_RegisteredDomain = pebble.lab

URL:

url_QryAdd = http://172.30.0.185:8055/set-txt
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Debugging and Troubleshooting Command Line

-v = Verbose logging (log.nsf)

-d = Debug mode
— IBM_TECHNICAL_SUPPORT/certmgr_debug [..].log

-l = Log all Curl /0 to file
— IBM_TECHNICAL_SUPPORT/certmgr_curl__[..].log

-z = Connectivity test: Just get the ACME directory URLs and terminate

— Useful for testing internet connectivity

« Example: load certmgr -d -I
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TLS Cache Logging and Debugging

CERTSTORE_CACHELOG=1

- Recommended Starting point for all troubleshooting

— Logs most important events only

CERTSTORE_CACHELOG=2
- Very detailed logging — Debug mode

DEBUG_SSL_TLSCACHE=1 *)
— Debug SSL side of TLS Cache

DEBUG_SSL_KYRCACHE=2 *)

Debug SSL for old KYR Cache *) Task restart needed
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Hidden AllIDocuments View

Open via CTRL+Shift & View - Goto

This view contains all documents by form

CertMgr Server is listed for all documents encrypted

Secondary sort column by NotelD and NoteUNID

64

Find documents listed in low level error messages

Search in View "AllIDocuments’

Search for
Name MNote 1D ~ Mote UNID -~ CertMgr Server ~
* AcmeAccount
=»  LetsEncryptProduction 000008FE  9D20SEDFDAFCS2REC125859600553245  CN=pluto/O=NotesLab
= LetsEncryptStaging 00000902 BD206BSDTES0CFO1C12585960055538E  CN=pluto/O=NotesLab
= ZeroSSL 00000822 STFECDOLTOASS876CL2586BC0O0T20268
* Certifier
ISRG Root X2 0C0COSEE E31136ED73F1A6FSC12586A8007D3553
DST Root CA X3 00000SF2 4ET4F3AEBA1TASADC12586A800TD3554
Fake LE Root X1 00000SFE TBC3F34728CTDLE8ACL2586A800TD3555
ISRG Root X1 00000SFR 4F900C9973DEBS39C12586A800TD3556
(STAGING) Pretend Pear X1 00000SFE F408S5FLOFEEZEZE9C12586R800TD3557
AAA Certificate Services 00000B2R AASTSSEEF1SEF151C12586BCO0T2Z2FTE
Buypass Class 2 Root CA 00000B2E DO17BSFF887AD17CCl2586BCO0T22FT7S
DST Root CA X3 O0000BTE 9116464BF355F2F9C12586BF004F1C32
¥ DnsProvider
* DnsProviderConfig
#  Cloudflare 00000SAE D164FS50118EFCECBCL25868C005B5678
H  Pebble 00000SB2 AT3851F22E618D3CCl25868C005B567E
B Hetzner 00000SBE 1DSA8120774DCTE6CLZSEEEC00SBS5E6TE
B CNAME-CLOUDFLARE 00000SBE 2694243068BSDADFC12Z5868C005B567E
B acmedns domino-lab net 00000SBE  42164CA02C4DDEA3CL25868C005B5678
B ACTIVE24 00000BER TEE47BLAS4AB39TFC12586BD0048E4F0
#  DigitalOcean 00000BAZ CBESFCLlEBSAESDEDC12586CC0O0T2ZAB4C
* KeyFile
& w3.nashcom mydns jp 0000090E  34265ADSFBO692DEC12586830059A89C  CN=pluto/O=NotesLab
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