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Introduction

2 Kris De Bisschop

12 years Lotus Notes/Domino experience
<’ Project Manager @ EASI

Lotusphere fan
EASIsphere presentator

petalio ks | otus beta products tester
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HTTP — Default security

Anonymous access is permitted

Basic authentication is enabled with ugly grey log in prompt
Server access lists are ignored for HTTP access

No matter how (IP, hosthame, FQDN) user opens the home page
No password management

No SSO activated out of the box
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Domina Degigner 8.6 Help | www lolus com
Domino Administrator 8.5 Help | www.ibmi.com
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HTTP - security first aid

Control anonymous access

* Review the ACL of all databases and set anonymous NO ACCESS

Maximum Internet Access

Access Control List to: WWCorp's Directory

| Basics
@ Roles

E‘_’g Log

eQ Advanced

Feople, Servers, Groups IShu:uw Al j

-Diefault-

“AniwCORP

Anonyrmals
& Coctor Motes "W Corp
F HubAa Corp
# LocalDomaind.drming
[ LocalDomainServers
[l OtherDomainServers

™| Greate documetts

[T | Delete documents

[T | Create private agents

[T | Create personal foldersfviews
™| Greate shared foldersdviews

[T | Create LotusSenpt/lava agents
[ Fead public documents

[~ wiite public documents

" | Beplicate ar copy documents

M axirmum | nternet name and pazsword E ditar w
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HTTP - security first aid

Don't allow URL open

* Database property to prevent web access

Databage b om 7O
ST I = I 2 SN =S
Title  Administration Bequests

Server  HubMwMW Corp

Filename  admind. nsf

Type  Standard -
Archive Settings... Encruption Settings. .
Settings
R eplication Settings. .. Replication Histary. ..

¥ UszeJavaScrpt when generating pages
weh .FE equire S5L n::n:nnnec:tifznn
Accezz ¥ Don't allow URL open

Enable enhanced HTML generation
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HTTP - security first aid

 Enforce server access rules on the web
e Server document — Ports
* “Enforce server access settings”

* Applies deny access to server through HTTP

Bazics } Becurityl Parts... I Server Tazks... l Internet Protocols. .. l hATAz. .. l hiz

Motes Metwork Portz l Internet Ports. . l Proxies l

Web l Direcmr}-'l h ail l DIIOF'] Femote Debug Managerl Server Controller

TCPIAP part number: a0
TCHIP port status: Enabled
Enforce semver access Yes
zetiings:

S5L part number: 4473
SEL port status: Enabled
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HTTP — Passwords

* Enable “Use more secure Internet password”

* Set in directory profile of Domino Directory

* Run the agent “Upgrade to more secure Internet password”

Basics

Dormain defined by thiz Domino Director:
Condenzed server directory catalog for domain:

Sort all new groups by default:

Auto-populated group Member: update interval:

Jse more secure Internet Passwords:
Allowy the creation of Alternate Language
Information documents:

Lizt of administrators who are allowed to create
Crozs Domain Configuration documents in the
Adrministration Procesz Requests database:

Comments:

"EASISPHERE],

F
ol

rYBSJLI
rSDJ minutes

"oz - Pazsword verification compatible with
MotesiDormino release 4.6 or greater =)

rYESJLI

r
Sl

DYt Tools  Window  Help

Apply Delegation to Al Selected Entries

Edit Directory Profile

Edit: Administrakion ECL
populate DominalMID

Rules Problem

Set Secure Internet Password
Test CrossCertify

Other, .,

Recertify Selected People
Add Internet Cert bo Selected People
Rename Selected People

Upgrade to More Secure Internet Password

Edit Dacument
Forvard

Move To Folder,..
Send Upgrade Mokifications
Chat » @» ’
Belux Lotus User ‘;11(‘1_‘}{‘)
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HTTP — Authentication/SSO

 Default method : Basic authentication

Authentication Required

* Problems

6 A username and passward are beirg requested by http:/frbal simco.com, The site says: “mail
* Itis ugly
User Name: | |

* Less secure

Passwond;

* No password management | o | [ cnel |

* No utility for changing password
* No forced password expiration
* No management of user sessions

=5 BLUG
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HTTP — Authentication/SSO

SSO allows cookie based sessions across servers
Customizable login and password change forms
Ability to enforce password rules

Possibility to enforce session expiration

Allows single authentication between Domino and Websphere

Lser name:

Fassword:




HTTP — Authentication/SSO

Default name is LtpaToken

Multiple SSO configs are possible

Each SSO config is tied to a DNS domain name
Put FQDN for authentication to work

Avoid using capitals in the DNS domain name

SSO config can be shared between Internet Sites and regular web
configuration (Sametime integration in iNotes)
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HTTP - Internet Password Lockout

* Lock users out based on incorrect logon attempts
* Configured in two places
* Server configuration document
* Security policy settings
* Server configuration settings apply to all HTTP sessions on the server
* Policy settings per user can override server settings

Server Configuration
Configuration Settings : _ - Policy Settings

Basics | Security | Smart Upgrade | Router/SMTP | MIME | NOTES.INI Settil

Override Server's Internet Lockout  Yes

Enforce Internet Password Lockout Yes =1 settings?
: ; F Lockouts Maximum Tries Allowed 10
Log Setlings: W Failures
Lockout Expiration 5, "Minutes| ;=
Default Maximum Tries Allowed 5 . - .
Maximum Tries Interval 5, Minutes ;=
Default L ockout Expiration 15, Minutes ;=

Default Maximum Tnes Interval: 1, Hours =



HTTP - Internet Password Lockout

* Internet Password Lockout database (inetlockout.nsf)

@t “our account has been locked
B out h

Llser name: |
Faszsword: | )
V7
. s
=ign In | g

hdark for Deletellnlock) | Delete Marked fems

Server Mame & User Mame & Locked Ciut & Failed &ttermpts &
* HubAWSWAWCorn

Doctor Motes MWW Corp Yes 5

<5 BLUG
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DomCfg Database

Used as of the moment SSO is enabled on the server
Can configure custom

- Login forms
- Password reset forms
- Error and Response forms

Configurable per site

Be careful about anonymous access => deselect write public documents

Access Control List to: Domino Web Config EH B

_E! | Basics
Roles People, Servers, Groups IShn:nw All j Idzer type ILlnspec:ified j
AL Default Access  |Reader =l
ug . |I:I| TORYNoLUE
e a tswcmp I™' Create dacuments
Advanced
B Hub/ww(Carp [T Delete dl:_u:uments
“ LacalD amainddmins [T Create private agents
[l Locall omainServers [T Create personal folders/views

[l OtherDomainServers I™ | Create shared folders/views
[T Create LotusSeniptd)ava agents
¥ Eead public dozuments

[ wiite public documents U
V¥ Replicate or copy documents ix Lotu IC up




DomCfg Database

Created manually

Name must be domcfg.nsf

Is derived from the domcfg5.ntf template

Server

Template

IHubMWEDrp

LA QKN

E Drarmino Uger Licenze Tracking (8]
E Domino WWeb Access Redirect
Drarmino YWeb Administrator [3)

i m2l [iomino "Web Server Configuration [8]
EB Domino 'web Server Log (8]
EB Eclipse Update Site (3] [

E Internet Pazswaord Lockout

EB Issued Certificates List (8]

EB Local Document Cache

EB Local free time info

E Laotus Matez/Domino Faulk Reparts ;I

File name ||:I|:|m|:fg5.ntf

[+ Show advanced templates

¥ Inherit future design changes
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DomCfg Database

* Forms can be customized

« Other forms can be referenced s nows

— I n otes red i re ct Iog i n Enter ywour user name and pazsword and then click Log In. Iﬂ

Uzer name:

Pazsword: | Log In
Options
EASI

Select the mode
'@' Full mode
'O' Lite mode
Usernarnea !
@] ttra-light mode

|:| Shared ar public computer

Password

Log In I Licensed Materialz - Property of IBM. L-GHUS-7AUT7L @ Copyright 1B Corporation and itz licensors

1855, 21 0. All Rights Reserved. IBM, the IBM logo, Lotus and Motes are trademarks of IBM Corporation in

the United States, ather courtries, or bath, Other company, product or zervice names may be trademarks
or service marks of others.

@ Flease identify vourself:

Llger name: p
' =5 BLUG
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Internet Sites — What ?

Introduced in Domino 6
By default not enabled
Most Admins leave current config => it works.....why changing ?
Once enabled, create them for each service used
* SMTP Inbound
HTTP
POP3

IMAP
LDAP

= BLUG



Internet Sites — key determinants

* Use of multiple hostnames on any internet protocol
* Multiple LTPA Tokens on a single server
* Multiple SSL Certificates for different hostnames on single server

* Requirement for different authentication schemes on the same
server

* Requirement to span website or service on multiple servers

= BLUG



Internet Sites - Basics

* “Host names mapped to this server”

* Can be IP Addresses or hostnames
* Hostname must match what user types in the browser

* In case of SSL, an IP Address must be set

* “Domino Servers that host this site”

* Default value : * => any server responding IP address or hostname

* Helps in load balancing of websites

= BLUG



Share LTPAtoken document

* Useful in case of Sametime/iNotes integration

* Sametime uses Web Configuration <=> Inotes uses Internet Sites

* Adapt the automatic created SSO document

* Include the Domino Servers that will share the config

* Copy the adapted document to include the key

* Set the Organization name for use with Internet Sites

) BLUG
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SSL - Self-certified certificate

Same type of protection

Default expiration of 1 year

Certificate needs to be trusted manually in the browser

This Connection is Untrusted

You have asked Firefox o connect securely o mail. be, but we can't confirm Ehat your
connection is secure.

Mormally, when wvou kry ko conneck securely, sites will present trusted identification bo prove that woo
are going ko the right place. However, this site's identity can't be verified,

what Should I Do?

If wou usually connect ko khis sike withouk problems, this error could mean that sameane is bryving ko
impetrsonate the sike, and ywou shouldn't conkinue,

Get me aut of here!

Technical Details

I Understand the Risks

LUG



SSL - Self-certified certificate

* Create a local folder on your machine to store the certificate

* Create Server Certificate Admin database

Mew Application [ 3¢]
Server  [HubMwwCarp ok |
Title |Sewer Certificate Admin Cancel |
File name |certsw.nsf

[~ Create full text index for searching
Server  |Hub/wwCorp =]
E Perzonal Journal [8) ﬂ

E Perzonal web Mavigator [B)
BB Phoneboak [7)

BB Policy Synapsis [5]

E Resource Reservations [8)
E RS55 Feed Generator

el
TP | PR Search Site (5]

%4 Server Certificate Admin
E Server Web Mavigator [R5] J
E Server.Planner: Analyst

E Server.Planner, Decizion Maker ﬂ V. NN
File name |u:sw5llntf About,.. | - ’

¥ Show advanced templates X o
_ _ Belux Lotus User Group
[ Irhert future design changes

e |




SSL - Self-certified certificate

Create Key Ring with Self-Certified Certificate

dannnvo

Server Certificate

Administration

View & Edit
Key Rings

"H'IB!.'-I'

Ce;t‘flcata- West

Click on the steps below to create an 55L key ring and
populate it with certificates.

1. Create Key Ring

2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring

You can also quick
with a self-certified ce

a key ring
rtificate for testi ng purposes

Create Key Ring with Self-Certified Certificate

=5 BLUG
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SSL - Self-certified certificate

* Fill in the necessary info
* Specify filename

 Refer correct hostname

Key ring created with self signed certificate

Your key ring hasz been created with a self-certified certificate.
K.ey ring file name:
ciwtwcorplinote s kyr

Distinguizshed Name:

Comman hame: weehmail wawcarp.carm
Qrganizatian: WinCORP
Crganizational unit;

ity

State: Brussels

Country: BE

Thizs cerdificate iz valid from:

27103201 to 270372012

MNext Step:

You are now ready to enable 851 on vour zerver. See the
Daminag Lzer's Guide far instructions an how to configure the
Semer Record in the Domino Directory to enable S50

K.ew Ring File rCle.WCDrpll.inDtES.k}"rJ
Marme

k.ew Ring r**********J
Pazzword

Fazaweord Yerify: r**********J

P .
Commaon Mame weebrmail wawicarp.com g

Organization T CORP
Crganizational rJl:DDtiDﬂal:l
nit

City or Locality rJl:DDtiDﬂal:l
State or Province j"ElrusseISJ (ho abbreviations)
Countrs rBElJ ttwo character country code)

Create ey Ring with Seli-Certified Certificate

= BLUG



SSL - Activate on Server

* Copy the created keyring files to the server's data directory (.kyr and .sth)
* Different steps to follow depending of you config

* In case you don't use internet sites

* Refer keyring file in the internet ports section
* Adapt the Web part

web | Directory | Mail | DIOP | Remote Debug Manager | Server Cantraller | Basics | Security | Ports... | Server Tasks.. | Intemet Protacals ..

Maotes Metwork Ports l Internet Ports... l Proxiez l

TCHIF port nurmber: an

TCPAP port status: Redirectto S5L 1= SSL kevfile narme: inotes. kyr

Enforce server access Teslx S5L protocol version ffor use .

seftings: with all protocols except HTTP): Megotiated =

Authentication options: Accept SSL site cerificates: " Yes @ Mo
Mame & password: Tes g Accept expired S50 cerificates: @ Yes €0 Mo
Anomymous: NER

S5L port number: 4473

S5L port status: Enabled 4=

Authentication options:
Clignt certificate: Mo gl= @ “)
Mame & password: Yes = ~m »

Anonymous: Yes glT



SSL - Activate on Server

* In case you use internet sites

* Create web site document
* Adapt the security part

Bazics l Caonfiguration l Diamino Web Engine l Securit-.-'l Comments ] Adminigtration

Anorymous: &« Ye: U Mo
Marme & pazsword: o Yez T hao
Redirect TCP to S5L: o+ Yez {7 Mo
Anomymous: & ez t Mo
Mame & pazzword: & Yez T hao
Client certificate: " Yez & Mo
ey file name: inu:uteslkyr

Pratacol verzion: Megotiated 4=

Aocept S5L zite certificates: " Yez ™ hao

brooept expired SSL * Yez { Mo

cetificates:

Check for CRLs: 7 Yez ¢ No 3 Y|
@ )

Trust expired CRLs: o Yez {7 Mo ~ P
&llowe CRL search to fail; + Yez (O Mo i
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Load balance iNotes

Configuration | set up in small and medium business
Cluster the mail servers

* Details about clustering will not be handled in this session

Round-Robin is used on the internal DNS Server
Apache or Squid reverse proxy Server in the DMZ
Reverse proxy configured with 3™ party SSL certificate

Domino Servers configured with each self-certified SSL certificate

= BLUG



Load balance iNotes

Round-Robin NS server

MAILO1.WWCORP.COM

Listens to Requests
HTTPS://webmail wwcorp.com HTTPS://mail.wwcorp.com

-

Reverse Proxy
In DMZ

=) BLUG
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Load balance iNotes

Enable round robin in the Adapt TTL in the zone
DNS Server properties properties

I Properties 2] wwcorp.com Properties E3 |

LIEBLE LSl I S el I el el MName Servers I WINS | Zone Transfers |

Inkerfaces I Farwarders Advanced I Fook Hinks Genaral Start of Autharity (S06)

SEFVEr version number: .
Serial number:

5.2 3790 (Oxece) I N

Increment

Server options: .
i Primary server:

[ Jhisable recursion {also disables farwarders)

masker, wWwcorp, com. Browse, .,
[WBIMD secondaries I P =

[ JFail on load if bad zone data T Y S
I [wEnahle round robin =

il

. hostrasker  wiwcorp,com) noo
[wEnable netmask ordering I p | Browse

[w]Secure cache against pollukion

Refresh interval: I 15 Iminutes j
Mame checking: IMuItiI:ﬂ;.-'te (UTF3) j Retry interyal: I 10 Iminutes j
Load zone data on startup: IFru:um Ackive Directory and regiskry j B S I ! Idays j
[ Enable automatic scavenging of stale records Pimirnumn {defaul) TTL: I 1 Ihu:uurs j
Scavenging petiod: 1 days j
Reset to Default |
Reset ko Defau TTL For this record: I':' 00 A {DLDDD:HH. MM, 55)

£ I Cancel | Enply | | (04 I Cancel Apply




Load balance iNotes

Create two A-Records with the name mail.wwcorp.com,
Reference per record the IP address of the mailserver

..i'.. dnsmgmt - [DNS' Sl Forward Lookup Zones'wwcorp.com]

,E_] Eile  Ackion Miew  Window  Help |_||5’|5|

2 F
Event Viewer 1 Type Data
El Forward Lu:u:ukup Zones =] (same as parent folder) Mame Server (M3)
P . Z] fsame as parent Folder) Start of Authority (SOA)
= l:l Reverse Lu:u:ukup Zones mail Host (A) 192,168.1.10
mai os .168.1,
=] mai Host (4] 192.168.1.11

-5 BLUG
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Load balance iNotes

Set up SSO for the domain .wwcorp.com

Caonfiguration Mame:
Qrganization:
DrME Dormain:

kdap namesz in LTPA
tokenz:

Diaming Server Mames:

Web S50 Configuration for :

Bazics I Camments | Adminiztration |

J"Lt|:|.5'|T|:|kEr1 a
TumWCORP

r.wmﬂ:u:urp.u:u:umJ
"Dizabled ;=]

" DOMINODT AW CORP
DOMINOOZAwAW CORF . =1

Expiration {minutes):

|[dle Sezzion Timeout:

80,
[T Enabled

=
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Load balance iNotes

* There is only 1 internet site configured for both servers

Web Site WWCORP Webmail

Bazics l Canfiguration ] Damina %eh Engine l Sec:urit).-'l Comments | Administration l

Dezcriptive name for thiz site:

Qrganization:

Use thiz web site to handle requests which T Yes & Mo

cannot be mapped to any other
web zites:

Hozt names or addreszes mapped to this
gite:

Diamino zervers that host thiz zite:

W CORP Webrnail
WA CORP

Mate: only one web site zhould have thiz option 25
to Ves

rrail wancorp.com
rmaildl wawcarp. com
rmaill2 wawcarp. com
192168110
192168.1.11

DOMINOOT W CORF; DORINODZM W CORF

Web Site WWCORP Webmail

Bazics l Configuration l Diamino Weh Engine l Securit-.fl Comments | Adminigtration

Horme URL:
HThAL directone:
leon directary:
lcon URL path:
CGEl directony:
CGl LURL path:

Java applet directone:

Java LIRL path:
Default horme page:

Ninotezredirnsf?Open
dorminothtinl
dominolicons

ficons
dorminolcgi-bin
feqgi-bin

dorinoljava
Idomjava

= BLUG



Load balance iNotes

Web Site WWCORP Webmail

Baszics | Configuration | Domino Web Engine I Se-:urit_\,.-'l Comments | Administration |

Session authentication:  * hultiple Servers (S50 4=
YWeb S50 Configuration: J-'Lt|:|.5'|Tu:|I=L|Eer‘|Jj

Forze login on 550 Tes JF

- . r
When overriding seszion  ~ Yes =]
authentication, generate

zeszion cookie:

Web Site WWCORP Webmail

Baszics | Configuration | Domino Web Engine | Securityl Cormments | Administration

AnoRymous:
Mame & pazsword:
Redirect TCP to S5L:

Anorymous:

Mame & pazsword:

Client cerificate:

K.evfile name:

Protocol version:

Aooept S50 zite cerificates:

Accept expired S50
certificates:

Check for CHLs:
Trust expired CRLs:
Allowe CEL zearch to fail:

i Yes O Mo
& ve: T Mo
i Yes O Mo

i Yes O Mo
& ve: © MNo
 Yes ¢ Ro

“hevdile kyr
rNEthiatEdJLl
" Yes & po

f Yes O Mo

 Ye: ™ Mo
i Yes O Mo
i Yes O Mo



Load balance iNotes

* A domcfg database needs to be created to reference login form

* The database needs to be present on both servers

Web Server Configuration | (@ &ddMapping () Edithapping (@) Delets Document

: : Web Sitelirtual Server Database Path Form Marme
T15ign In Form kappings
o ) lm_a_iﬂmmrn COIT) inotesredir nst Dt ooinForm
Change Passward Formn Mappings mailll wweorp.com inotesredir.nst ChvidloginForm
T Error & Response Form Mappings mail wancorp.carm inotezredir.naf DwfaloginFaorm

< BLU G



Load balance iNotes

Create the iNotes Redirect database on both servers

Save & Exit
- =\
[ {ﬁj ) [ [EF)
T/ N/
Server Settings Ul Setup Ultra-lightfhdobile Settings

Flease selectthe Redirection type

Help

Ifyou wish to force the PATH, please enter it here
(Leawve blank to disahble)

Help

Do youwish to force SSL for the entire session 7

Help

Dowaouwish ta farce S5L anly on authentication 7
Help
Flease enter the S3L port number

Help

Enahle Debug 7

Help

7=
)

Application Setup

Fixed
Dynamic

kailSercer



Thank You
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